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Mission 

Our  mission  is  to  provide  independent,  relevant,  and  timely  oversight 
of  the  Department  of  Defense  that  supports  the  warfighter;  promotes 
accountability ;  integrity,  and  efficiency;  advises  the  Secretary  of 
Defense  and  Congress;  and  informs  the  public. 


Vision 

Our  vision  is  to  be  a  model  oversight  organization  in  the  Federal 
Government  by  leading  change,  speaking  truth,  and  promoting 
excellence — a  diverse  organization,  working  together  as  one 
professional  team,  recognized  as  leaders  in  our  field. 
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Findings  (cont'd) 


Objective 

The  objectives  of  this  project  were  to: 

1)  assess  the  uniform  application  of 
biosafety  and  biosecurity  policy  and 
directives,  plans,  orders,  and  guidance 
across  DoD  Component  laboratories 
that  were  conducting  research  using 
biological  select  agents  and  toxins  (BSAT) 
and  2)  evaluate  DoD  biological  safety 
and  security  oversight  at  laboratories; 

DoD  Component  biological  safety  and 
security  compliance  with  Federal,  DoD, 
and  Service  policy;  and  DoD  and  Component 
actions  on  recommendations  from  previous 
Government  Accountability  Office,  Defense 
Science  Board,  and  Defense  ffealth 
Board  reports. 


•  Inspection  quality  varied  as  inspection  team  members 
sometimes  lacked  necessary  training  or  sufficient 
experience  and  expertise,  or  a  combination  of  each. 

•  DoD  did  not  require  that  deficiencies  identified  by 
inspections  were  tracked  and  remain  corrected  after 
they  were  initially  closed. 

•  DoD  lacked  a  single  coordinating  entity  to  oversee  and 
manage  biosafety  and  biosecurity  deficiencies  in  high 
risk  BSAT  laboratories. 

As  a  result,  DoD  BSAT  laboratories  have: 

•  used  protocols  that  were  not  validated  for  their 
intended  use, 

•  been  inspected  irregularly  or  not  at  all,  and 

•  had  significant  deficiencies  and  vulnerabilities 
that  were  not  corrected  by  DoD  management. 


Findings 

We  found  that: 


Consequently,  the  health  and  safety  of  the  public  was 
put  at  risk  of  inadequate  protection  from  exposure  to 
biological  pathogens. 


•  DoD  had  not  maintained  biosafety  and  DoD  leadership  has  taken  actions  to  address  the  anthrax 

biosecurity  program  management,  biosafety  protocol  failures  identified  at  Dugway  Proving 

oversight,  and  inspections  of  its  BSAT  Ground  in  May  2015,  including  those  based  on  the 

laboratories  according  to  applicable  recommendations  of  a  Comprehensive  Review  Committee 

Federal  regulations  established  by  the  Under  Secretary  of  Defense  for  Acquisition, 

Technology,  and  Logistics. 

•  BSAT  laboratories  in  Military 

Services  were  inspected  according  Several  of  the  DoD  leadership  actions  based  on  recommendations 

to  different  guidance,  standards,  and  from  the  Review  Committee  may  be  difficult  to  implement  as 

procedures,  risking  dangerous  lapses  they  appear  contradictory  to  oversight  community  standards, 

in  biosafety  practices. 

•  Lack  of  coordinated  oversight  of  DoD 
laboratories  led  to  multiple,  missing, 
and  duplicative  inspections,  and, 
therefore,  an  excessive  administrative 
burden  that  could  interfere  with 
scientific  research  performance. 


Visit  us  at  www.dodig.mil 
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Security  Implementation 


Recommendations 

We  recommend  that  the  Deputy  Secretary  of  Defense 
appoint  a  single  Executive  Agent  responsible  for 
biosafety  and  biosecurity  to  perform  the  following  tasks: 

•  track  all  internal  and  external  inspection  results 
and  ensure  appropriate  corrective  actions 

are  taken, 

•  ensure  that  all  BSAT  laboratories  are  inspected 
regularly  according  to  a  standardized  set 

of  criteria, 

•  coordinate  external  technical  and  scientific 
peer  reviews,  and 

•  develop  standardized  training  for  inspectors, 
and  ensure  inspection  teams  consist  of  personnel 
with  appropriate  experience  and  expertise. 

We  recommend  that  the  Under  Secretary  of  Defense 
for  Acquisition,  Technology,  and  Logistics: 

•  issue  guidance  that  all  Department  of  Defense 
BSAT  laboratories  implement  internal  technical 
and  scientific  peer  review  functions  that  address 
both  biosafety  and  biosecurity  issues,  and 

•  develop  implementing  guidance  that  requires 
site-specific  laboratory  security  vulnerability 
assessment  findings  be  included  during  Biological 
Select  Agent  and  Toxins  laboratory  inspections. 


Management  Comments 
and  Our  Response 

The  Under  Secretary  of  Defense  for  Acquisition, 
Technology,  and  Logistics  responded  to  the 
recommendations  in  this  report  on  behalf  of  the 
Deputy  Secretary  of  Defense,  and  agreed  with 
all  recommendations. 

The  Under  Secretary  of  Defense  for  Acquisition, 
Technology,  and  Logistics  stated  that  the  Office  of  the 
Under  Secretary  of  Defense  for  Acquisition,  Technology, 
and  Logistics  is  drafting  a  DoD  Directive  for  the 
DoD  BSAT  Biosafety  and  Biosecurity  Program  that 
establishes  policy  and  designates  and  defines  the  role 
of  the  Secretary  of  the  Army  as  the  DoD  Executive  Agent 
for  the  DoD  BSAT  Biosafety  and  Biosecurity  Program. 

Management’s  responses  addressed  all  specifics  of 
the  recommendations  in  this  report,  and  no  further 
comments  are  required.  We  request  that  the  draft 
DoD  Directive  be  forwarded  to  us  for  review. 

Management  comments  to  the  draft  report  are  included, 
beginning  at  page  92  of  this  report.  Please  see  the 
Recommendations  Table  on  page  iii.  If  you  have 
additional  comments  on  this  report,  please  forward 
them  by  May  31,  2016. 
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Recommendations  Table 


Management 

Recommendations 
Requiring  Comment 

No  Additional 

Comments  Required 

Deputy  Secretary  of  Defense 

1. a,  l.b.(l),  l.b.(2),  l.b.(3),  l.b.(4), 

2.  a,  3. a,  3.b.,  3.c,  3.d,  4. a 

Under  Secretary  of  Defense  for  Acquisition, 
Technology  and  Logistics 

2.b,  4.b 

Please  provide  Management  Comments  by  May  31,  2016. 
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MEMORANDUM  FOR  DEPUTY  SECRETARY  OF  DEFENSE 

UNDER  SECRETARY  OF  DEFENSE  FOR  ACQUISITION, 

TECHNOLOGY,  AND  LOGISTICS 

SUBJECT:  Evaluation  of  DoD  Biological  Safety  and  Security  Implementation 
(Report  No.  DODIG-2016-078] 

We  are  providing  this  report  for  information  and  appropriate  action.  We  conducted  this 
assessment  from  December  2014  to  April  2016  in  accordance  with  the  "Quality  Standards 
for  Inspections  and  Evaluations,"  published  in  January  2012  by  the  Council  of  Inspectors 
General  on  Integrity  and  Efficiency. 

We  considered  management  comments  on  a  draft  of  this  report  when  preparing  the 
final  report.  DoD  Instruction  7650.3  requires  that  the  recommendations  be  resolved 
promptly.  Comments  from  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and 
Logistics,  on  behalf  of  the  Deputy  Secretary  of  Defense,  addressed  all  the  specifics  of  the 
recommendations.  The  Office  of  the  Under  Secretary  of  Defense  for  Acquisition,  Technology, 
and  Logistics  has  been  directed  to  draft  and  coordinate  a  DoD  Directive  that  outlines  the  roles 
and  responsibilities  that  will  meet  the  intent  of  all  recommendations  contained  in  this  report. 
We  request  that  this  draft  DoD  Directive  be  forwarded  to  us  for  review  prior  to  its  issuance. 

Should  you  have  further  comments  to  this  report,  please  send  them  in  a  PDF  file  to  SPO@dodig.mil. 
Copies  of  your  comments  must  have  the  actual  signature  of  the  authorizing  official  for  your 
organization.  We  cannot  accept  the  /Signed/  symbol  in  place  of  the  actual  signature.  If  you 
arrange  to  send  classified  comments  electronically,  you  must  send  them  over  the  SECRET 
Internet  Protocol  Router  Network  (SIPRNETJ. 

We  appreciate  the  courtesies  extended  to  the  staff.  Please  direct  questions  to|  '  ■ 

at  We 

provide  a  formal  briefing  on  the  results  if  management  requests. 


Keni\ptti 


Keni\elh  P.  Moorefield 
Deputy  Inspector  General 
Special  Plans  and  Operations 
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Introduction 


The  Department  of  Defense  maintains  a  Chemical  and  Biological  Defense  Program 
as  part  of  its  layered,  integrated  defense  against  chemical,  biological,  radiological, 
and  nuclear  threats.  Research  using  biological  agents  and  toxins  takes  place  in 
military  and  civilian  laboratories,  and  is  critical  for  the  development  of  public 
health  and  medical  tools,  such  as  vaccines,  drugs,  and  sensors,  to  protect  both  the 
civilian  and  military  populations.  Because  these  biological  agents  and  toxins  are 
inherently  dangerous  to  laboratory  workers  and  the  general  public,  Congress  has 
enacted  legislation  to  provide  oversight  of  all  laboratories  that  use  these  pathogens 

Biological  Select  Agents  and  Toxins  (BSAT]  is  the  term  used  to  designate 
biological  agents1  and  toxins2  that  could  pose  a  severe  threat  to  public  health  and 
safety,  animal  and  plant  health,  or  animal  and  plant  products.  The  Department 
of  Health  and  Human  Services  (HHS]  and  the  United  States  Department  of 
Agriculture  (USDA]  regulate  the  possession,  use,  and  transfer  of  BSAT  under  the 
Select  Agent  Regulations,  and  jointly  enforce  the  Federal  Select  Agent  Program 
through  the  HHS  Centers  for  Disease  Control  and  Prevention  (CDC]  and  the  USDA 
Animal  Plant  Health  Inspection  Service  (APHIS]  at  the  CDC's  Division  of  Select 
Agents  and  Toxins  in  Atlanta,  Georgia. 

The  CDC  maintains  a  list  of  BSAT  that  might  be  harmful  to  humans,  while  APHIS 
determines  which  BSAT  may  be  harmful  to  animal  or  plant  health.  The  combined 
list  currently  numbers  more  than  60;  the  total  number  can  change  because  the 
list  is  reviewed  biennially  as  biological  materials  are  added  or  taken  off  the 
list.  On  the  BSAT  list  are  biological  materials  such  as  anthrax,  the  Ebola  virus, 
plague  ( Yersinia  pestis),  avian  influenza  virus,  smallpox  ( Variola  major)  virus,  and 
the  SARS  [Severe  Acute  Respiratory  Syndrome]  virus. 


1  Biological  agent  means  any  microorganism  (including,  but  not  limited  to,  bacteria,  viruses,  fungi,  rickettsia,  or 
protozoa),  or  infectious  substance,  or  any  naturally  occurring,  bioengineered,  or  synthesized  component  of  any  such 
microorganism  or  infectious  substance,  capable  of  causing  death,  disease,  or  other  biological  malfunction  in  a  human, 
an  animal,  a  plant,  or  another  living  organism;  deterioration  of  food,  water,  equipment,  supplies,  or  material  of  any  kind; 
or  deleterious  alteration  of  the  environment.  Public  Health-Select  Agents  and  Toxins,  42  C.F.R.  73.1. 

2  Toxin  means  the  toxic  material  or  product  of  plants,  animals,  microorganisms  (including,  but  not  limited  to,  bacteria, 
viruses,  fungi,  rickettsia,  or  protozoa),  or  infectious  substances,  or  a  recombinant  or  synthesized  molecule,  whatever 
their  origin  and  method  of  production,  and  includes  any  poisonous  substance  or  biological  product  that  may  be 
engineered  as  a  result  of  biotechnology,  produced  by  a  living  organism;  or  any  poisonous  isomer  or  biological  product, 
homolog,  or  derivative  of  such  a  substance.  Public  Health-Select  Agents  and  Toxins,  42  C.F.R  73.1. 
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BSAT  Legislation  and  Executive  Orders 

2001-023 

Following  the  anthrax  attacks  of  2001  that  resulted  in  five  deaths,  Congress 
significantly  strengthened  oversight  of  select  agents  by  passing  the  USA  PATRIOT 
Act  in  2001  and  the  Public  Health  Security  and  Bioterrorism  Preparedness 
and  Response  Act  of  2002.  These  two  acts  required  HHS  and  USDA  to  publish 
regulations  for  possession,  use,  and  transfer  of  select  agents  (Select  Agent 
Regulations,  7  CFR  Part  331,  9  CFR  Part  121,  and  42  CFR  Part  73], 

2009 

On  January  9,  2009,  President  Bush  signed  Executive  Order  No.  13486, 

74  Federal  Register  2289,  "Strengthening  Laboratory  Biosecurity  in  the 
United  States,"  January  9,  2009,  which  established  a  working  group  to 
review  the  effectiveness  of  biosecurity  policies  regarding  select  agents. 

2010 

President  Obama  issued  Executive  Order  No.  13546,  75  Federal  Register  130 
"Optimizing  the  Security  of  Biological  Select  Agents  and  Toxins  in  the  United  States,” 
July  8,  2010,  that  directed  HHS  and  USDA  to,  as  a  part  of  their  ongoing  review, 
tier  and  consider  the  reduction  of  the  select  agent  list,  and  to  establish  physical 
security  standards  for  select  agents  with  the  highest  risk  of  misuse.  A  final  rule 
published  on  October  5,  2012,  designated  Tier  1  select  agents,  reduced  the  number 
of  agents  on  the  select  agent  list,  and  established  physical  security  for  Tier  1  select 
agents.  The  subset  of  select  agents  designated  as  Tier  1  present  the  greatest  risk 
of  deliberate  misuse  with  significant  potential  for  mass  casualties  or  devastating 
effect  to  the  economy,  critical  infrastructure,  or  public  confidence. 

BSAT  Research  in  the  Department  of  Defense 

According  to  the  2014  DoD  Annual  Report  to  Congress,  the  mission  of  the 
DoD  Chemical  and  Biological  Defense  Program  (the  Program]  is  to  enable  the 
warfighter  to  deter,  prevent,  protect,  mitigate,  respond,  and  recover  from 
chemical,  biological,  radiological,  and  nuclear  threats  and  effects  as  part  of 
a  layered,  integrated  defense.  The  Program  develops  medical  and  physical 
countermeasures  to  protect  the  warfighter  from  chemical  and  biological  threats.4 


3  www.selectagents.gov/history.html. 

4  2014  Department  of  Defense  Chemical  and  Biological  Defense  Annual  Report  to  Congress,  March  2014,  p.  3. 
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Research  on  biological  select  agents  and  toxins  is  critical  for  the  development  and 
availability  of  public  health  and  medical  tools  that  are  needed  to  detect,  diagnose, 
recognize,  and  respond  to  outbreaks  of  infectious  disease  of  both  natural  and 
man-made  origin.  Such  tools  developed  by  the  Program  consist  of  the  following: 

•  vaccines  and  drugs, 

•  personal  protective  equipment, 

•  environmental  sensors, 

•  decontamination  protocols,  and 

•  environmental  and  medical  surveillance  capabilities. 

The  Office  of  the  Assistant  Secretary  of  Defense  for  Nuclear,  Chemical,  and 
Biological  Defense  Programs  is  responsible  for  developing  policies,  providing 
advice,  and  making  recommendations  on  biological  safety  and  security  within 
the  Department  of  Defense.5 

Definitions 

•  Biosafety:  the  development  and  implementation  of  administrative 
policies,  microbiological  practices,  facility  safeguards,  and  safety 
equipment  to  prevent  the  transmission  of  potentially  harmful  biological 
agents  to  workers,  other  persons,  and  the  environment.6 

•  Containment:  safe  methods,  facilities,  and  equipment  for  managing 
infectious  materials  in  the  laboratory  where  they  are  handled 

or  maintained.7 

•  Risk  assessment:  considers  engineering  controls,  practices,  protective 
equipment,  and  facility  design  determined  to  be  appropriate  for  the 
specific  operations  performed  with  infectious  agents.  It  allows  for  the 
categorization  of  the  work  into  four  biological  safety  levels  (BSLs),  which 
are  assigned  in  ascending  order  based  on  the  degree  of  risk.8 

•  Biosecurity  (laboratory):  the  protection  of,  control  of,  and  accountability 
for  high-consequence  biological  agents  and  toxins  and  critical  relevant 
biological  materials  and  information  within  laboratories  to  prevent 
unauthorized  possessions,  loss,  theft,  misuse,  diversion,  or  intentional 
release.9  Biosecurity  is  achieved  through  an  aggregate  of  practices 

5  Department  of  Defense  Instruction  5210.89,  "Minimum  Security  Standards  for  Safeguarding  Biological  Select  Agents 
and  Toxins,"  April  18,  2006. 

6  Department  of  Health  and  Human  Services,  Office  of  the  Assistant  Secretary  for  Preparedness  and  Response,  "Report 
of  the  Working  Group  on  Strengthening  the  Biosecurity  of  the  United  States,"  October  1,  2009,  pages  143/149. 

7  ibid. 

8  Department  of  Health  and  Human  Services,  Office  of  the  Assistant  Secretary  for  Preparedness  and  Response,  "Report 
of  the  Working  Group  on  Strengthening  the  Biosecurity  of  the  United  States,"  October  1,  2009,  page  7/149. 

9  Department  of  Health  and  Human  Services,  Office  of  the  Assistant  Secretary  for  Preparedness  and  Response, 

"Report  of  the  Working  Group  on  Strengthening  the  Biosecurity  of  the  United  States,"  October  1,  2009,  page  143/149. 
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including  the  education  and  training  of  laboratory  personnel,  security  risk 
assessments,  BSAT  access  controls,  physical  security  (facility]  safeguards, 
and  the  regulated  transport  of  BSAT.10 

BSAT  Laboratory  Oversight 

The  Federal  Select  Agent  Program* 11  enhances  the  Nation's  oversight  of  the  safety 
and  security  of  dangerous  biological  agents  and  toxins.  The  program  promotes 
laboratory  safety  and  security  to  minimize  the  inherent  risks  that  accompany  work 
with  select  agents.  This  is  done  by  strengthening  oversight,  inspecting  entities 
working  with  select  agents,  and  assisting  the  regulated  community  by  providing 
guidance  and  support.  There  are  347  entities  registered  with  and  inspected  by 
the  Federal  Select  Agent  Program,  and  approximately  11,000  individuals  who  have 
been  approved  to  access  select  agents.12  Nine  of  these  347  entities  are  in  the  DoD. 

DoD  is  required  to  provide  oversight  of  DoD  BSAT  laboratories  in  accordance  with 
Department  of  Defense  Directive  5210.88,  "Safeguarding  Biological  Select  Agents 
and  Toxins,”  February  11,  2004;  Department  of  Defense  Instruction  5210.89, 
"Minimum  Security  Standards  for  Safeguarding  Biological  Select  Agents  and 
Toxins,"  April  18,  2006;  Department  of  Defense  Manual  6055. 18-M,  "Safety 
Standards  for  Microbiological  and  Biomedical  Laboratories,"  May  11,  2010;  and 
Service  regulations.  To  provide  some  measure  of  the  scope  of  the  DoD  BSAT 
laboratory  research  effort  and  the  diversity  of  inspection  agencies,  Table  1  lists 
the  names  and  locations  of  DoD  BSAT  facilities,  the  major  command  with  oversight 
responsibilities,  and  the  Service  inspection  agencies  that  provide  oversight. 


10  ibid. 

11  The  Federal  Select  Agent  Program  is  jointly  enforced  by  the  HHS  CDC  and  the  USDA  APHIS,  as  described  on  page  2. 

12  http://www.selectagents.gov/about.html. 
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Table  1.  DoD  BSAT  Laboratory,  Major  Command  with  oversight  responsibilities,  and 
Corresponding  Service  Inspection  Agencies 


Service 

Laboratory  Name 

Laboratory 

Location 

DoD  Inspection  Agencies 
and  Major  Commands 

Army 

U.S.  Army  Medical 
Research  Institute 
for  Infectious 

Diseases 

Fort  Detrick, 
Maryland 

•  Dept,  of  the  Army  Inspector  General 

•  Army  Medical  Command, 

Office  of  the  Surgeon  General 

West  Desert 

Test  Center 

Dugway  Proving 
Ground,  Utah 

•  Dept,  of  the  Army  Inspector  General 

•  Army  Testing  and  Evaluation  Command 

Edgewood  Chemical 
&  Biological  Center 

Aberdeen  Proving 
Ground,  Maryland 

•  Dept,  of  the  Army  Inspector  General 

•  Army  Materiel  Command 

Navy 

Naval  Medical 
Research  Center 

Fort  Detrick, 
Maryland 

•  Navy  Bureau  of  Medicine  and 

Surgery  Inspector  General 

Dahlgren 

Dahlgren  Naval 
Surface  Warfare 
Center,  Dahlgren, 
Virginia 

•  Navy  Bureau  of  Medicine  and 

Surgery  Inspector  General 

Air  Force 

711  Human 
Performance  Wing 

Wright  Patterson 

Air  Force  Base, 
Dayton,  Ohio 

•  Air  Force  Materiel  Command 

Inspector  General 

Source:  DoD  OIG 


Objectives 

The  objectives  of  this  assessment  were  to: 

•  assess  the  uniform  application  of  biosafety  and  biosecurity  policy  and 
directives,  plans,  orders,  and  guidance  across  DoD  Component  laboratories 
that  are  conducting  research  using  BSAT,  and 

•  evaluate  DoD  biological  safety  and  security  oversight  at  laboratories; 

DoD  Component  biological  safety  and  security  compliance  with 
Federal,  DoD,  and  Service  policy;  and  DoD  and  Component  actions  on 
recommendations  from  previous  Government  Accountability  Office, 
Defense  Science  Board,  and  Defense  Health  Board  reports. 
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Background 

Biosafety  and  Biosecurity  Lapses 

The  chief  suspect  in  the  2001  Bacillus  anthracis  (anthrax]  attacks13  was  a 
United  States  Government  researcher.  The  scope  and  impact  of  these  attacks 
demonstrated  the  need  to  increase  domestic  preparedness  for  biological  attacks, 
and  BSAT  infrastructure  and  resources  expanded  significantly.  The  suspected 
involvement  in  the  attack  by  a  trusted  researcher  raised  concerns  regarding 
protection  against  insider  threats  and  the  need  to  ensure  that  BSAT  were  properly 
secured  against  deliberate  misuse  to  harm  public  health  and  safety,  animals, 
plants,  or  the  environment. 

On  January  9,  2009,  Executive  Order  No.  13486,  "Strengthening  Laboratory 
Biosecurity  in  the  United  States,"  was  issued  to  ensure  facilities  that  possess 
BSAT  have  appropriate  security  and  personnel  assurance  practices  to  protect 
against  theft,  misuse,  or  diversion  to  unlawful  activity.  An  administrative  review 
by  a  Federal  interagency  working  group  of  Federal  policies  and  procedures 
associated  with  the  security  of  BSAT  highlighted  the  need  for  significant 
improvements  in  the  structure,  coordination,  and  oversight  of  BSAT  activities 
across  the  Federal  Government.  The  following  year,  in  2010,  the  President  issued 
Executive  Order  13546,  "Optimizing  the  Security  of  Biological  Select  Agents  and 
Toxins  in  the  United  States,"  which  directed  fundamental  changes  to  securing 
hazardous  pathogens  and  toxins  against  misuse. 

Executive  Order  13546  directed  full  coordination  of  Federal  oversight  for 
securing  BSAT  under  a  revised  Select  Agent  Program/Select  Agent  Regulations. 

It  also  established  the  Federal  Experts  Security  Advisory  Panel  to  provide 
recommendations  related  to  the  security  of  BSAT. 

Anthrax  Inactivation  Incident  at  the  Centers 
for  Disease  Control  and  Prevention,  June  2014 

Managers  at  the  CDC  investigated  an  incident  at  its  Royal  Campus  in 

Atlanta,  Georgia,  that  occurred  between  June  5-13,  2014,  in  which  an  ineffective 

Bacillus  anthracis  inactivation  may  have  caused  70  workers  to  be  at  risk  of 


13  In  2001,  letters  laced  with  powder  form  of  anthrax  were  mailed  to  members  of  the  media  and  Congress.  As  a  result 
of  exposure  to  anthrax-tainted  mail  in  the  fall  of  2001,  22  individuals  contracted  anthrax  disease  in  four  states— 
Connecticut,  Florida,  New  Jersey,  and  New  York— as  well  as  in  Washington,  D.C.  Of  these  22  individuals,  5  died. 
(GAO-09-1045T) 
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exposure  when  Bacillus  anthracis  samples  were  moved  from  a  high  containment 
laboratory  to  a  laboratory  with  lesser  protection  of  workers  and  the  public.14 
According  to  a  CDC  review  of  this  incident,  the  contributing  actions  included: 

•  use  of  unapproved  sterilization  techniques, 

•  transfer  of  material  not  confirmed  to  be  inactive, 

•  inadequate  knowledge  of  the  peer-reviewed  literature  by  the 
scientists  using  the  inactivation  techniques,  and 

•  lack  of  a  standard  operating  procedure  or  process  to  document 
inactivation  in  writing. 

Furthermore,  while  investigating  this  anthrax  inactivation  failure,  CDC  officials 
learned  that  a  different  BSAT  agent,  highly  pathogenic  H5N1  avian  influenza  virus, 
had  contaminated  low-pathogenic  influenza  virus  specimens,  leading  to  samples 
being  shipped  without  the  appropriate  level  of  permitting,  notifications,  or  safety 
precautions.  This  contamination  and  the  response  to  it  was  conducted  without 
notification  of  the  supervisory  chain  of  command,  including  division,  center,  and 
CDC  leadership. 

On  August  18,  2014,  as  a  result  of  continued  biosafety  and  biosecurity  lapses, 
senior  White  House  staff  issued  a  memorandum  stating  all  United  States 
Government  departments  and  agencies  that  operate  facilities  that  possess,  use,  or 
transfer  human,  animal,  or  plant  infectious  agents  or  toxins  are  urged  to  perform 
a  "Safety  Stand-Down"  which  required  senior  leaders  to  review  laboratory  biosafety 
and  biosecurity  best  practices  and  protocols,  and  to  develop  and  implement  plans 
for  sustained  inventory  monitoring. 

Federal  Recommendations  Applicable  to  BSAT 
Inspections  or  Oversight 

Following  the  announcement  of  the  safety  stand-down,  the  White  House 
National  Security  Council  tasked  the  Federal  Experts  Security  Advisory  Panel 
(FESAP]  in  September  2014  to  identify  recommendations  to  optimize  biosafety, 
biosecurity,  oversight,  and  inventory  management  and  control  for  BSAT  within 
90  days.  FESAP  responded  by  issuing  a  report  in  December  2014,  providing  such 
recommendations.15  The  National  Science  and  Technology  Council  also  formed  a 
Fast  Track  Action  Committee  [FTAC]  on  the  Select  Agent  Regulations  to  organize 


14  Report  on  the  Potential  Exposure  to  Anthrax,  Centers  for  Disease  Control  and  Prevention,  Atlanta,  Georgia,  July  11,  2014. 

15  Report  of  the  Federal  Experts  Security  Advisory  Panel,  December,  2014. 
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listening  sessions  with  persons  who  regularly  work  with  BSAT.  As  a  result  of 
these  listening  sessions,  FTAC  issued  another  set  of  recommendations  to  reform 
Federal  and  private  BSAT  programs.16  Refer  to  Appendix  C  to  read  FESAP 
recommendations  and  Appendix  D  for  FTAC  recommendations. 

Following  more  BSAT  incidents,  including  one  at  Dugway  Proving  Ground  in 
May  2015,  senior  White  House  staff  issued  a  memorandum  on  October  29,  2015, 
outlining  next  steps  to  improve  U.S.  biosafety  and  biosecurity.  This  memorandum 
included  a  plan  for  implementing  recommendations  made  by  FESAP  and  FTAC 
in  their  reports.  However,  the  efforts  by  FESAP  and  FTAC  represent  the 
latest  of  multiple,  sometimes  overlapping,  efforts  across  the  Government  and 
within  the  Department  of  Defense  to  scrutinize  and  evaluate  BSAT  programs. 
Previous  initiatives  included  reports  from  a  number  of  Federal  and  DoD  task 
forces  and  panels,  such  as  the  Defense  Science  Board's  Department  of  Defense 
Biological  Safety  and  Security  Program  (2009],  the  Trans-Federal  Task  Force  on 
Optimizing  Biosafety  and  Biocontainment  Oversight  [2009],  the  Working  Group 
on  Strengthening  Biosecurity  (2009],  and  a  2010  report  of  the  Federal  Experts 
Security  Advisory  Panel.17 

As  part  of  this  evaluation,  the  DoD  OIG  reviewed  each  of  these  reports  and 
identified  those  most  relevant  to  the  scope  of  this  evaluation;  that  is,  the  inspection 
and  oversight  of  DoD-owned  and  operated  BSAT  laboratories.  Brief  summaries  of 
these  reports  follow,  and  specific  recommendations  relevant  to  this  evaluation  are 
discussed  in  the  body  of  this  report. 

•  On  October  3,  2008,  the  Under  Secretary  of  Defense  for  Acquisition, 
Technology,  and  Logistics  asked  the  chairman  of  the  Defense  Science 
Board  to  create  a  task  force  to  take  a  fresh  look  at  biological  safety, 
security,  and  personnel  reliability  programs  of  Army,  Navy,  and  Air 
Force  laboratories.  The  resulting  report  addressed  the  adequacy  of 
current  and  proposed  programs  along  with  standards  for  the  use, 
storage,  and  transport  of  BSAT;  barriers  to  an  effective  BSAT  program; 
and  recommendations  to  improve  it.  Refer  to  Appendix  E  for  a  list  of 
compiled  recommendations. 


16  Fast  Track  Action  Committee  Report:  Recommendations  on  the  Select  Agent  Regulations  Based  on  Broad  Stakeholder 
Engagement,  October  2015. 

17  Report  of  the  Defense  Science  Board  Task  Force  on  Department  of  Defense  Biological  Safety  and  Security  Programs, 
May  2009;  Report  of  the  Trans-Federal  Task  Force  on  Optimizing  Biosafety  and  Biocontainment  Oversight,  July  2009; 
Report  of  the  Working  Group  on  Strengthening  the  Biosecurity  of  the  United  States,  October  2009;  Report  of  the 
Federal  Experts  Security  Advisory  Panel,  November  2010. 
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•  On  January  9,  2009,  Executive  Order  No.  13486,  "Strengthening 
Laboratory  Biosecurity  in  the  United  States,"  established  a  working  group 
co-chaired  by  the  Secretary  of  Defense  and  the  Secretary  of  Health  and 
Human  Services.18  This  working  group  was  tasked  to  review  and  evaluate 
the  efficiency  and  effectiveness  of  existing  laws,  regulations,  guidance, 
and  practices  relating  to  physical,  facility,  and  personnel  security  and 
assurance  at  Federal  and  non-Federal  facilities.  Its  resulting  report 
summarized  that  review  and  evaluation.  Refer  to  Appendix  F  for  the 
working  group's  compiled  recommendations. 

•  The  Trans-Federal  Task  Force  on  Optimizing  Biosafety  and  Biocontainment 
Oversight  issued  a  report  in  July  2009.  The  purpose  of  the  task  force 

was  to  propose  options  and  recommendations  to  improve  biosafety  and 
biocontainment  oversight  of  research  and  research-related  activities  at 
high  and  maximum  containment  laboratories  in  the  United  States,  without 
hindering  the  progress  of  science.  Refer  to  Appendix  G  for  the  task  force's 
compiled  recommendations. 

Dugway  Proving  Ground  Anthrax  Inactivation  Incident 
and  DoD  Response 

Dugway  Proving  Ground  Anthrax  Inactivation  Incident 

In  May  2015,  a  DoD-contracted  laboratory  notified  authorities  at  the  CDC 
that  it  had  received  live  Bacillus  anthracis  instead  of  inactivated  samples 
from  Dugway  Proving  Ground  via  the  Edgewood  Chemical  Biological  Center. 

Within  days  of  that  report,  CDC  inspectors  launched  an  onsite  investigation 
at  Dugway  Proving  Ground  and  Edgewood  Chemical  Biological  Center. 

CDC  investigators  discovered  that  Dugway  Proving  Ground  had,  over  the  course 
of  the  last  decade,  sent  low  concentrations  of  live  Bacillus  anthracis  spores  to 
dozens  of  facilities  in  the  United  States  and  abroad.  By  December  2015,  DoD  had 
determined  that  194  laboratories  in  all  50  states  and  9  foreign  countries  had 
received  low  concentrations  of  anthrax  in  samples  sent  by  Dugway  Proving  Ground. 


18  Other  members  of  the  working  group  included  designees  of  the  Secretaries  of  State,  Agriculture,  Commerce, 
Transportation,  Energy,  and  Homeland  Security;  the  Directors  of  National  Intelligence  and  the  National  Science 
Foundation;  the  Administrator  of  the  Environmental  Protection  Agency;  and  the  Attorney  General. 
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Implications  of  Shipping  Live  BSAT  Agent 

According  to  our  analysis,  the  inadvertent  shipment  of  live  BSAT  agent  from 
Dugway  Proving  Ground  illustrated  deficiencies  in  the  existing  DoD  BSAT 
enterprise  with  respect  to: 

•  managing  biosafety  and  biosecurity  concerns  by  scientific  and 
technical  review, 

•  tracking  and  addressing  issues  and  deficiencies  over  time,  and 

•  reviewing  the  effectiveness  of  BSAT  laboratory  oversight  and  inspections. 

DoD  Response 

On  May  29,  2015,  the  Deputy  Secretary  of  Defense  directed  the  Under  Secretary 
of  Defense  [USD]  for  Acquisition,  Technology  &  Logistics  [AT&L]  to  commission  a 
30-day  review  of  DoD's  safety  practices  for  generating  and  handling  inactivated 
Bacillus  anthracis.  USD(AT&L]  established  the  Committee  for  Comprehensive 
Review  of  DoD  Laboratory  Procedures,  Processes,  and  Protocols  Associated  with 
Inactivating  Bacillus  anthracis  Spores  (the  Review  Committee],  and  tasked  the 
Review  Committee  to  address  the  following  critical  areas: 

•  the  root  cause  for  the  incomplete  inactivation  of  Bacillus  anthracis 
samples  at  DoD  laboratories, 

•  why  post-inactivation  viability  testing  did  not  detect  the  presence  of 
live  Bacillus  anthracis, 

•  existing  DoD  laboratory  biohazard  safety  protocols  and  procedures, 

•  DoD  laboratory  adherence  to  established  procedures  and  protocols, 

•  identification  of  systemic  problems,  and 

•  identification  of  the  steps  required  to  fix  identified  systemic  problems. 

The  Review  Committee  issued  its  report  on  July  13,  2015.  The  findings  and 
observations  from  the  Review  Committee's  report  are  located  in  Appendix  I. 

In  response  to  the  Review  Committee's  report,  USD(AT&L)  issued  a  July  22,  2015, 
action  memorandum  to  the  Deputy  Secretary  of  Defense.  This  memorandum 
recommended  that  the  Deputy  Secretary  direct  a  set  of  five  actions  to  ensure 
the  Review  Committee’s  recommendations  were  effectively  implemented. 

The  USD(AT&L]  action  memorandum  with  its  five  recommendations  is  located 
at  Appendix  J. 
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In  response  to  USD(AT&L]'s  action  memorandum,  the  Deputy  Secretary 
issued  a  memorandum  on  July  23,  2015,  regarding  the  implementation  of  the 
recommendations  in  the  Review  Committee's  Report.  He  directed  five  tasks  for 
USD(AT&L]  to  ensure  DoD  immediately  implemented  the  recommendations  from 
the  Review  Committee’s  report.  He  also  directed  a  set  of  five  more  actions  to  the 
Secretary  of  the  Army  for  the  same  reason.  Refer  to  Appendix  K  for  the  list  of  the 
Deputy  Secretary's  instructions. 

In  addition,  the  Deputy  Secretary  of  Defense  designated  the  Secretary  of  the 
Army  as  the  DoD  Executive  Agent  for  the  DoD  BSAT  Biosafety  Program,  with 
the  responsibility  for  the  technical  review,  inspection,  and  harmonization  of 
biosafety  protocols  and  procedures  across  DoD  laboratories  that  handled  BSAT. 

This  designation  included  tasking  authority  of  all  DoD  components  for  that 
purpose.  He  also  tasked  the  U.S.  Army  to  designate  a  certified  biological  safety 
officer  to  execute  the  responsibility  as  DoD  Executive  Agent  for  the  DoD  BSAT 
Biosafety  Program. 

Subsequently,  on  September  2,  2015,  the  Secretary  of  the  Army,  as  the  DoD 
Executive  Agent  for  the  DoD  BSAT  Biosafety  Program,  directed  a  safety  review 
of  all  DoD  BSAT  laboratories  and  facilities  involved  in  producing,  shipping,  and 
handling  of  live  or  inactivated  BSAT.  The  Secretary  of  the  Army  also  directed  that 
these  laboratories,  in  coordination  with  the  Assistant  Secretary  of  the  Army  for 
Acquisition,  Logistics,  and  Technology,  review  existing  policies,  procedures,  and 
safety  manuals  to  ensure  their  adequacy.  This  direction  also  included  seeking  peer 
review  of  laboratory  safety  manuals  from  other  DoD  laboratories. 

The  Secretary  of  the  Army  also  expanded  the  moratorium  that  prohibited 
Dugway  Proving  Ground  from  producing,  handling,  testing,  or  shipping  any  live  or 
inactivated  Bacillus  anthracis  to  a  moratorium  that  prohibits  producing,  handling, 
testing,  or  shipping  any  type  of  BSAT.19 


19  The  Deputy  Secretary  of  Defense  originally  placed  a  moratorium  on  producing,  working  with,  and  shipping  inactivated 
anthrax  July  23,  2015. 
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The  Secretary  of  the  Army's  directions  included: 

•  Edgewood  Chemical  Biological  Center  (ECBC],  U.S.  Army  Medical  Research 
Institute  of  Infectious  Disease  (USAMRIID]  and  the  Naval  Medical 
Research  Center  Biological  Research  Directorate  cease  production, 
handling,  testing,  or  shipping  of  any  materials  associated  with  the 
Critical  Reagent  Program.20 

•  ECBC,  USAMRIID,  and  Naval  Medical  Research  Center  shall  not  produce 
handle,  test,  or  ship  live  or  inactivated  Bacillus  anthracis  except  as 
required  for  the  development  of  standardized,  peer-reviewed,  validated 
protocols  for  inactivation  and  viability  testing. 

•  There  shall  be  no  production  or  shipping  of  live  or  inactivated  BSAT  not 
associated  with  the  Critical  Reagent  Program,  without  the  Secretary  of 
the  Army's  approval. 

DoD  OIG  Evaluation 

The  Department  of  Defense  Office  of  Inspector  General  (DoD  OIG]  announced  this 
evaluation  of  DoD  biological  safety  and  security  implementation  six  months  before 
the  Dugway  Proving  Ground  anthrax  inactivation  incident  was  discovered.  Because 
the  Review  Committee  had  already  identified  inherent  deficiencies  in  protocols  for 
the  inactivation  of  anthrax  and  the  Secretary  of  the  Army,  as  the  DoD  Executive 
Agent  for  the  DoD  BSAT  Biosafety  Program,  had  already  started  to  address  those 
deficiencies,  we  have  not  repeated  those  deficiencies  in  this  report. 

The  DoD  OIG  evaluation  results  generally  agree  with  the  Deputy  Secretary 
of  Defense  and  the  Secretary  of  the  Army  responses  and  direction  regarding 
BSAT  biosafety.  In  addition,  we  have  made  recommendations  regarding  how  to 
further  improve  the  DoD  laboratory  oversight  inspection  program.  While  DoD 
has  made  and  intends  to  make  additional  changes  directed  to  prevent  incidents 
similar  to  what  occurred  at  Dugway  Proving  Ground,  this  report  has  identified 
some  of  the  Review  Committee's  recommendations  that  appear  contradictory 
to  oversight  community  standards  and  Service  Inspector  General  regulations. 

These  recommendations  will  be  difficult  to  fully  implement  within  the  current 
organizational  and  administrative  structure  of  the  DoD  BSAT  enterprise.  These 
issues  are  discussed  in  Findings  1  and  2  of  this  report.  See  Appendixes  I,  J,  and  K 
for  more  detail  on  the  Dugway  Proving  Ground  laboratory  anthrax  incident. 


20  The  Critical  Reagent  Program  is  the  principal  resource  of  high  quality,  validated,  and  standardized  biological  detection 
assays  and  reagents  that  meet  requirements  of  the  warfighter  and  Joint  biological  defense  systems  and  support  the 
biological  defense  community  by  facilitating  the  transition  of  new  technologies  and  coordinating  their  advanced 
development,  efficient  production,  and  timely  distribution.  Critical  Reagent  Program  products  include  antibodies, 
inactivated  antigens,  genomic  materials,  electrochemiluminescence  assays,  polymerase  chain  reaction  assays,  lateral 
flow  immunoassays,  and  biological  sampling  kits. 
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Finding  1 

Standardized  Laboratory  Oversight  and  Inspections 

DoD  did  not  maintain  biosafety  and  biosecurity  program  management,  oversight, 
and  inspections  of  BSAT  laboratories  in  accordance  with  the  applicable  Executive 
Order,  Federal  regulations,  and  DoD  Instructions.21 

This  occurred  because  there  was  no  single  DoD  coordinating  function  to 
track  and  correct  deficiencies  and  to  ensure  that  Services’  BSAT  laboratory 
management,  oversight,  and  inspections  included  all  mandatory  guidance  and 
technical  requirements. 

As  a  result,  Service  BSAT  laboratory  management,  oversight,  and  inspections  failed 
to  identify  significant  deficiencies  and  vulnerabilities,  and  DoD  management  did  not 
implement  needed  corrective  actions  to  eliminate  possible  risks  to  public  health 
and  safety. 


Discussion 

DoD  and  the  Services  did  not  maintain  biosafety  and  biosecurity  program 
management,  oversight,  or  inspection  programs  in  accordance  with  relevant 
Federal  regulations.  We  found  that  DoD  had  not  harmonized  its  internal  BSAT 
administrative  procedures,  nor  had  it  established  standardized  oversight  of 
BSAT  laboratories  in  accordance  with  Executive  Order  No.  13546, 22  Code  of 
Federal  Regulations  (C.F.R.)  (7  C.F.R.  Part  331,  9  C.F.R.  Part  121,  and  42  C.F.R. 
Part  73],  and  Department  of  Defense  Instruction  5210.89,  "Minimum  Security 
Standards  for  Safeguarding  Biological  Select  Agents  and  Toxins,"  April  18,  2006. 

The  Services  conducted  inspections  of  their  respective  BSAT  laboratories,  using 
their  own  Service-level  guidance  and  inspection  procedures.  Previous  reports, 
such  as  the  Report  on  the  Working  Group  on  Strengthening  the  Biosecurity 
of  the  United  States,  dated  October  2009,  found  that  inspections  across  the 
U.S.  Government  were  characterized  by  "non-uniform  standards,  expectations, 
and  interpretations."23 


21  Executive  Order  No.  13546,  "Optimizing  the  Security  of  Biological  Select  Agents  and  Toxins  in  the  United  States," 

July  2010,  Code  of  Federal  Regulations  (C.F.R.)  (7  C.F.R.  Part  331,  9  C.F.R.  Part  121,  and  42  C.F.R.  Part  73);  Department 
of  Defense  Instruction  5210.89,  "Minimum  Security  Standards  for  Safeguarding  Biological  Select  Agents  and  Toxins," 
April  18,  2006. 

22  "Optimizing  the  Security  of  Biological  Select  Agents  and  Toxins  in  the  United  States,"  July  2010. 

23  Report  of  the  Working  Group  on  Strengthening  the  Biosecurity  of  the  United  States,  October  2009,  p.  4. 
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The  2009  working  group  report  also  recommended  that  U.S.  Government 
agencies  "develop  coordinated  training  and  oversight  programs  for  inspectors 
from  various  [U.S.  Government]  agencies  and  offices  with  oversight  responsibilities"24 
for  BSAT.  Similarly,  the  Trans-Federal  Task  Force  recommended  in  2009  that 
national  training  standards  and  core  competencies  be  established  for  all  personnel 
at  high  containment  laboratories,25  including  for  individuals  who  inspect  these 
facilities.26  No  national  training  standards  have  been  developed  yet.  Nevertheless, 
training  standards  and  coordinated  training  requirements  across  the  Services 
is  necessary  to  ensure  individuals  who  work  in  BSAT  laboratories  are  properly 
trained.  We  found  that  DoD  and  the  Services  did  not  have  training  that  met  BSAT 
scientific  proficiency  levels  within  their  inspection  teams,  as  described  below. 

Non-uniform  Oversight  and  Inspection  Standards 

The  primary  DoD  BSAT  directive,  DoD  Instruction  5210.89,  "Minimum  Security 
Standards  for  Safeguarding  Biological  Select  Agents  and  Toxins,"  dated 
April  18,  2006,  did  not  specify  laboratory  inspection  criteria.  It  required 
only  that  the  heads  of  the  DoD  components  "ensure  compliance"  with  the 
instruction.  Based  on  the  particular  Service  regulations,  our  analysis  found 
at  least  seven  inspection  variations  across  the  Services  and  sometimes  within 
a  Service: 

•  the  frequency  of  inspections, 

•  the  average  length  of  inspections, 

•  the  professional  composition  and  size  of  inspection  teams, 

•  the  categories  of  the  inspection  findings, 

•  the  training  of  inspectors  and  inspection  augmentees, 

•  consideration  given  to  vulnerability  assessments  by  inspectors,  and 

•  the  process  by  which  findings  are  communicated  or  negotiated  with 
the  inspected  entity. 


24  Report  of  the  Working  Group  on  Strengthening  the  Biosecurity  of  the  United  States,  October  2009,  p.  31. 

25  Laboratories  with  microbiological  practices,  safety  equipment,  and  facility  safeguards  for  handling 
Biosafety  level  3  (BSL-3)  agents,  those  with  a  known  potential  for  aerosol  transmission,  for  agents  that  may 

cause  serious  and  potentially  lethal  infections,  and  that  are  indigenous  or  exotic  in  origin;  and  Biosafety  level  4  (BSL-4) 
agents  (exotic  agents  that  pose  a  high  individual  risk  of  life-threatening  disease  by  infectious  aerosols  and  for  which  no 
treatment  is  available).  Biosafety  in  Microbiological  and  Biomedical  Laboratories,  5th  Edition,  U.S.  Department  of  Health 
and  Human  Services,  (revised  December  2009)  p.  4. 

26  Report  of  the  Trans-Federal  Task  Force  on  Optimizing  Biosafety  and  Biocontainment  Oversight,  July  2009,  p.  96. 
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All  three  Services  required  periodic  internal  inspections: 

•  Army  regulation  required  a  Department  of  the  Army  Inspector 
General  (DAIG]  inspection  every  24  months. 

•  The  Navy's  Bureau  of  Medicine  and  Surgery  (BUMED]  Inspector  General 
conducted  inspections  at  Navy  laboratories  every  36  months. 

•  The  Air  Force  Materiel  Command  Inspector  General  conducted  the 
inspection  at  its  single  facility  every  36  months. 

Supplementing  the  DAIG's  efforts  were  the  Army  Materiel  Command  Surety 
Division  and  the  Army  Medical  Command;  both  conducted  periodic  inspections 
or  staff  assistance  visits  during  a  year  when  the  DAIG  inspection  team  was  not 
scheduled.  Both  entities  used  different  compositions  of  teams,  made  observations 
or  findings  differently,  and  closed  recommendations  using  different  methods,  as 
described  below. 

The  varying  missions,  sizes,  and  vulnerabilities  of  the  BSAT  laboratories 
required  an  inspection  approach  that  was  customized  according  to  the  unique 
characteristics  of  the  laboratory.  We  found,  however,  that  beyond  considering 
unique  laboratory  characteristics,  three  factors  contributed  to  noncompliance  with 
existing  guidance  and  Federal  regulations  and  risked  significant,  if  not  dangerous, 
lapses  in  biosafety  and  biosecurity  practices: 

•  non-uniform  training  of  inspectors, 

•  team  composition  for  BSAT  laboratory  inspections,  and 

•  failure  to  track  internal  and  external  inspection  findings  and 
recommendations  and  ensure  improvements  were  made  and 
were  sustained. 

Training ,  Expertise ;  and  Team  Composition 

Service  inspection  teams  varied  in  terms  of  their  training,  team  member 
composition,  and  professional  qualifications;  as  a  result,  they  risked  not  having  the 
overall  capability  that  a  specific  inspection  mission  required.  An  Army  subordinate 
command's  inspection  entity  had  no  formal  training  for  BSAT  inspectors,  while  the 
DAIG  inspection  team  included  two  former  BSAT  facility  laboratory  personnel.  The 
Air  Force  Materiel  Command’s  Inspector  General's  team  had  no  full-time  inspectors 
who  were  subject  matter  experts  with  biological  materials,  but  augmented  its  team 
with  subject  matter  experts.  Flowever,  in  some  cases,  the  expert's  area  of  expertise 
was  not  BSAT.  Moreover,  supplemental  training  that  the  Air  Force  provided  these 
augmentees  did  not  focus  on  criteria  relative  to  BSAT. 
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The  Defense  Science  Board  has  concluded  that  while  standardized  training  could 
educate  a  subject  matter  expert  regarding  the  inspection  procedures  and  criteria, 
it  cannot  easily  substitute  for  professional  experience  or  expertise.  Personnel  at 
some  laboratories  we  visited  believed  that  the  utility  of  the  inspections  by  different 
teams  varied.  An  experienced  researcher/inspector  interviewed  reported  that  an 
inspection  by  a  team  with  inexperienced  inspectors  provided  insufficient  capability 
to  implement  inspection  standards.  He  said  that  inspectors  simply  referred  to 
checklists  prepared  on  the  basis  of  regulations  without  assessing  the  overall 
biosafety  and  biosecurity  in  the  local  institutional  context. 

An  inspection  by  personnel  with  laboratory  research  experience,  on  the  other 
hand,  may  more  effectively  contribute  to  the  intended  outcome  of  the  inspection. 
However,  in  the  interview  mentioned  above,  the  researcher/inspector  stated  that 
relatively  inexperienced  inspectors  without  the  necessary  scientific,  technical, 
or  research  background  could  not  be  assured  of  making  the  substantive 
recommendations  leading  to  necessary  improvements  in  laboratory  safety 
and  operations.  Moreover,  an  inspection  review  of  particular  protocols  and 
procedures  would  be  difficult  for  an  inspection  team  lacking  personnel  who 
were  knowledgeable  and  experienced  in  the  specific  type  of  BSAT  research 
being  inspected. 

Tracking  Inspection  Results 

We  did  not  observe  any  Service  inspection  entities  that  had  a  formal  process 
for  conducting  tracking  of  their  own  or  other  inspection  entities'  findings  and 
recommendations  after  a  recommendation  was  closed.  We  found  no  evidence  that 
Service  inspection  agencies  conducted  continuous  follow-up  of  high-risk  BSAT 
laboratory  issues  previously  identified,  such  as  transferring  BSAT  material  from  a 
high  containment  laboratory27  to  a  non-high  containment  laboratory.  For  example, 
a  DAIG  inspection  report  at  Dugway  Proving  Ground  did  not  include  a  review  of  the 
laboratory's  protocols  for  inactivating,  shipping,  or  transferring  BSAT,  despite  these 
issues  contributing  to  a  failing  deficiency  in  a  Dugway  inspection  report  issued 
in  2011. 

Similarly,  our  team  observed  a  Navy  BUMED  inspection  of  an  overseas  DoD  BSAT 
laboratory  and  noted  that,  although  inspection  personnel  conducted  a  review  of  the 
laboratory's  practices  consistent  with  Service  guidance,  the  team  did  not  examine 
all  of  the  deficiencies  identified  in  a  2012  oversight  report  that  resulted  in  the 
laboratory  being  temporarily  shut  down. 


11  High  or  maximum  containment  laboratories  are  those  that  work  with  dangerous  biological  pathogens  and  have  a 
building  BSL  of  either  3  or  4.  (GAO-09-547) 
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Tracking  corrective  actions  is  a  key  component  of  program  management  at  the 
laboratory,  the  Service  component,  and  senior  DoD  levels.  Although  ongoing 
corrective  actions  should  be  implemented  at  the  local  level,  these  actions  require 
management  oversight  to  ensure  that  the  desired  effect  is  achieved  and  sustained. 
To  effect  enterprise-wide  tracking  of  the  implementation  of  BSAT  standards, 
processes,  and  procedures,  and  corrective  actions  taken  after  inspections  may 
well  require  a  senior  DoD  oversight  group.  While  the  Secretary  of  the  Army,  as 
Executive  Agent  for  the  DoD  BSAT  Biosafety  Program,  has  tasking  authority  for 
the  technical  review,  inspection,  and  harmonization  of  biosafety  protocols  and 
procedures  across  the  Department,  it  lacks  the  authority  for  DoD-wide  tracking 
of  corrective  actions  taken  after  inspections,  and  for  ensuring  that  implementation 
of  corrective  actions  has  been  effective. 

Since  the  Department  has  lacked  a  centralized  coordinating  entity,  it  did  not 
have  the  management  capability  or  authority  to  ensure  that  Services'  BSAT 
laboratory  management  and  oversight  functions  implemented  all  guidance  and 
technical  requirements.  Furthermore,  no  single  DoD  management  entity  had 
the  authority  and  responsibility  to  oversee  the  effectiveness  of  Service  BSAT 
laboratory  inspections.  This  would  include  tracking  high-risk  biosafety  and 
biosecurity  issues  over  time  and  elevating  unresolved  issues  to  the  appropriate 
DoD  management  level. 

DoD  Review  Committee  Findings  and  Recommendations 

We  identified  that  the  Dugway  Proving  Grounds  Life  Science  Division  had  a  history 
of  errant  pathogen  shipments  (see  Appendix  H],  indicating  the  need  for  a  thorough 
scientific  review  of  the  processes  and  procedures  for  handling  BSAT.  The  DoD 
Review  Committee's  subsequent  recommendation  regarding  audits  and  inspections28 
seeks  to  ensure  that  such  a  scientific  review  is  addressed  in  the  future,  and  that  an 
incident,  such  as  the  inadvertent  shipping  of  anthrax  by  Dugway  Proving  Ground 
(detailed  in  the  2015  Review  Committee's  report29],  is  avoided. 

However,  the  Review  Committee's  recommendation  may  be  inappropriate  as 
written  because  it  requires  DoD  audit  and/or  inspection  agencies,  such  as  Military 
Service  Inspectors  General,  to  provide  scientific  peer  review,30  and  it  recommends 
that  inspection  teams  include  major  command  staff,  actions  that  may  violate 
inspection  agency  independence  guidance.  Service  component  Inspector  General 


28  Review  Committee  recommendations  B.d,  Audits  and  Inspections,  page  21. 

29  Review  Committee  Report:  Inadvertent  Shipment  of  Live  Bacillus  Anthracis  Spores  by  DoD,  Committee  for 
Comprehensive  Review  of  DoD  Laboratory  Procedures,  Processes,  and  Protocols  Associated  with  Inactivating 
Bacillus  anthracis  Spores,  July  13,  2015. 

30  The  scientific  peer  review  process  focuses  on  evaluation  of  proposals  for  scientific  and  technical  merit,  and  includes 
considerations  of  conflict  of  interest,  overall  impact  of  the  research,  significance,  innovation,  strategy  and  methodology, 
and  the  scientific  environment  in  which  the  work  will  take  place. 
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requirements  for  independence  discourage  actions  that  may  cause  inspector 
independence  to  be  questioned.31  External  audits  and  inspections  should  be 
impartial  and  not  be  led  by  or  include  staff  from  the  major  command  surety 
program  managers,  or  anyone  else  in  the  chain  of  command  of  the  entity  being 
inspected.  An  alternative  approach  might  include  scientists  from  one  DoD  BSAT 
laboratory  site  providing  expertise  to  conduct  peer  review  of  protocols  and 
procedures  under  consideration  for  use  at  other  DoD  BSAT  laboratory  sites. 

The  failure  of  the  current  DoD  inspection  process  to  uncover  and  rectify  more  than 
a  decade  of  pathogen  inactivation  and  shipping  issues  at  Dugway  Proving  Ground 
suggests  that  a  DAIG  inspection  every  two  years,  which  has  been  its  practice,  may 
be  insufficient  to  provide  timely  and  thorough  oversight  of  important  BSAT  issues. 
Furthermore,  the  less-frequent  oversight  inspections  by  the  Navy  and  the  Air  Force 
Inspectors  General  may,  therefore,  also  allow  biosafety  and  biosecurity  deficiencies 
to  go  undetected. 

Conclusion 

DoD  did  not  consistently  manage  biosafety  and  biosecurity  inspections  or  assess 
their  efficacy  for  BSAT  laboratories'  safety  and  operations.  As  a  result,  some 
laboratories  remained  vulnerable  to  biosafety  and  biosecurity  lapses,  such 
as  Dugway's  inadvertent  shipments  of  live  agents.  A  single  DoD  entity  with 
appropriate  authority  could: 

•  ensure  inspection  entities'  processes  and  procedures  are  appropriate; 

•  provide  an  additional  level  of  oversight  to  ensure  that  successful 
implementation  of  corrective  actions  are  sustained  over  time; 

•  track,  report,  and  cross-share  findings,  deficiencies,  and  best  practices 
from  inspections  and  internal  assessments;  and 

•  report  progress  and  identify  barriers  to  correcting  vulnerabilities  to 
the  appropriate  DoD  management  level. 


31  Army  Regulation  20-1,  "Inspector  General  Activities  and  Procedures;"  Secretary  of  the  Navy  Instruction  5430.57G, 
"Missions  and  Functions  of  the  Naval  Inspector  General;"  Air  Force  Instruction  90-201,  "The  Air  Force 
Inspection  System." 


20  |  DODIG-2016-078 


Findings 


Recommendations,  Management  Comments, 
and  Our  Responses 

Recommendation  l.a 

Deputy  Secretary  of  Defense  appoint  a  single  Executive  Agent  responsible 
for  biosafety  and  biosecurity. 

Deputy  Secretary  of  Defense  Comments 

The  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics, 
responding  for  the  Deputy  Secretary  of  Defense,  agreed.  He  noted  that  the 
Secretary  of  the  Army  was  designated  as  the  Executive  Agent  for  the  Department 
of  Defense  Biological  Select  Agent  and  Toxins  Biosafety  Program  in  a  July  23,  2015, 
memorandum,  and  stated  that  the  Executive  Agent  authority  would  be  expanded 
to  oversee  both  the  biosafety  and  biosecurity  programs  for  the  Department.  The 
Office  of  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics 
has  been  directed  to  draft  and  coordinate  a  DoD  Directive  outlining  the  roles  and 
responsibilities  of  the  Army  Executive  Agent. 

Our  Response 

Comments  from  the  Under  Secretary  of  Defense  for  Acquisition,  Technology, 
and  Logistics  meet  the  intent  of  the  recommendation.  We  request  that  the  draft 
DoD  Directive  be  forwarded  to  us  for  review. 

Recommendation  l.b 

Deputy  Secretary  of  Defense  direct  the  Executive  Agent  for  Biosafety  and 
Biosecurity  to: 

(1)  Conduct  standardized  oversight  and  inspections  in  accordance  with 
applicable  Federal  regulations  of  Department  of  Defense  Biological  Select 
Agent  and  Toxins  laboratories. 

(2)  Track  all  internal  and  external  inspection  results  and  report  status  of  all 
findings,  recommendations,  and  actions  taken  to  address  deficiencies  to 
the  appropriate  Department  of  Defense  management  level. 

(3)  Develop  and  implement  training  for  Biological  Select  Agent  and 
Toxins  laboratory  inspectors  and  subject  matter  expert  inspection 
team  augmentees. 

(4)  Ensure  that  all  personnel  included  in  inspection  teams  have  sufficient 
scientific  expertise  and  experience. 
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Deputy  Secretary  of  Defense  Comments 

The  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics, 
responding  for  the  Deputy  Secretary  of  Defense,  agreed.  He  stated  that  the  Office 
of  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics  is 
drafting  a  DoD  Directive  for  the  DoD  BSAT  Biosafety  and  Biosecurity  Program  that 
establishes  policy  and  designates  and  defines  the  role  of  the  Secretary  of  the  Army 
as  the  DoD  Executive  Agent  for  the  DoD  BSAT  Biosafety  and  Biosecurity  Program. 
The  roles  identified  in  this  recommendation  are  listed  in  the  draft  directive. 

Our  Response 

Comments  from  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and 
Logistics  meet  the  intent  of  the  recommendation.  We  request  that  the  draft 
DoD  Directive  be  forwarded  to  us  for  review. 
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Finding  2 

Technical  and  Scientific  Peer  Review 

DoD  BSAT  laboratories  did  not  consistently  have  internal  and  external  technical 
and  scientific  peer  review  functions. 

This  occurred  because  there  was  no  single  DoD-wide  biosafety  and  biosecurity 
entity  with  the  authority  to  manage  and  coordinate  technical  and  scientific 
peer  reviews. 

As  a  result,  DoD  BSAT  laboratories  independently  used  protocols  that  were  not 
validated  for  their  intended  use,  which  potentially  posed  significant  risks  to  public 
health  and  safety. 


Discussion 

Biosafety  and  Biosecurity  in  Life  Sciences  Research 

The  HHS  announced  on  October  4,  2007,  the  formation  of  the  Trans-Federal  Task 
Force  on  Optimizing  Biosafety  and  Biocontainment  Oversight.  The  purpose  of  this 
Task  Force  was  to  propose  options  and  recommendations  to  improve  biosafety  and 
biocontainment  oversight  of  research  and  research-related  activities  at  high  and 
maximum  containment  laboratories  in  the  United  States,  but  without  hindering  the 
progress  of  science. 

The  Task  Force  recommendations  included  requiring  a  trained  biosafety 
professional  at  each  institution  responsible  for  oversight  of  all  biosafety  and 
biocontainment  programs.  It  also  recommended  establishing  an  appropriately 
constituted  review  body  that  performs  a  thorough  risk  assessment  of  all  laboratory 
protocols  potentially  requiring  high  containment.  Further  recommendations 
included  not  only  training  in  biosafety  for  all  research,  managerial,  and  support 
personnel  at  these  institutions,  but  also  a  centralized,  integrated  information 
sharing  mechanism  for  analyzing  incidents  and  sharing  information  and 
lessons  learned. 
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Defense  Department  guidance  on  institutional  level  biosafety32  requires  a 
Biological  Safety  Committee  composed  of  representatives  from  occupational  health, 
industrial  hygiene,  facility  maintenance,  and  safety  that  meets  at  least  quarterly. 

At  a  minimum,  this  committee  is  required  to  review  the  results  of  compliance 
inspections.  Defense  Department  guidance  on  biosecurity33  has  no  requirement 
for  an  institutional  level  review  body  to  address  biosecurity  issues.34  Additionally, 
DoD  does  not  have  guidance  that  requires  DoD-level  reporting  and  tracking  of 
physical  security  and  personnel  reliability  incidents.  Nor  is  there  guidance  that 
incorporates  biosecurity  lessons  learned  into  ongoing  BSAT  laboratory  security 
practices  and  oversight  inspections. 

Biosafety  and  Biosecurity  Evaluation  Observations 

Implementation  of  the  DoD  guidance  on  the  use  of  Biological  Safety  Committees 
at  the  level  of  laboratories  was  mixed.  One  large  DoD  BSAT  laboratory  inspected 
had  an  Institutional  Biosafety  Committee  that  met  regularly  to  review  scientific 
protocols,  inspection  results,  and  other  biosafety  matters.  Managers  at  another 
large  DoD  BSAT  laboratory  had  no  such  committee,  but  believed  that  there  was 
a  need  to  implement  one  to  review  protocols.  Researchers  at  another  small 
DoD  BSAT  laboratory  held  monthly  biosafety  committee  meetings  to  discuss 
protocols  and  laboratory  repair  issues.  This  committee  included  scientific 
researchers  and  personnel  representing  industrial  hygiene,  occupational  health, 
information  management,  and  physical  security.  There  was  no  forum  at  any 
laboratory  inspected  to  discuss  biosecurity  issues. 

Anthrax  Inactivation  Protocol  Review  Issues 

The  resulting  investigation  of  the  accidental  exposure  to  anthrax  that  occurred  at 
the  CDC  in  Atlanta,  Georgia,  in  June  2014,  had  conclusions  that  were  relevant  for 
DoD  BSAT  laboratory  oversight,  particularly  at  Dugway  Proving  Ground.  The  CDC 
investigations  found  that  the  overriding  factor  contributing  to  the  CDC  incident 
was  the  lack  of  an  approved,  written  study  plan  that  had  been  reviewed  by  CDC 
senior  staff,  such  as  laboratory,  branch,  or  division  scientific  leadership,  to  ensure 
that  the  pathogen  research  design  plan  was  appropriate  and  met  all  laboratory 


32  Department  of  Defense  Manual  6055. 18-M,  "Safety  Standards  for  Microbiological  and  Biomedical  Laboratories," 

May  11,  2010,  page  13. 

33  Department  of  Defense  Instruction  5210.89,  "Minimum  Security  Standards  for  Safeguarding  Biological  Select  Agents  and 
Toxins,"  April  18,  2006. 

34  Laboratory  biosecurity  is  defined  as  "the  protection  of,  control  of,  and  accountability  for  high-consequence  biological 
agents  and  toxins  and  critical  relevant  biological  materials  and  information  within  laboratories  to  prevent  unauthorized 
possessions,  loss,  theft,  misuse,  diversion,  or  intentional  release.  Biosecurity  is  achieved  through  an  aggregate  of 
practices  including  the  education  and  training  of  laboratory  personnel,  security  risk  assessments,  BSAT  access  controls, 
physical  security  (facility)  safeguards,  and  the  regulated  transport  of  BSAT."  Department  of  Health  and  Human  Services, 
Office  of  the  Assistant  Secretary  for  Preparedness  and  Response,  "Report  of  the  Working  Group  on  Strengthening  the 
Biosecurity  of  the  United  States,"  October  1,  2009,  pages  143/149. 
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safety  requirements.35  Three  of  the  CDC  recommendations  are  relevant  to  the  DoD 
because  they  provide  a  roadmap  for  how  a  leading  federal  BSAT  research  agency 
deals  with  multiple  biosafety  lapses: 

1.  CDC  announced  plans  to  establish  a  lead  laboratory  science  position 
accountable  for  laboratory  safety  across  the  CDC. 

2.  CDC  announced  that  it  would  institute  a  process  where  all  procedures, 
techniques,  or  manufacture  methods  being  considered  would  be  formally 
reviewed  and  evaluated  to  assess  their  risk. 

3.  CDC  stated  it  would  establish  an  external  advisory  committee  to  provide 
ongoing  advice  and  direction  for  laboratory  quality  and  safety. 

The  Life  Sciences  Division  at  Dugway  Proving  Ground  had  an  Institutional 
Biological  Committee  that  met  quarterly  or  would  conduct  online  evaluations  as 
needed,  based  on  the  project  workload.36  All  researchers  were  required  to  present 
and  acquire  approval  for  new  projects  or  procedures  that  used  BSAT. 

Review  Committee  Findings  and  Recommendations 

The  Review  Committee's  report  identified  laboratory  safety  protocols  and 
procedures  at  all  four  DoD  laboratories  they  visited,37  but  found  that  the 
laboratories  were  using  procedures  that  had  not  been  standardized  across  the 
laboratories.  The  Review  Committee  also  observed  deviations  from  protocols  that 
had  not  undergone  a  peer  review.  If  the  protocols  had  undergone  a  peer  review, 
the  biosafety  vulnerabilities  that  were  identified  by  the  Review  Committee  may 
have  been  detected.  Furthermore,  the  committee  found  that  some  internally 
established  procedures  and  protocols  lacked  technical  rigor. 

In  response  to  these  findings,  the  Review  Committee  made  several  recommendations 
to  DoD  to  ensure  that  scientific  and  technical  components  were  considered  by 
internal  and  external  audits,  and  that  more  information  sharing  took  place  between 
laboratories.  As  stated  in  Finding  1  on  page  19  (DoD  Review  Committee  Findings 
and  Recommendations],  the  recommendation  regarding  peer  review38  may  be 
difficult  to  implement  as  written  because  of  Service  component  Inspector  General 
requirements  to  maintain  inspection  agency  independence.39 


35  "Report  on  the  Potential  Exposure  to  Anthrax,"  Centers  for  Disease  Control  and  Prevention,  July  11,  2014,  page  8. 

36  The  Dugway  Proving  Ground  Institutional  Biological  Committee  consisted  of  the  Life  Sciences  Division  Biosafety 
Officer,  the  Life  Sciences  Division  Chief,  representatives  from  the  Dugway  Proving  Ground  Safety  Office,  the  Scientific 
Technical  Director,  and  may  include  representatives  from  the  clinic,  industrial  hygiene,  support  contractors,  installation 
surety,  the  command  office,  and  community,  state,  and  local  health  agencies.  The  Institutional  Biological  Committee's 
responsibilities  included  assisting  in  the  development  and  review  of  the  deliberate  risk  assessment  and  reviewing  and 
implementing  local  policies. 

37  The  Review  Committee  visited  Edgewood  Chemical  Biological  Center,  Maryland;  the  United  States  Army  Medical 
Research  Institute  for  Infectious  Diseases,  Maryland;  the  Naval  Medical  Research  Center,  Maryland;  and 
Dugway  Proving  Ground,  Utah. 

38  Review  Committee  Recommendations  B,  Peer  Review,  page  20. 

39  See  discussion  on  page  19  (DoD  Review  Committee  Findings  and  Recommendations)  of  this  report. 
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Scientific  peer  review40  functions  are  rarely  associated  with  audit  functions  within 
DoD  or  other  Federal  agencies.  For  example,  peer  review  at  the  National  Institutes 
of  Health  is  an  integral  part  of  reviewing  scientists’  grant  applications.41  The  peer 
review  process  focuses  on  evaluation  of  proposals  for  scientific  and  technical  merit, 
and  includes  considerations  of  conflicts  of  interest,  overall  impact  of  the  research, 
significance,  innovation,  strategy  and  methodology,  and  the  scientific  environment 
in  which  the  work  will  take  place. 

According  to  the  Review  Committee's  report,42  the  contributing  causes  to  the 
Bacillus  anthracis  spore  inactivation  failures  at  Dugway  Proving  Ground  included 
the  use  of  scientific  protocols  that  had  not  been  subjected  to  peer  review  that 
validated  their  intended  use.  Our  review  of  the  capabilities  of  Service-level 
inspection  teams  determined  that  it  would  be  unrealistic  to  expect  that  an 
internal  (major  command]  or  external  (Service  component  inspection  agency] 
audit  team  would  have  the  scientific  expertise  to  validate  the  numerous  protocols 
normally  in  use,  during  an  inspection  that  occurs  every  few  years  and  lasts  for 
only  several  days. 

As  a  result  of  these  findings,  we  concluded  that  DoD  at  an  enterprise  level, 
specifically  the  Executive  Agent  for  the  DoD  BSAT  Biosafety  and  Biosecurity 
Program  (Recommendation  l.a],  should  be  responsible  for  managing  the  scientific 
and  technical  review,  and  harmonization,  of  both  biosafety  and  biosecurity 
components  of  all  current  scientific  protocols  and  procedures  and  future 
modifications.  Additionally,  an  independent  DoD  BSAT  inspection  component 
should  periodically  inspect  all  DoD  BSAT  laboratories  according  to  inspection 
criteria  required  by  applicable  regulations. 

The  Review  Committee  recommended  that  scientific  and  technical  review  of 
protocols  and  procedures  be  improved,  and  that  inspections  include  an  assessment 
of  the  processes  and  procedures  for  handling  select  agents.43  The  Deputy  Secretary 
of  Defense  has  established  an  Executive  Agent  for  the  DoD  BSAT  Biosafety  Program 
that  is  intended  to  accomplish  this  for  biosafety  protocols.  To  enhance  the 
effectiveness  of  safety  and  security  of  the  overall  BSAT  laboratory  research 
program,  these  Executive  Agent  responsibilities  should  include  biosecurity  issues 
as  well. 


40  A  peer  review  is  a  process  that  includes  an  independent  assessment  of  the  technical  scientific  merit  of  research  by  peers 
who  are  scientists  with  knowledge  and  expertise  equal  to  that  of  the  researchers  whose  work  they  review  according  to  a 
GAO  review  of  the  peer  practice  in  Federal  agencies,  GAO/RCED  99-99. 

41  Peer  Review  Process,  National  Institutes  of  Health,  accessed  October  2,  2015  at 
http://grants.nih.gov/grants/peer_review_process.htm. 

42  Review  Committee  Report,  pages  5-6. 

43  Review  Committee  Report,  pages  20-21  (Peer  Review,  Audits  and  Inspections). 
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Conclusion 

Not  all  military  installations  had  established  institutional  biosafety  committees 
in  accordance  with  DoD  guidance.44  Furthermore,  none  of  the  laboratories  had 
internal  committees  that  considered  both  biosafety  and  biosecurity  issues. 
Additionally,  we  found  in  our  review  that  some  Service  inspection  teams  lacked 
the  technical  and  scientific  expertise  to  provide  technical  review  of  protocols 
and  procedures. 

The  DoD  BSAT  laboratory  research  program  would  benefit  from  a  single  DoD-wide 
leadership  entity  with  two  capabilities:  a  management  function  and  an  inspection 
function.  The  management  function  responsibility  would  include  coordinating 
and  harmonizing  a  continuous  process  of  scientific  and  technical  peer  review 
of  both  its  biosafety  and  biosecurity  components.  In  addition,  the  inspection 
function  (as  described  in  Recommendation  l.b]  would  evaluate  BSAT  protocols  and 
procedures  to  ensure  that  each  has  been  reviewed  and  approved  by  DoD  scientific 
and  technical  peer  review. 

Recommendations,  Management  Comments, 
and  Our  Responses 

Recommendation  2. a 

Deputy  Secretary  of  Defense  direct  the  Department  of  Defense  Executive  Agent 
for  Biosafety  and  Biosecurity  (Recommendation  l.a)  to  implement  an  external 
technical  and  scientific  peer  review  function  that  addresses  both  biosafety  and 
biosecurity  issues  to  support  all  Department  of  Defense  Biological  Select  Agent 
and  Toxins  laboratories. 

Deputy  Secretary  of  Defense  Comments 

The  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics, 
responding  for  the  Deputy  Secretary  of  Defense,  agreed.  He  stated  that  the  Office 
of  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics  is 
drafting  a  DoD  Directive  for  the  DoD  BSAT  Biosafety  and  Biosecurity  Program  that 
establishes  policy  and  designates  and  defines  the  role  of  the  Secretary  of  the  Army 
as  the  DoD  Executive  Agent  for  the  DoD  BSAT  Biosafety  and  Biosecurity  Program. 
The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive. 


44  Department  of  Defense  Manual  6055. 18-M,  "Safety  Standards  for  Microbiological  and  Biomedical  Laboratories," 
May  11,  2010,  page  13. 
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Our  Response 

Comments  from  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and 
Logistics  meet  the  intent  of  the  recommendation.  We  request  that  the  draft 
DoD  Directive  be  forwarded  to  us  for  review. 

Recommendation  2.b 

Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics  issue 
guidance  that  all  Department  of  Defense  Biological  Select  Agent  and  Toxins 
laboratories  implement  an  internal  technical  and  scientific  peer  review  function 
that  addresses  both  biosafety  and  biosecurity  issues. 

Under  Secretary  of  Defense  for  Acquisition,  Technology, 
and  Logistics  Comments 

The  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics  agreed. 
He  stated  that  the  Office  of  the  Under  Secretary  of  Defense  for  Acquisition, 
Technology,  and  Logistics  is  drafting  a  DoD  Directive  for  the  DoD  BSAT  Biosafety 
and  Biosecurity  Program  that  establishes  policy  and  designates  and  defines  the 
role  of  the  Secretary  of  the  Army  as  the  DoD  Executive  Agent  for  the  DoD  BSAT 
Biosafety  and  Biosecurity  Program.  The  role  identified  in  this  recommendation 
is  listed  in  the  draft  directive. 

Our  Response 

Comments  from  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and 
Logistics  meet  the  intent  of  the  recommendation.  We  request  that  the  draft 
DoD  Directive  be  forwarded  to  us  for  review. 
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Finding  3 

Laboratory  Inspections 

Multiple,  missing,  and  duplicative  inspections  at  DoD  BSAT  laboratories  by 
different  agencies  using  different  standards  were  not  in  accordance  with 
Executive  Order  No.  13546,  "Optimizing  the  Security  of  Biological  Select  Agents 
and  Toxins  in  the  United  States,”  July  2010. 

This  occurred  because  there  was  no  single  DoD  coordinating  function  to  ensure 
internal  DoD  BSAT  laboratory  inspections  occurred  at  the  required  intervals,  used 
appropriate  standards,  and  were  coordinated  externally  with  the  CDC  and  APHIS. 

As  a  result,  some  BSAT  laboratory  inspections  occurred  irregularly  or  not  at 
all.  In  addition,  inspection  frequencies  and  intervals,  and  the  use  of  varying 
inspection  standards  could  interfere  with  scientific  research  performance,  putting 
the  warfighter  and  public  at  risk  of  inadequate  detection  of,  and  protection  from, 
biological  pathogens. 


Discussion 

Executive  Order  No.  13546,  75  Federal  Register  130  (2010], 45  directed 
harmonization  of  BSAT  security  policies  and  practices  and  coordination  of  related 
oversight  activities  of  the  Federal  Government.  In  this  Executive  Order,  the 
President  directed  heads  of  executive  departments  and  agencies  to  articulate 
a  mechanism  for  coordinated  and  reciprocal  inspection  of,  and  harmonized 
administrative  practices  for,  facilities  registered  with  the  Select  Agent  Program. 

The  Army,  Navy  BUMED,  and  Air  Force  signed  memorandums  of  agreement  or 
understanding  with  CDC  and  APHIS  to  conduct  BSAT  laboratory  inspections  to 
reduce  the  burden  on  registered  entities  and  facilitate  the  coordination  of  oversight 
efforts.  All  three  Service  IGs  and  CDC  and  APHIS  agreed  to  coordinate  inspections 
and  other  site  visits  to  regulated  entities  within  the  resources  available  to  all 
parties.  However,  in  practice,  not  all  Service  IGs  and  CDC  and  APHIS  inspection 
teams  coordinated  their  visits  or  activities  to  reduce  the  burden  on  the  inspected 
entity.  For  example,  the  Navy  BUMED  IG  did  not  coordinate  with  CDC  and  APHIS, 
resulting  in  two  inspections  in  less  than  one  month.  In  another  instance,  the 
Navy  BUMED  IG  did  not  coordinate  with  another  Service  to  gain  access  to  a 


45  Executive  Order  No.  13546,  75  Federal  Register  130,  "Optimizing  the  Security  of  Biological  Select  Agents  and  Toxins  in 
the  United  States,"  July  8,  2010. 
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Navy  BSAT  laboratory  that  was  housed  within  an  Army  BSAT  laboratory,  resulting 
in  the  laboratory  not  being  inspected  by  a  Service  IG  in  more  than  3  years.  The 
Air  Force  Materiel  Command  IG  stated  that  they  were  unable  to  coordinate  with 
CDC  and  APHIS. 

We  also  observed  overlap  and  duplication,  even  when  the  Service  IG  and  CDC  and 
APHIS  inspection  teams  coordinated  a  joint  inspection  of  a  DoD  BSAT  laboratory. 

At  the  site,  each  inspection  agency  independently  reviewed  most  of  the  same 
standard  operating  procedure  documents,  required  many  of  the  same  biosafety 
training  records,  and  simultaneously  conducted  biosafety  level  laboratory  and 
inventory  inspections.  While  the  two  inspection  teams  met  at  the  end  of  each 
day  to  share  findings  and  potential  deficiencies,  they  published  separate  reports 
requiring  separate  responses  from  the  inspected  entity.  Coordinated  Service 
IG  and  CDC  and  APHIS  inspection  schedules  reduced  the  burden  on  registered 
entities.  The  current  combined  inspections  lacked  coordination  of  oversight 
inspection  efforts  and  results,  and,  therefore,  do  not  comply  with  the  intent  of 
Executive  Order  13546. 

Our  evaluation  noted  that  each  Service  developed  unique  Service-level  guidance 
based  on  DoD  Instruction  5210. 89.46  Each  Service  IG  conducted  inspections 
focused  on  regulatory  compliance  with  their  respective  Service-level  guidance. 

Since  Service-level  guidance  was  not  standardized,  these  inspections  were  also  not 
standardized.  For  example,  Services  implemented  the  security  requirements  of 
DoD  Instruction  5210.89  differently. 

Laboratory  managers  at  several  DoD  BSAT  laboratories  gave  examples  of  how  the 
administrative  burden  of  complying  with  regulations,  guidance,  and  BSAT  oversight 
inspections  that  used  different  interpretations  of  standards  was  onerous,  and,  in 
several  cases,  even  limited  their  scientific  research.  A  manager  at  one  Service's 
laboratory,  for  example,  described  an  inspection  by  an  untrained  inspector  who 
used  criteria  that  were  not  included  in  that  Service's  guidance.  Additionally,  the 
Navy  overseas  tropical  medicine  research  laboratories  have  a  mission  of  identifying 
unique  infectious  diseases  in  the  local  population,  ultimately  enhancing  the 
protection  of  U.S.  forces.  Due  to  restrictive  BSAT  regulations  concerning  pathogen 
access,  we  learned  that  they  have  had  to  cease  this  type  of  BSAT  research  support 
at  several  of  their  laboratories. 


46  "Minimum  Security  Standards  for  Safeguarding  Biological  Select  Agents  and  Toxins,"  April  18,  2006. 
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Bacillus  anthracis  Spore  Inactivation  Protocol  Review  Issues 

The  Bacillus  anthracis  spore  inactivation  incident  involving  Dugway  Proving 
Ground,  identified  in  May  2015,  was  comparable  in  certain  aspects  to  the  June  2014 
CDC  spore  inactivation  incident  at  CDC,  which  is  described  in  Finding  2  of  this 
report.  Dr.  Thomas  Frieden,  CDC  Director,  testified  before  Congress  in  July  2014 
that  the  CDC  intended  to  improve  laboratory  safeguards  by  incorporating 
lessons  learned  from  the  CDC  laboratory  inactivation  protocol  incident  into 
the  CDC's  Division  of  Select  Agents  and  Toxins  regulatory  program.47  These 
lessons  learned  included  the  formal  review  of  all  procedures  and  techniques  to 
assess  their  risk.48  In  July  2015,  the  Review  Committee  identified  the  primary 
systemic  issue  responsible  for  Dugway's  failures  in  the  preparation  of  inactivated 
Bacillus  anthracis  spores  as  the  lack  of  specific  validated  standards  to  guide 
the  development  of  protocols,  processes,  and  quality  assurance  measures.49  As 
indicated  by  Dr.  Frieden's  testimony,  the  Division  of  Select  Agents  and  Toxins 
regulatory  program,  for  which  CDC  and  APHIS  are  responsible  on  behalf  of  the 
Federal  Government,  intended  to  emphasize  that  future  BSAT  practices  have 
validated  inactivation  protocols  and  use  improved  testing  to  verify  inactivation  of 
pathogens  prior  to  distribution.50 

Conclusion 

Inspections  help  ensure  safety  and  compliance  with  regulations  and  are  necessary 
for  oversight  of  the  DoD  BSAT  biosafety  and  biosecurity  program.  However,  the 
lack  of  a  standardized  and  coordinated  approach  between  DoD  and  CDC  and  APHIS 
resulted  in  multiple,  overlapping,  and  duplicative  inspections.  DoD  BSAT  laboratory 
inspections  by  these  agencies  that  consist  of  coordinated  efforts  to  conduct  an 
inspection  at  the  same  time,  following  the  same  criteria,  would  also  help  reduce  the 
frequency  of  overlapping  inspections  and  the  resulting  administrative  burden  on 
BSAT  laboratory  management  and  research  performance. 


47  HHS  Testimony  before  the  Subcommittee  on  Oversight  and  Investigations,  Committee  on  Energy  and  Commerce, 
U.S.  House  of  Representatives,  "Review  of  CDC  Anthrax  Lab  Incident,"  July  16,  2014. 

48  See  discussion  page  7  (Anthrax  Inactivation  Incident  at  the  Centers  for  Disease  Control  and  Prevention,  June  2014) 
of  this  report. 

49  Committee  for  Comprehensive  Review  of  DoD  Laboratory  Procedures,  Processes,  and  Protocols  Associated  with 
Inactivating  Bacillus  anthracis  Spores,  "Review  Committee  Report:  Inadvertent  Shipment  of  Live  Bacillus  anthracis 
Spores  by  DoD,"  July  13,  2015. 

50  HHS  Testimony  before  the  Subcommittee  on  Oversight  and  Investigations,  Committee  on  Energy  and  Commerce, 
U.S.  House  of  Representatives,  "Review  of  CDC  Anthrax  Lab  Incident,"  July  16,  2014. 
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Recommendations,  Management  Comments, 
and  Our  Responses 

Recommendation  3 

Deputy  Secretary  of  Defense  direct  the  Department  of  Defense  Executive  Agent 
for  Biosafety  and  Biosecurity  to: 

a.  Serve  as  the  single  Department  of  Defense  point  of  contact  with 
the  Centers  for  Disease  Control  and  Prevention  and  the  Animal  and 
Plant  Health  Inspection  Service  for  coordinating  and  participating 
in  inspections  of  Department  of  Defense  Biological  Select  Agents  and 
Toxins  laboratories. 

b.  Develop  and  implement  an  agreement  with  the  Centers  for  Disease 
Control  and  Prevention  and  the  Animal  and  Plant  Health  Inspection 
Service  for  scheduling  combined  inspections  of  Department  of  Defense 
Biological  Select  Agents  and  Toxins  laboratories. 

c.  Define  combined  inspection  criteria  and  guidance  with  the  Centers 
for  Disease  Control  and  Prevention  and  the  Animal  and  Plant  Health 
Inspection  Service  for  Department  of  Defense  Biological  Select  Agents 
and  Toxins  laboratories. 

d.  Serve  as  the  formal  communication  entity  with  the  Federal  Select  Agent 
Program  regarding  findings  and  lessons  learned  from  the  Centers 

for  Disease  Control  and  Prevention  and  the  Animal  and  Plant  Health 
Inspection  Service  relevant  to  the  Department  of  Defense  Biological 
Select  Agents  and  Toxins  program. 

Deputy  Secretary  of  Defense  Comments 

The  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics, 
responding  for  the  Deputy  Secretary  of  Defense,  agreed.  He  stated  that  the  Office 
of  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics  is 
drafting  a  DoD  Directive  for  the  DoD  BSAT  Biosafety  and  Biosecurity  Program  that 
establishes  policy  and  designates  and  defines  the  role  of  the  Secretary  of  the  Army 
as  the  DoD  Executive  Agent  for  the  DoD  BSAT  Biosafety  and  Biosecurity  Program. 
The  roles  identified  in  this  recommendation  are  listed  in  the  draft  directive. 

Our  Response 

Comments  from  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and 
Logistics  meet  the  intent  of  the  recommendation.  We  request  that  the  draft 
DoD  Directive  be  forwarded  to  us  for  review. 
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Finding  4 

Site-Specific  Laboratory  Vulnerability 
Assessment  Consideration 

Some  service  inspectors  did  not  review  site-specific  BSAT  laboratory  vulnerability 
assessments  during  BSAT  laboratory  inspections  to  ensure  previous  shortcomings 
identified  had  been  mitigated.  Furthermore,  some  laboratories  had  not  ever 
conducted  vulnerability  assessments  or  had  not  conducted  them  annually 
as  required. 

This  occurred  because  DoD  did  not  ensure  that  vulnerability  assessments  were 
always  performed.  Also,  the  DoD  Instruction  that  establishes  requirements 
for  vulnerability  assessments  does  not  require  that  site-specific  vulnerability 
assessment  findings  be  considered  during  DoD  laboratory  inspections. 

As  a  result,  not  all  identified  site-specific  vulnerabilities  were  known  and  examined 
by  DoD  BSAT  inspectors.  Therefore,  DoD  management  could  not  be  confident  that 
the  full  range  of  threats  to  the  security  of  personnel  and  resources  were  addressed 
by  DoD  BSAT  laboratory  inspection  programs  and  that  security  risks  from  unique 
vulnerabilities  had  been  mitigated. 


Discussion 

DoD  Instruction  5210.89,  "Minimum  Security  Standards  for  Safeguarding 
Biological  Select  Agents  and  Toxins,"  April  18,  2006,  establishes  requirements  for 
vulnerability  assessments.51  The  instruction  defines  a  vulnerability  assessment  as 
a  DoD,  command,  or  unit-level  evaluation  (assessment]  to  determine  vulnerability 
of  an  installation,  unit,  exercise,  port,  ship,  residence,  facility,  or  other  site  to 
attack  from  the  full  range  of  threats  to  the  security  of  personnel  and  resources. 

A  security  vulnerability  assessment  identifies  areas  of  improvement  to  withstand, 
mitigate,  or  deter  acts  of  violence  or  terrorism.52 


51  Department  of  Defense  Instruction  5210.89,  "Minimum  Security  Standards  for  Safeguarding  Biological  Select  Agents 
and  Toxins,"  April  18,  2006,  page  2. 

52  Department  of  Defense  Instruction  5210.89,  "Minimum  Security  Standards  for  Safeguarding  Biological  Select  Agents 
and  Toxins/'  April  18,  2006,  page  11. 
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DoD  Instruction  5210.89  requires  that  vulnerability  assessments  be  reviewed 
annually  and  updated  as  required  based  on  changes  to  the  threat  or  security 
posture  of  the  facility.53  Furthermore,  DoD  Instruction  5210.89  requires  that 
an  appropriate  risk  management  process  be  used  to  assess  the  threat  and 
vulnerabilities,  and  provide  the  Responsible  Official54  or  facility  commander 
or  director  with  courses  of  action  to  mitigate  the  vulnerabilities  or  provide 
justification  for  risk  acceptance.55  However,  this  instruction  does  not  require  the 
consideration  of  site-specific  vulnerability  assessments  for  planning  or  conducting 
BSAT  laboratory  inspections.  The  absence  of  guidance  in  the  primary  directive  for 
BSAT  laboratory  security  to  consider  site-specific  vulnerability  assessments  for 
planning  or  conducting  BSAT  laboratory  inspections  resulted  in  dissimilar  or  no 
use  of  vulnerability  assessments  during  DoD  BSAT  laboratory  inspections. 

We  observed  that  one  Service  considered  vulnerability  assessments  while 
conducting  inspections,  while  two  Services  did  not.  We  also  observed  that 
installation  vulnerability  assessments  had  been  conducted  at  some,  but  not  all, 
of  the  BSAT  facilities  we  visited.  One  Service's  command  staff  reported  that 
one  of  their  BSAT  laboratories  had  not  ever  had  a  vulnerability  assessment 
conducted,  while  a  program  manager  at  another  site  said  that  an  installation 
vulnerability  assessment  existed,  but  the  vulnerability  assessment  did  not  include 
the  BSAT  laboratory.  Refer  to  Appendix  M  for  a  listing  of  Service  vulnerability 
assessment  requirements. 

DoD  Instruction  5210.89  states  that  vulnerability  assessments  are  the  mechanism 
used  by  DoD  to  determine  vulnerability  with  respect  to  the  full  range  of  threats  to 
the  security  of  personnel  and  resources,  and  to  identify  areas  of  improvement  to 
withstand,  mitigate,  or  deter  acts  of  violence  or  terrorism.  Therefore,  inspection 
entities  that  did  not  use,  or  did  not  have  access  to,  vulnerability  assessments  risked 
not  providing  oversight  for  necessary  security  measures  to  withstand,  mitigate,  or 
deter  acts  of  violence  or  terrorism. 


53  Department  of  Defense  Instruction  5210.89,  "Minimum  Security  Standards  for  Safeguarding  Biological  Select  Agents 
and  Toxins,"  April  18,  2006,  page  33. 

54  According  to  the  Responsible  Official  Resource  Manual,  7  C.F.R.  Part  331,  9  C.F.R.  part  121,  and  42  C.F.R.  Part  73, 
October  2014,  the  Responsible  Official  is  the  individual  at  the  entity  who  is  accountable  for  entity  compliance  with  the 
Select  Agent  Regulations.  The  Responsible  Official  must  be  approved  by  the  Federal  Select  Agents  Program,  be  familiar 
with  the  regulations,  have  the  authority  to  act  on  behalf  of  the  entity,  maintain  the  required  records,  and  conduct 
annual  inspections. 

55  Department  of  Defense  Instruction  5210.89,  "Minimum  Security  Standards  for  Safeguarding  Biological  Select  Agents 
and  Toxins,"  April  18,  2006,  page  13. 
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Conclusion 

The  applicable  DoD  Instruction  does  not  require  that  site-specific  vulnerability 
assessments  be  reviewed  during  DoD  BSAT  laboratory  inspections,  while  some 
sites  had  no  or  infrequent  vulnerability  assessments.  Therefore,  Service  inspectors 
did  not  consistently  perform  this  review,  or  verify  that  a  vulnerability  assessment 
existed,  while  inspecting  BSAT  laboratories. 

As  a  result,  DoD  laboratory  inspectors  were  not  consistently  aware  of  all 
site-specific  vulnerabilities  and  DoD  management  could  not  be  confident  that 
mitigation  of  the  full  range  of  threats  to  the  security  of  personnel  and  resources 
had  been  undertaken. 

Recommendations,  Management  Comments, 
and  Our  Responses 

Recommendation  4. a 

Deputy  Secretary  of  Defense  direct  the  Department  of  Defense  Executive  Agent 
for  Biosafety  and  Biosecurity  to  implement  criteria  for  inclusion  of  site-specific 
security  vulnerability  assessment  findings  into  Department  of  Defense  Biological 
Select  Agent  and  Toxins  laboratory  biosafety  and  biosecurity  inspections. 

Deputy  Secretary  of  Defense  Comments 

The  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics, 
responding  for  the  Deputy  Secretary  of  Defense,  agreed.  He  stated  that  the  Office 
of  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics  is 
drafting  a  DoD  Directive  for  the  DoD  BSAT  Biosafety  and  Biosecurity  Program  that 
establishes  policy  and  designates  and  defines  the  role  of  the  Secretary  of  the  Army 
as  the  DoD  Executive  Agent  for  the  DoD  BSAT  Biosafety  and  Biosecurity  Program. 
The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive. 

Our  Response 

Comments  from  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and 
Logistics  meet  the  intent  of  the  recommendation.  We  request  that  the  draft 
DoD  Directive  be  forwarded  to  us  for  review. 
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Recommendation  4.b 

Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics  develop 
implementing  guidance  that  requires  site-specific  laboratory  security  vulnerability 
assessment  findings  be  included  during  Biological  Select  Agent  and  Toxins 
laboratory  inspections. 

Under  Secretary  of  Defense  for  Acquisition,  Technology, 
and  Logistics  Comments 

The  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and  Logistics  agreed. 
He  stated  that  the  Office  of  the  Under  Secretary  of  Defense  for  Acquisition, 
Technology,  and  Logistics  is  drafting  a  DoD  Directive  for  the  DoD  BSAT  Biosafety 
and  Biosecurity  Program  that  establishes  policy  and  designates  and  defines  the 
role  of  the  Secretary  of  the  Army  as  the  DoD  Executive  Agent  for  the  DoD  BSAT 
Biosafety  and  Biosecurity  Program.  The  role  identified  in  this  recommendation 
is  listed  in  the  draft  directive.  He  also  indicated  that  the  Assistant  Secretary 
of  Defense  for  Nuclear,  Chemical,  and  Biological  Defense  Programs  will  review 
DoD  Instruction  5210.88  to  reinforce  this  issue. 

Our  Response 

Comments  from  the  Under  Secretary  of  Defense  for  Acquisition,  Technology,  and 
Logistics  meet  the  intent  of  the  recommendation.  We  request  that  the  draft 
DoD  Directive  and  the  results  of  the  Assistant  Secretary  of  Defense  for  Nuclear, 
Chemical,  and  Biological  Defense  Programs  review  be  forwarded  to  us  for  review. 
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Appendix  A 

Scope  and  Methodology 

We  conducted  this  assessment  from  December  2014  through  April  2016  in 
accordance  with  the  "Quality  Standards  for  Inspections  and  Evaluations,”  published 
in  January  2013  by  the  Council  of  Inspectors  General  on  Integrity  and  Efficiency. 
The  objective  of  this  work  was  to  assess  the  uniform  application  of  biosafety  and 
biosecurity  policy  and  requirements  across  DoD  component  laboratories  that  are 
conducting  research  using  BSAT.  We  believe  that  the  evidence  we  obtained  is 
sufficient  and  appropriate  and  provides  a  reasonable  basis  for  our  conclusions 
with  regard  to  our  assessment  objective. 

This  assessment  focused  on  DoD  component  compliance  with,  as  well  as  the 
effective  implementation  of,  DoD  Directive  5210.88,  "Safeguarding  Biological 
Select  Agents  and  Toxins,"  February  11,  2004;  DoD  Instruction  5210.89, 

"Minimum  Security  Standards  for  Safeguarding  Biological  Select  Agents  and 
Toxins,"  April  18,  2006;  Department  of  Defense  Manual  6055. 18-M,  "Safety 
Standards  for  Microbiological  and  Biomedical  Laboratories,"  May  11,  2010;  and 
other  relevant  statues  and  regulations.  The  assessment  also  included  a  review 
of  Office  of  Secretary  of  Defense-level  policy  development,  implementation,  and 
oversight,  as  well  as  observations  of  different  types  of  inspections  of  a  sample 
of  Military  Department  facilities  that  have  custody  of  BSAT. 

We  limited  our  scope  by  excluding  an  inspection  of  physical  security  or  biological 
safety  and  security  programs  at  BSL  3  or  4  laboratories  and  Special  Access 
Programs  with  a  biological  safety  and  security  component.  We  did  not  review 
how  DoD  biological  laboratories  apply  regulations  issued  by  the  U.S.  Departments 
of  Agriculture,  Health  and  Human  Services,  and  Transportation. 

To  assess  our  objectives,  we  collected  and  reviewed  documents  from  the  Air  Force 
Materiel  Command;  Army  Medical  Command;  Army  Research,  Development,  and 
Engineering  Command;  Army  Test  and  Evaluation  Command;  Office  of  the  Under 
Secretary  of  Defense  for  Acquisition,  Technology  and  Logistics;  Centers  for  Disease 
Control  and  Prevention  Division  of  Select  Agents  and  Toxins;  Defense  Threat 
Reduction  Agency;  Defense  Health  Board;  Defense  Science  Board;  Department  of 
the  Army  Inspector  General;  and  the  Navy  Bureau  of  Medicine  and  Surgery.  We 
also  collected  documents  at  facilities,  such  as  Dugway  Proving  Ground,  ECBC, 
USAMRIID,  Naval  Medical  Research  Center,  Naval  Surface  Warfare  Center  (Dahlgren 
Division],  Wright  Patterson  Air  Force  Base,  and  Naval  Medical  Research  Unit  #6. 
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We  conducted  interviews  throughout  the  entire  period  of  our  assessment  with 
officials  from  each  component  as  well  as  the  laboratorians  and  safety  and  security 
officials  in  each  facility  we  visited.  We  conducted  interviews  throughout  the  entire 
period  of  our  assessment  with  officials  from  each  Service  inspection  agency  or 
component  as  well  as  the  laboratorians  and  safety  and  security  officials  in  each 
facility  we  visited. 

We  identified  related  previous  program  reviews  or  reports  from  the  Defense 
Science  Board,  the  Defense  Health  Board,  Federal  Experts  Security  Advisory  Panel, 
the  Government  Accountability  Office,  the  Trans-Federal  Task  Force  on  Optimizing 
Biosafety  and  Biocontainment  Oversight,  and  the  Working  Group  on  Strengthening 
the  Biosecurity  of  the  United  States. 

We  considered  locations  both  within  and  outside  the  United  States.  We  chose 
six  locations  for  site  visits  based  on  two  criteria:  one,  the  site  was  being  inspected 
by  either  the  CDC  or  a  component  inspection  entity  during  our  data  collection 
timeframe;  and,  two,  the  site  was  performing  research  using  BSAT  or  had  used 
BSAT  in  the  past. 

We  visited  the  following  locations: 

•  U.S.  Army  Dugway  Proving  Ground,  Dugway,  Utah, 

•  Dahlgren  Naval  Surface  Warfare  Center,  Dahlgren,  Virginia, 

•  U.S.  Army  Edgewood  Chemical  Biological  Center,  Aberdeen,  Maryland, 

•  Naval  Medical  Research  Unit  #6,  Lima,  Peru, 

•  U.S.  Army  Medical  Research  Institute  for  Infectious  Diseases, 

Fort  Detrick,  Frederick,  Maryland, 

•  Wright  Patterson  Air  Force  Base,  Dayton,  Ohio. 

Limitations 

We  did  not  encounter  any  limitations. 

Use  of  Computer  Processed  Data 

We  did  not  use  computer-processed  data  to  perform  this  assessment. 

Use  of  Technical  Assistance 

We  did  not  require  technical  assistance  to  perform  this  assessment. 
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Appendix  B 

Prior  Coverage 

GAO 

High-Containment  Laboratories:  National  Strategy  for  Oversight  Is  Needed. 
GAO-09-574.  Washington,  D.C.:  September  21,  2009. 

DoD 

Defense  Science  Board,  Task  Force  on  Department  of  Defense  Biological  Safety 
and  Security  Program,  May  2009 

Interagency  Groups 

Report  of  the  Working  Group  on  Strengthening  the  Biosecurity  of  the 
United  States,  2009 

Report  of  the  Trans-Federal  Task  Force  on  Optimizing  Biosafety  and 
Biocontainment  Oversight,  July  2009 
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Appendix  C 

Previous  Recommendations  of  the  Federal  Experts 
Security  Advisory  Panel 

The  FESAP  successfully  completed  the  tasks  enumerated  by  Executive  Order  13546 
"Optimizing  the  Security  of  Biological  Select  Agents  and  Toxins.”  The  FESAP  issued 
a  report  in  November  2010  with  recommendations  on  the  following  issues: 

•  Designation  of  Tier  1  BSAT, 

•  Reduction  in  the  number  of  BSAT  on  the  Select  Agent  List, 

•  Establishment  of  appropriate  practices  to  ensure  reliability  of  personnel 
with  access  to  Tier  1  BSAT  at  registered  facilities, 

•  Establishment  of  appropriate  practices  for  physical  and  cyber  security 
for  facilities  that  possess  Tier  1  BSAT, 

•  Other  emerging  policy  issues  relevant  to  the  security  of  BSAT. 

Highlights  of  the  FESAP's  Recommendations 

Designation  of  Tier  1  BSAT 

The  FESAP  identified  20  criteria  for  use  in  determining  appropriate  Tier  1  BSAT, 
including  the  ability  to  produce  a  mass  casualty  event  or  devastating  effects  to  the 
economy,  communicability,  low  infectious  dose,  and  a  history  of  or  current  interest 
in  weaponization  based  on  threat  reporting.  The  FESAP  proposed  the  designation 
of  the  following  10  select  agents  as  Tier  1  BSAT: 

•  Bacillus  anthracis, 

•  Burkholderia  mallei, 

•  Burkholderia  pseudomallei, 

•  Ebola  virus, 

•  Foot-and-mouth  disease  virus, 

•  Francisella  tularensis, 

•  Marburg  virus, 

•  Variola  major  virus, 

•  Variola  minor  virus, 

•  Yersinia  pestis. 
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At  this  time,  the  FESAP  does  not  recommend  including  botulinum  toxin  and/or 
toxin-producing  strains  of  Clostridium  botulinum  on  the  list  of  Tier  1  BSAT,  and 
recommended  that  HHS  and  USDA  use  the  rule-making  process  to  solicit  public 
comment  regarding  their  inclusion. 

Reduction  in  Number  of  Agents  on  the  Select  Agent  List 

The  FESAP  recommended  the  removal  of  25  agents  on  the  list,  including 
7  HHS  and  HHS/USDA  overlap  agents,  12  USDA  animal  agents,  and  6  toxins. 

The  HHS  and  HHS/USDA  overlap  agents  recommended  for  removal  include: 
cercophithecine  herpesvirus  1  (Herpes  B  virus],  Coccidioides  posadasii, 

Coccidioides  immitis,  Eastern  equine  encephalitis  virus  (only  South  American 
genotypes],  flexal  virus,  tick-borne  encephalitis  viruses  (only  European 
subtypes],  and  Venezuelan  equine  encephalitis  virus  (only  enzootic  subtypes 
ID  and  IE].  Toxins  recommended  for  removal  from  the  select  agent  list  include: 
Clostridium  perfringens  epsilon  toxin,  conotoxin,  diacetoxyscirpenol,  shiga  toxin, 
shiga-like  ribosome  inactivating  proteins,  and  T-2  toxin. 

Establishment  of  Appropriate  Practices  to  Ensure  the  Suitability  and 
Reliability  of  Personnel  who  seek  or  have  Access  to  BSAT 

The  FESAP  developed  several  recommendations  that  focus  on  enhancing  the 
current  security  risk  assessment  performed  by  the  FBI,  pre-access  suitability 
assessment  at  the  Federal  and  local  levels,  and  continued  monitoring  of  personnel 
reliability  at  the  local  level.  The  FESAP  recommended  that  the  current  security 
risk  assessment  process  be  enhanced  and  clarified  to  better  assess  disqualifiers 
and  assess  foreign  nationals.  The  Select  Agent  Program  should  provide  guidance 
on  pre-access  suitability  assessments  of  personnel  to  assist  local  entities  in 
identifying  the  qualities  of  suitability  for  personnel  who  seek  access  to  BSAT. 
Because  elements  of  suitability,  such  as  credit  and  criminal  status,  can  change 
over  time,  these  should  be  periodically  rechecked  as  part  of  an  ongoing  review  of 
personnel  reliability.  Finally,  the  Select  Agent  Program  should  provide  guidance  to 
entities  regarding  self-  and  peer-  reporting  of  circumstances,  conditions,  activities, 
actions,  or  behaviors  that  may  pose  a  safety  or  security  concern. 

Establishment  of  Appropriate  Practices  for  Physical  Security  and  Cyber 
Security  for  Facilities  that  Possess  BSAT 

Physical  and  cyber  security  encompass  the  application  of  operational  and  security 
equipment;  personnel  and  procedures  used  to  protect  facilities;  and  information, 
documents,  or  material  for  preventing  or  responding  to  theft,  sabotage,  diversion, 
or  other  terrorist  or  criminal  acts.  For  all  facilities  housing  BSAT,  the  FESAP 
recommended  the  use  of  a  Government-furnished  risk  assessment  tool  to  ensure 
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that  facilities  are  consistently  evaluating  their  vulnerability  to  particular  threats, 
are  implementing  security  measures  appropriate  to  their  level  of  risk,  and  are 
enabling  consistent  inspection  activities  across  multiple  regulatory  and  oversight 
agencies.  Specifically  for  facilities  that  house  Tier  1  BSAT,  the  FESAP  recommended 
specific,  enhanced  performance  standards  to  ensure  the  physical  and  cyber 
security  of  the  entity  and  BSAT.  This  enhanced  security  should  be  coordinated. 

Recommendations  from  October  2015  Report 

1.1  Culture  of  Biosafety,  Biosecurity,  and  Responsible 
Conduct  in  the  Life  Sciences 

Create  and  strengthen  a  culture  that  emphasizes  biosafety,  laboratory  biosecurity, 
and  responsible  conduct  in  the  life  sciences.  This  culture  of  responsibility  should 
be  characterized  by  individual  and  institutional  compliance  with  biosafety  and 
laboratory  biosecurity  regulations,  guidelines,  standards,  policies,  and  procedures, 
and  enhanced  by  effective  training  in  biorisk  management. 

1.2  Appropriate  Organizational  and  Governance  Structure  to  Ensure 
Compliance  with  Biosafety  and  Bio  containment  Regulations  and  Guidelines 

Require  that  all  research  institutions  in  which  human,  plant,  and/or  animal 
infectious  agents  and  toxins  research  is  conducted  have  an  appropriate 
organizational  and  governance  structure  to  ensure  compliance  with  biosafety, 
biocontainment,  and  laboratory  biosecurity  regulations  and  guidelines. 

1.3  Appropriately  Constituted  Review  Entity 

Require  that  an  appropriately  constituted  and  qualified  review  entity  validate 
local  policies,  laboratory  protocols,  and  mitigation  plans  involving  the  inactivation, 
sterilization,  or  decontamination  of  biohazardous  materials  at  research  institutions. 

1.4  Security  Awareness  Education  Programs/Curriculum  Development 
Support  the  development  and  implementation  of  security  awareness  education 
programs/curriculum  that  underscore  personal  responsibility  for  safeguarding 
potentially  hazardous  biological  agents. 

1.5  Share  Information  about  Security  Breaches  that  have  Occurred  Involving 
Infectious  or  Toxic  Materials 

Emphasize  the  need  for  self  and  peer  reporting.  Discuss  material  protection 
strategies  and  explain  exploitation  of  life  sciences  research. 
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1.6  Applied  Biosafety  Research 

Develop  and  maintain  a  robust,  federally  supported  program  of  applied  biosafety 
research  to  create  additional  evidence  based  practices  and  technologies  and  to 
update  existing  practices  and  operations. 

1.7  Incident  Reporting  System 

Establish  a  new  voluntary,  anonymous,  nonpunitive  incident  reporting  system  for 
research  laboratories  that  would  ensure  the  protection  of  sensitive  and  private 
information,  as  necessary. 

1.8  Material  Accountability  Procedures 

Increase  awareness  about  existing  material  accountability  best  practices,  and 
support  the  establishment  of  material  accountability  procedures  where  none 
currently  exist. 
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Fast  Track  Action  Committee  Report: 

Recommendations  on  the  Select  Agent  Regulations 
Based  on  Broad  Stakeholder  Engagement, 

October  2015 

Recommendations 

1.  Regulation  Interpretations:  The  FTAC  recommends  developing  a 
formal  mechanism  for  issuing,  publicizing,  and  accepting  requests  for 
interpretations  of  the  select  agent  regulations. 

2.  Public  Release  of  Information:  The  FTAC  recommends  that  information 
about  BSAT  research,  including  laboratory  incidents,  be  periodically 
provided  to  the  public,  and  that  Federal  BSAT  laboratories  adopt,  to  the 
maximum  extent  feasible,  a  policy  of  transparency  regarding  both  the 
agents  used  and  laboratory  incidents. 

3.  Sharing  Best  Practices:  The  FTAC  recommends  members  of  the  regulated 
community  establish  a  mechanism  for  sharing  best  practices. 

4.  Individual-based  Security  Risk  Assessments:  The  FTAC  recommends  that 
in  the  absence  of  specific  information  indicating  otherwise,  individuals 
who  have  been  granted  access  to  select  agents  or  toxins  at  one  BSAT 
institution  be  able  to  move  to  another  BSAT  institution  without  having 

to  wait  for  a  new  security  risk  assessment. 

5.  Emergency  Situations:  The  FTAC  recommends  development  of  a  mechanism 
to  expedite  approvals  or  to  relax  Federal  Select  Agent  Program  (FSAP] 
requirements  in  response  to  time-urgent  emergency  situations. 

6.  Inventory  Control  Requirements:  The  FTAC  recommends  retaining 
requirements  to  maintain  inventories  of  samples  containing  biological 
select  agents  and  toxins,  while  ensuring  that  BSAT  institutions  are  not 
requested  to  characterize  biological  agents  quantitatively. 

7.  Consistency  of  Inspections:  The  FTAC  recommends  development  of  an 
approach  to  improve  the  consistency  of  the  inspection  process  across 
inspectors,  inspecting  agencies,  and  inspected  sites. 

8.  Improve  Customer  Service  in  Communicating  with  Regulated  Entities: 

The  FTAC  recommends  improving  communication  before  and  after  site 
inspections  and  improving  the  timeliness  of  inspection  reports. 

9.  Categorize  Inspection  Findings:  The  FTAC  recommends  developing  a 
system  to  categorize  findings  on  inspection  reports. 

10.  Appeals  Process:  The  FTAC  recommends  expanding  the  appeals  process 
for  institutions  to  adjudicate  disputed  findings  in  inspection  reports. 
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11.  Peer  Advisory  Mechanism:  The  FTAC  recommends  creating  an  expert 
panel  or  Federal  Advisory  Committee  to  serve  as  an  external  group  that 
could  share  best  practices  or  make  recommendations  to  the  FSAP. 

12.  International  Engagement:  The  FTAC  recommends  international 
engagement  to  explore  harmonization  of  pathogen  security  standards 
and  ensure  understanding  of  the  rationale  for  and  implementation  of  the 
select  agent  regulations  or  equivalent  standards  by  collaborating  foreign 
governments. 

13.  Guidance  for  Customs  Inspectors:  The  FTAC  recommends  providing 
better  training  and  guidance  for  customs  inspectors  who  process 
BSAT  shipments. 

Issues  for  Further  Analysis 

A.  Institutional  Scope  of  Regulation:  Consider  whether  to  bring  all 
bioscience  institutions,  or  at  least  all  those  operating  at  or  above  Biosafety 
Level  3  or  "high  containment,"  under  Federal  biosafety  regulation. 

B.  Possible  Exemptions  for  Quality  Assurance:  Consider  creating 
exemptions  from  certain  security  regulations  for  laboratories  that  retain 
certain  select  agents  only  for  the  purposes  of  positive  control  material 
availability  and  quality-assurance  procedures. 

C.  Security  Expenses:  Examine  mechanisms  for  funding  security-related 
expenses  for  use  of  BSAT;  determine  if  those  mechanisms  are  adequate; 
and  if  not,  propose  options  to  ensure  that  funding  is  available  for 
necessary  security  measures. 

D.  Consistent  Disclosure  Policies:  Seek  to  ensure  that  institutions 
regulated  under  the  select  agent  regulations  fall  under  consistent 
information-disclosure  policies,  to  the  extent  that  state  and  local  laws 
and  regulations  pertaining  to  these  institutions  can  be  reconciled  with 
Federal  requirements. 

E.  Common  Chemical,  Biological,  and  Radiological  Security  Framework: 

Explore  the  feasibility  of  establishing  a  common  interface  for  institutions 
with  respect  to  personnel  vetting  and  personnel  reliability — for  people 
with  access  to  chemical,  biological,  and  radiological  materials  of 
security  concern. 

F.  Risk-based  Approach:  Explore  the  feasibility  of  adopting  a  "risk-based" 
approach  to  managing  the  safety  and  security  oversight  of  biological 
agents  and  toxins. 

G.  Shipping  Regulations:  Review  domestic  and  international  shipping 
regulations  and  requirements,  as  well  as  related  guidance,  with  a 
view  to  simplifying  and  clarifying,  and  to  facilitating  compliance  by 
other  countries. 
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Appendix  E 

Defense  Science  Board:  Report  of  the  Defense  Science 
Board  Task  Force  on  Department  of  Defense  Biological 
Safety  and  Security  Programs,  May  2009 

Recommendations 

Recommendation  #1.  Cyber  Red  Team 

Conduct  red  team  reviews  of  the  computer  systems  at  USAMRIID  (and, 
depending  on  the  results,  other  DoD  labs]. 

Recommendation  #2.  Monitoring  Activities 

Make  minor  changes  in  the  procedures  to  monitor  activities  in  labs  to  improve 
effectiveness  without  introducing  significantly  obtrusive  measures  that  are 
unwarranted  by  the  threat. 

Recommendation  #3.  Biological  Personnel  Reliability  Program  [BPRP] 

Maintain  use  of  the  BPRP  tailored  to  bio-defense  work;  balance  risk  from 
malevolent  insider  against  detriment  to  laboratory  mission. 

Recommendation  #4:  OCONUS  Laboratories 

Issue  blanket  waiver  to  use  Department  of  State  background  investigations 
(conducted  by  U.S.  Embassy  Regional  Security  Office]  in  place  of  National  Agency 
Check  with  Local  Agency  Check  and  Credit  (NACLC],  among  local  national 
personnel  working  with  BSAT  in  labs  outside  the  continental  United  States. 

Grant  waiver  authority  to  laboratory  commanders  to  determine  minimum  security 
measures  for  shipments  based  on  local  risk  assessment  and  conditions  for  which 
shipments  must  occur  (e.g.,  public  health,  forensic  analysis]. 

Recommendation  #5:  Compliance  Inspections 

Provide  resources  for  an  independent  inspection  team  comprising  authoritative 
and  successful  individuals. 

Recommendation  #6:  BSAT  Transportation 
Review  use  of  two-person  rule  for  BSAT  shipments. 

Recommendation  #7:  Public  Education  and  Relations 

Educate  the  public  in  the  regions  near  the  labs  on  mission,  safety  measures, 
and  level  of  risk,  to  counter  an  attack  intended  to  inflame  the  media  and  close 
the  facility. 
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Appendix  F 

Report  of  the  Working  Group  on  Strengthening 
the  Biosecurity  of  the  United  States 

The  working  group  prepared  a  report  summarizing  its  review  of  the  efficiency 
and  effectiveness  of  existing  laws,  regulations,  guidance,  and  practices  related  to 
physical,  facility,  and  personnel  security  and  assurance  at  Federal  and  non-Federal 
BSAT.  The  report's  compiled  recommendations  follow. 
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Appendix  6:  Compiled  Recommendation* 


A .  Rveammendaiions  for  Improving  the  S  l/< 

The  WO  proposes  the  following  rwonmacndalians  lor  improving  the  SAP.  as  it  relates  to  the 
soket  agent  list.  oversight  unJ  inspections,  and  inventors  management 

I.  Risk  Assessment 

u.  Task  the  III1S  mid  ISDA  Sdttt  Agent  Fragrant  tin  consultation  with  subject 
mutter  tipciti  from  the  seirntifte.  hitcHlgeitce  and  xeeliritv  communities  Oran  llie  Fed e ml 
and  Unit-Federal  sectors  ««  appropriate)  to  conduct  a  risk  uwotstnrfit  of  all  the  USA  T  on 
llie  select  agent  list  to  develop  a  strati  flea  linn  scheme  (or  reduce  the  list)  to  guide 
Implementation  of  security'  policy  at  regstered  ratifies. 

The  risk  useevaneot  cltnnld  consider  the  criteno  (Appendix  2  B)  developed  In  the  subgroup  on 
llie  SAR  as  uell  os  those  published  by  other  groups  (Appendix  I- A).  In  addttton.  the  team 
la»kcd  wuh  perlarming  the  nsk  assessment  should  consult  with  other  Icderal  agencies 
perforin  mg  similar  risk  assessments  ot’BSAT.  Tltis  team  should  also  engage  statisticians  to 
ensure  a  high  level  of  rigor  when  establishing  stratification.  Hie  results  of  tlie  risk  assessment 
may  also  lead  lo  a  recommendation  for  llie  removal  of  BSAT  from  the  list  or  other  muJiftcalteu. 
of 'the  lift,  in  addition  to  strati  lication 

One  concern  regarding  BSAT  stratification.  and  its  use  to  guide  implcmcntitioti  of  biosceurity 
contra b>.  is  dial  a  octuple  \  stratification  scheme  may  lead  lo  cuniiisum  regarding  tv  hat  measures 
to  apply  to  what  Agents  li  .» therefore  critical  Ui.it  any  stratification  scheme  be  ample  and  easily 
implemented 

b.  I'ask  the  IIHS  anil  IISDA  Select  Agent  Program  (til  cimsollalinn  with  Mihject  matter 
cvpeils  frotti  the  scientific.  liildUgencr  and  seen  lily  communities  frniii  the  Federal  and  unit- 
Federal  wiluri  its  appropriate)  lo  develop  standard  securllt  risk  anmniml  mclhml'dogy  fiu  use 
at  all  KSAT  facilities.  Guidance  on  how  lo  properly  execute  tlic  standard  risk-avic-scrnenl  melliod 
■  hould  he  developed  and  provided  to  .ill  registered  entities. 

A  standard  security  risk  assessment  methodology  should  takes  into  account  the  risk  of  the  BSAT.  the 
lineal  ul  on  umiilctttloii.il  icleo.se  of  liic  BSAT  (Inking  nAu  account  tile  activities  pc.fMIliud  iitsnlci  nod 
external  threats),  and  the  vulnerabilities  tit  phyvteal.  personnel,  or  operational  security 

\  standard  security  rmlc  assessment  methodology  will  ensure  that  rcv»sliTed  nil  dies  are  using  common 
approaches  to  measuring  risk  aid  will  mitigate  the  possibility  ol  varied  results  among  similar  facilities 
S  cvurilv  personnel  alnsipslcicd  entities  will  base  a  belter  understanding  of  llictr  security  niquinaneob  ns 
they  relate  to  the  risk. 
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By  combining  the  use  of  *  stratified  list  of  BSAT  toned  on  rink  and  a  standardized  «cuntv  nsk 
assessitteill  methodology ,  i cyistcicd  entities  wilt  l«e  bellei  aide  lo  determine  llie  security  risk  ui 
iJjoir  facility  and  apply  security  measures  commensurate  with  the  risk. 

2.  Overnight  anil  Inspection 

Listed  belotv  arc  two  set*  of  rvcvmitiendiuioiB  lo  iniptovc  llie  oversight  ptoec**  The 
first  set  relates  to  better  coordination  between  the  \  anoiw  oversight  groups  These 
recommendations  are  designed  to  improve  the  etffcioncy  and  consistency  of  inspections  The 
second  set  relates  lo  improved  compliance  hy  re  gullied  entities  fllesc  recommendations 
address  sonic  ul  llie  common  compliance  challenges  that  the  regulated  community  has  laced 
lince  the  expansion  of  tlw  SAR  in  2003.  These  recommendations  sliould  n<vt  require  stniuiorv 
changes  and  only  numniol  rulemaking.  Most,  ti'  net  alL  of  these  could  be  implemented  try 
policy  if  concurrence  cun  be  obtained  by  tlx  Agencies  involved 

x.  Vppruai'brs  to  ruhimc*  I  S Ommumnl  (IISCT)  eiMirdinatiun  on  oversight  and 

inspret  Ions 

1.  Identify  or  establish  ,i  I  tsltr.il  entity  lo  coonlin.ilr  blosccurily  mt-rsisbl 
activities,  and  to  until  re  eoniprtiiensive  and  effective  federal  oversight  for  all 
select  agent  research  facilities  and  activities.  I  hi*  would  include  input  frin 
various  stakeholder  agencies  (eg .  CDC.  APHIS.  Mil.  DoD.  DHS.  DOE, 

DOT.  f  PA.  OSHA).  Given  the  statutory  responsibility  placed  on  USDA  and 

1 1 1  IS.  these  Departments  would  be  the  most  likely  sponsor*  of  this  activity  This 
coordinating  body  would  wort  ou  die  follow  me  objectives 

•  Convene  meetings  on  a  tegular  ha»is  among  key  oversight  agencies  to 
facilitate  inform  rition  sharing  on  and  coordination  of  regulations,  policies,  and 
inspecting  schedules  activ  ities  (prior  to  establishing  permanent  coordinating 
office). 

•  Promote  and  enable  ongoing  information  sliming  on  oversight  and  inspection 
processes,  activities!  and  reports  (facilitated  by  coordinating  office) 

ITiw  Federal  entity  should  formally  engage  the  regulated  community  in  order  to  liilly 
understand  the  needs  nl'lhj  regulated  community  w  ith  respect  to  the  oversight  and 
inspection  [a  oucss 

2.  Plan  better  co, ml  tnnliou  of  inspections,  fa  conjunction  With  llie 
recommendation  shove,  oversight  agencies  should  since  to  implenienl  joinl  or 
multi-agency  inspections  at  complex  select  agent  entities  This  may  reduce  the 
'down  time"  and  associated  indirect  costs  for  the  entity  while  potcmiallv  allowing 
lor  each  oversight  agency  to  focus  sin  areas  ilv it  fall  outside  iIk  scope  of  (he  SAK 

{ such  a?  personnel  reliability  programs  k 

3.  I'nuilotethe  uvcrsfalilnf  oversight  approach,  whereby  I  SI,'  rc-gMlatury  anil 
oversight  tuiitic*  plarr  significant  locus  on  iwlrwlng  fahnratrirj  specific  and 
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Institutional  oversight  cl  torts.  unit  utilize*  existing  Information  on  the 
oversight  efforts  of  ulhtr  I'SCi  iMKlIrS- 

•  Review  the  current  oversight  regarding  registered  entities'  inventory 
management  rnd  auditing  plans  to  determine  if  Hie  processes  ore  well-defined 
unii  communicated  (e  g  .  additional  guidance  or  regulators  change-  may  he 
needed) 

•  Collect  and  rev  iew  registered  entities  annual  select  agent  program  review  and 
facility  inspection  reports  to  enable  ongoing  o\  erstgli:  between  inspection 
cycle* 

•  Ensure  that  stakeholder  agencies  haw  access  to  relevant  information  and 
reporvt  on  oversight  cITorUs  pertaining  to  entities  for  vvluch  they  have  shared 
responsibilities  and  interests 

4.  Develop  coord mated  training  and  nvrrvlght  programs  lor  Inspectors  from 
various  l  SR  agencies  and  offices  with  ovrrvighl  responsibilities. 

•  Develop  linn. al  and  ad  lux  partnerships  between  CSC  oversight  bodies. 

Invite  representatives  from  partner  offices  to  join  siic  \  tsits  and  inspection*  in 
observe  and  assist’  roles 

•  Hold  joint  training  sessions  to  develop  cross-cutting  skill  sets  and  shared 
knowledge  bases  regarding  IJ8G  oversight  processes  CUC  and  APHIS  iniglit 
euuaulci  the  csuthlislMietll  of  a '  cs-nilkali.m"  puny  am  fin  inspection  leant* 
trwtn  agencies  or  departments  tlsat  have  internal  oversight  programs 

•  Develop  couuuon  standards  and  guidelines  for  inspectors  whenever  praetieal 
Chic  means  for  the  development  of  these  standards  is  the  creation  of  a 
certification  program  by  (  DC  \l*l  IIS  to  tram  inspectors  trout  other  agencies 
with  internal  oversight  programs. 

•  Conduct  joint  inspections  and  other  collaborative  oversight  efforts  when 

.i|)|MM)>iiale 

b.  Approaches  to  enhance  institutional  implementation,  compliance.  oversight  and 

im-niiti  lability 

I.  Pniviilr  guidance  fin  and  require  entities  In  i.milucl  comprehensive  unniiul 
tiSAT  program  reviews  and  facility  inspections. 

•  Consider  using  the  Institutional  Ymmnl  Can:  and  Use  Committee  (IACL'C) 
and  Vinertcan  Academy  for  laboratory  Animal  Science  (AALAS)  models  for 
conducting  hotli  compiclunsa vc  program  renew  anil  I anility  inspections 

t  ndcr  'In:-  model,  entities  would  he  required  to  submit  on  annual  report  to 
CDC  or  Wills  llul  must  address  key  compliance  Issues  (lo  include 
documentation  and  or  verification  of  inventory  audits)  for  review*,  inclusion  in 
files,  and  ongoing  oversight  tv  these  regulatory  bodies. 

Z.  Require  minus  to  pros  Ida-,  as  a  part  of  re£tslr.itlon.  a  select  agent 

management  plan  tlmt  outlines  the  rules  ami  responsibilities  of  the  KOuud 
other  hey  managers  fm  overnight  to  vnsnir  compliance-  with  Hie  regulations. 
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•  Ike  plan  identifies  a  senuT  official  (may  orntav mi!  Ik  Ihc  Rl  I)  who  Is 
identified  tint  takes  ultimate  responsibility 

•  T)ra  plan  describes  llic  linkage  between  (lie  ehuin  <tl  commnnd  for  the  RO  and 
the  senior  official 

i  (  imtiimr  In  vnbano-  twisting  guidance  tVir  ngaitrrnl  entities  on  setect  j gin I 

program  implement  at  km  amt  oversight  at  thr  institutional  level. 

•  focus  new  guidance  on  areas  which  may  icquine  clanficaliun  10  avoid 
ongoing  misiiilcrpictaliori  o:  iindvcrteilt  uoitcompliiiticc 

•  Provide  specific,  detailed  guidance  rcgaidmg  apptoval  proecduics  and  select 
agent  access  tor  visiting  scientists. 

•  Develop  a  guidance  document  detailing  escorting  requirements  for  laboratory 
anti  non-laboratory  slatT(ineluduig  escort  of  inspectors  auditors/ 

•  Provide  timber  guidance  anti  tools  tor  RO  and  laboratory  stall  tnimiitg  <e  g 
briefing  modules,  sample  drills  and  exercises!. 

•  Establish  a  periodic  selcci  agent  program  bulletin  or  other  notification  system 
for  dissemination  of  new  guidance  and  regulatory  infoimotion  to  rcgixteicd 
entities. 

•  Update  and  expan  J  the  ‘'Frequently .  \sked  Questions'*  section  of  the  N'alional 
Select  Agent  Program  website  to  provide  «t  amtardi/cd  guidance  on  common 
issues. 

3.  Iimntnn  uf  BSAT 

Provide  comprvln-nstvi- giMiUnci- tin  inventory  muniigement  anil  recordkeeping 
neqillrrineilH,  uppriKirliev,  and  Imifliitrt. 

a.  Expand  and  clarify  existing  guidance  produced  by  the  Select  Agent  Program 
"Guidance  on  live  Definition  of  Long  Term  Storage  as  I  xcd  in  the  Select  kgenl 
Regulations'*  to  ensure  uniform  understanding  and  tacililatc  compliance. 

b  Develop  ami  distribute  various  inventory  record  templates  to  be  adapted  and  utilized 
by  registered  entities  nn  an  optional  basis 

c  Support  the  implementation  nl  ilttprov  ed  recordkeeping  standards  and  practice » I  or 
working  slock  samples  (eg  ,  laboratory  notebooks,  Sigiubnc  verifications,  audits  i. 

d  Prov  ide  guidance  for  and  entourage  entities  1u  develop  standard  operating  procedures 
tor  Ihc  transition  ami  management  r»t  inventories  held  by  deponing,  principal 
mvesligjtois  (His/ 

e.  Requite  entities  to  submit  detailed  facility-specific  inventory  management  plans  as 

part  of  the  legislratiun  or  i erica  si  of  registration  ptueevs 

•  Review  the  current  oversight  regarding  rcgiststcd  entities'  inventory 
management  and  auditing  plan*  to  determine  it  the  processes  are  well-defined 
and  communicated  (eg,,  additional  guidance  or  regulatory  change  may  be 
needed). 

•  Require  entities  to  conduct,  document,  and  report  In  L'lJk  APHIS  on  Ihc 
completion  of  periodic  (at  least  annual  inventory  uiitlas  in  accordance  with 
their  approved  inventory  management  plan? 
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Pm»  kIiuk  formats  Ini  ret  unis  and  mute  prescriptive  requirements  mi  invenurrv  management 
should  help  ensure  s  more  consistent  application  of  the  SAR  hv  registered  entities  and  reduce  the 
ci.rrcnl  confusion  among  many  entitle*  a*  to  the  appropnale  standards  lor  inventory  records 
These  req’iirentciilt  should  include  guidance  on  tr.lrii-cntily  transfers  to  address  ironstone  of 
select  agents  between  principal  invcsti  galore  in  an  entity,  including  a  requirement  for  appropriate 
inventory  utul  tucking  of  these  Usursleis  and  its  'veil  as  notification  of  the  tnuixfeJS  to  Die  R<> 

•4.  Othsr  Rrcomimilduticm*  lor  Amending  the  SAR.  Some  of  these 
recommendations  « III  require  legislative'  changes. 

a  Arm-nil  IS  U.S.C.  ITS  b)  to  add  “attempts  or  eoitsplres  to  possess1’. 

Pur  uant  to  IX  LAC  175(b),  o  person  is  prohibited  from  knowingly  possessing  it  BSAT 
under  circvimclunces  that  are  'not  reasonably  justified  hy  a  prophylactic,  protective,  bona  lids* 
research,  or  other  peaceful  purpose  "  \ny«ne  v  iolating  this  provision  may  he  subject  to  a  line 
and  or  imprisonment  of  not  more  than  10  years  The  FBI  has  encountered  a  situation  in  which  an 
individual  v*its  attempting  to  acquire*  a  BSAT  lot  a  put  pose  Unit  was  mil  rseaucoitiitsly  justified 
under  section  175ih)  Because  a  violation  of  section  1 75(b)  required  the  individual  to  take  istual 
possession  of  the  BSAT,  the  FBI  needed  to  allow  the  material  to  be  shipped  to  the  individual 
before  he  eonld  he  arrested  Although  the  FBI  carefully  monitored  the  tmisfcr.  a  taler  option 
would  be  to  expir'd  the  scope  ol  section  175(h)  to  prohibit  any  knowing  attempts  tn  indiv  idlials 
to  acquire  BSAT  for  uncliiriuus  purpose.  Therefore,  we  tecottimcitd  Uiai  lltc  vends  “ot  attempts 
or  conspires  to  poams"  be  added  to  1 8  U.S.C  I75ib). 

1.  Revise  tlie  SAR  to  provide  for  OO.I  access  In  miiilmt  in'  istigatinns. 

The  SAR  sluruld  include  specific  language  permitting  DOJ  officiate  access  to  laboratories 
in  which  evidence  is  being  held  in  order  for  them  to  conduct  then  invcsti gntious  We 
recommend  tliul  the  SAR  he  amended  to  address  the  DOJ  concerns  outlined  he  low: 

Idle  DOJ  may  need  to  conduct  foretwrtc  examinations  in  ,ui  investigation  authorized  undet  u 
federii  law,  on  ut  iic-m  or  material  that  is.  bear*,  or  contains  a  BSAT.  w  hen  such  an  item  or 
material,  identified  or  collected  as  evidence  during  lire  investigation  lias  been  transferred  to  and 
is  in  the  jv»*icru:on  of  an  entity  registered  under  tins  pun.  These  entities  will  provide  acee.r*  to 
the  DOJ  to  conduct  forensic  ex  animal  intis  on  these  items  or  materials,  provided 
1 1)  I  ht  I K >J  personnel  have  undergone  a  Security  Risk  Assessment  conducted  hy  the  KBI-fMIS 
ard  the  results  of  that  assessment  are  submitted  lo  the  RO  for  the  entity  nr  individual  in 
|Kw*tsM‘>u  of  the  item  or  material, 

(2)  Toe  lX).I  personnel  possess  the  appropriate  education  nr  experience,  or  will  receive  lltc 
appropriate  training  from  tiro  individual  or  entity  in  possession  of  the  item  or  material,  lo  hundlc 
an  item  or  milcnnl  that  is  bears,  nr  contains  the  BSAT  at  issue;  and 

(A)  The  DQI  person nc I  are  escorted  hy  personnel  from  the  entity  w  ith  the  appropriate  tinning  ut 
all  limes  when  in  ilic  presence  oftlie  BSAI 

(4)  In  addition  11k  SAR  should  he  clear  thnt  lltc  DOJ  has  a  responsibility  to  imuie  tlutt  any 
•uhw.vjuent  removal  or  transfer  of  muter  .al  containing  BSAT  from  the*  registered  entity  at  which 
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the  itnxstigatron  is  being  performed  occurs  only  nllcr  th:u  cnliiv  gets  approval  foe  iht  transfer  in 
•ccoi  dance  Midi  seel  lull  Ifi  of  (lie  S  \K 

In  addition.  entities  should  maintain  an  accurate  inventory  and  adequate  snunly  nl‘  all  materials 
in  their  facility  which  are  pm  <>f  such  tn  mvottigpikiit  The  Department  of  Justice  will  nkn 
maintain  appropriate  ihvcumcnialiim  addressing  tlie  inventory  oi  evidentiary  items  Tltc 
document  nil  utt  will  identity  which  items  or  inatevmi  Untune.  bear,  or  contain  a  BSAT.  lithe 
presence  of  a  BSAT has  been  continued  The  documentation  will  also  contain  the  amount  of 
BS  \T.  if  it  has  heen  determined.  Tlw  RO  of  tliu  entity  >1011115  the  evidentiary  items  will  he 
notified  of  any  changes  to  the  amounts  of  the  BS  A  Tv  that  may  occur  during  die  course  of  the 
investigation  the  Department  of  Justice  may  also  chouse  in  augment  the  security  of  the  entity 
storing  the  evidentiary  materials 

c  Options  for  addressing  the  potential  regulatory  gup  for  Jt  muuniis  quantities  of 
select  toxins 

The  WO  deliberated  on  options  for  filling  tlus  potential  regulatory  gap  for  dc  mimmi.  1 
quantities  ol  select  toxins  identified  in  the  picvious  sect  ion  of  this  tcpoit.  however.  no  .sic  option 
was  agreed  upon,  for  this  reason,  the  three  options  discussed  ire  listed  here  with  their  respective 
rationales  The  WO  recommends  that  these  options  he  revisited  during  the  policy  making 
process: 

•  Option  41:  t  ootimic  current  practice  of  not  tracking,  regulating,  or  reporting 
orders  and  s1ii|itunils  at  de  minimi*  quantities  of  select  lovins 

There  is  a  perceived  regulatory  gap  in  which  unregistered  individuals  or  entities  can  rcpeiteJIv 
order,  and  potentially  stockpile,  de  UtllliiHls  ipiarilitic*  of  a  toxin  tor  an  illegitimate  purpose 
while  eluding  registration  w  iih  the  Select ,  Vgcnt  Program  Tlicrc  have  been  documented 
111c1deiH.cs  ol  tins  occurring  but  die  frequency  end  intent  of  die  individuals  who  have  done  this  is 
unknown.  Most  commonly.  repealed  orders  are  necessary  to  support  eunlinucd  studies  m  which 
the  materials  are  consumed  Ihere  are  only  a  very  few  companies  that  supply  select  toxins  and 
the  major  ones  report  tint  they  already  I  me  I.  who  they  ship  to  amounts,  ami  purpose,  even  m  the 
it'scnce  of  regulatory  mandate.  Itovvcvet.  tlw  extent  to  winch  they  do  no  is-  unknown  The 
niajorilv  rtf  select  toxins  ice  eitliei  ubiquitous  hi  the  environment  or  very  difficult  to  obtain  in 
iny  quantity  Pm-illy,  thete  o  liltlc  1  i»k  that  a  de  mminn  uiiuunt  of  select  toxin  could  be  used 
fir  a  large  scale  biological  attack. 

•  Option  42;f't>( '  mid  API  I  IS.  with  Inpol  from  roles  ant  coll  a  fora  tine  agenefe*. 
should  work  svttli  suppliers  of  select  toxins  to  develop  toxin  ordering  anil 

v rrilkaliou  processes  (ii.il  rei|Ulre  individuals  and  rntllies  ordering  select  toxins 

to; 

I )  verify  tliot  the  entity  individual  is  sillier  registered  with  the  Select  Agent  Program  oris 

exempt  from  registration  due  to  only  ordering  exempt  quantities  of  select  toxins; 

2 1  designate  and  provide  contact  inlonnuthni  for  the  tespoasihlc  investigator  for  the  ujvin 

to  be  nblaiucd.  and 
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3)d»igwuc  and  provide  contact  inlonnnnon  tor  the  biontetv  olticcr  or  .mother 
aulhurved  institutional  official  (oilier  limit  the  rcqiouAblc  invcstigatori  at  the  ordering 
entity  who  can  confirm  that 

a)  Hie  writer  aligns  with  n  legitimate  program  requirement  or  Activity 

b)  Hie  appropriate  risk  ussexaiuciil  file.  been  conducted  ten  (lie  receipt,  [Kiaaesslun. 
storage.  and  use  of  tlic  toxin,  and 

c)  snitv,L((ncnl  toxin  orders  and  aggregate  quantities  will  he  dncinnenled  and 
tracked  tp  ensure  compliance  with  exempt  tpuntiiv  timiis  and  enable  ongoing 
nwiiluuonal  accountability  and  overs igl it. 

In  support  implementation  of  this  recommerntaiion,  (  Of  «.ti(l  A  PH  IX  would  also 
pro\  idc  guidance  lo  .suppliers  on  straighUorward  approaches  lor  verifying  the  iniixnutlon 
provided  b\  tlic  imlciing  individuals  #ud  entities. 

•  Option  *3:  Amend  the  SAll  Mich  that  C  DC  and  APIIIS  require  that  all 
ind i\ id u afsrn  t  i  1 ies  orderins  dc  mnumn  quantities  nl  select  toxins  enroll  in  a 
tracking  sy stint  with  the  Select  Agent  Program. 

1>  Enrollment  tit  a  tinckuig  svstcin  will  allow  tor  verification  tint  tlic  individual  entity  is 
a  legitimate  User  of  the  toxin  (User  must  submit  credentials  lo  indicate  legitimate  toe  and 
supplier  verifies  with  CDC  APHIS  they  am  eoiolled  prior  to  shipment) 

3 >  'toxin  orders  would  proceed  using  the  APHIS  C'DC  Form  2  (or  a  modified  version), 
which  would  allow  l he  reporting  ot'ihe  toxin  xJtipniettl  In  the  (.  IX,  or  APHIS 

3)  Individuals  entities  will  net  he  required  lo  register  with  the  Select  Agent  I  Your  ant 
unless  tlic  amount  of  t  select  toxin  ui  Ilioi  poMoam  exceeds  die  amounts  subject  to  tile 
SAR  C'DC  .APHIS  would  he  authorized  lo  request  these  records  at  any  time. 

4)  Periodic  reporting  ot  select  toxin  usage  to  CDC /APHIS  must  he  considered  (perhaps 
on  modified  1  orm  '!  when  ordering,  more  toxin* ( 

3)  This  option  would  require  a  regulatory  change. 


d  Consider  mixing  the  SAK  lo  require  that  regulated  entities  maintain  their  uliel 
agent  record*  for  at  letnrf  1 0  years. 

Curreili  S.AR  require  registered  entities  to  maintain  iltcir  records  lor  three  tears. 
Consideration  should  he  given  to  expanding  this  requirement  to  10  years  to  allow  a  more 
comprehensive  tcview  of  the  history  of  the  entity's  possession,  use.  or  transfer  of  BS  AT  Many 
investigations  involving  violations  at  the  regulations  can  easily  require  that  inventory  and  other 
records  be  reviewed  lor  trentiv  <u  report  my  or  inaccuracies  which  could  extend  historically 
bcvtmd  three  vows  If  curds  rcqiin  cd  to  he  maintained  for  10  years  would  include  alt  those 
tequncdhy  the  SAR  such  as  thitc  ;Vir  inveiitoty,  scuuity,  training,  or  incidence  impotiM 
Consideration  rhottld  he  given  to  the  Ktrvlwt  tltir.  requirement  may  place  on  regulated  entities. 
For  example,  record*  that  arc  cXpcruvtc  or  difficult  to  maintain,  and  or  are  not  required  by  the 
S  AR  such  as  surveillance  \  tdeotupc.  should  be  excluded  from  this  requirement 
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c  flic  moninunditlun  below  should  be  revisited  hi  the  polio  ph.ix-  stnccthcrr 

wits  imurneieitt  lime  forthr  \\(i  tu  complete  (Is  delibvrMliiiiis: 

Consider  the  feasibility  of  rev  Woe  llie  statute  l«  -rant  the  Scerctar,  of  I II IS  similar 
authorities  to  those  of  the  Secretary  of  the  to  determine  appropriateness  of 

Its.  VI  access  denials  for  cases  of  prior  ecuntnillal  to  a  mental  institution  or  juvcnllr 
felony  convictions, 

The  Wtl  tout  i  concern  that  person*  who  were  committed  to  mental  institutions  ot  were 
convicted  of  felonies  m  juveniles  ,w  noi  being  given  the  opportunity  to  work  in  fields  requiring 
[IS AT access  even  though  they  ma>  be  WcD-adiUstcd  Ad'Udicalw*  lot  national  security 
clearance  decisions  can  provide  wttivcis  for  some  of  the  areas  spcvificalh  prohibited  bv  tile  USA 
PATRIOT  Ac!  including  felony  cuoviclioa*  and  noted  drug  use.  If  exemptions  can  be  made  for 
•ccesa  to  <1  ossified  information,  it  should  obo  be  coiwidetod  fur  US  AT  access.  Any 
consideration  of  Ibis  statutory  change  must  include  participation  of  the  NHS  political  leaden,  hip. 
Ihet'IH  Ones  tut  and  the  HUS  tnjneral  Counsel 

8.  Heaunmetulmumi  for  ICnluindng  Personnel  Seutrm 

I.  Overarching  Rccmwiieiidath'ii* 

Ik  cause  there  is  on  requirement  that  tile  KO  report  derogatory  information  to  the  CIX.’  or 
APHIS  if  lines  have  loll  lowed  iui  individual  from  BS  AT  access  Jue  to  liter  derogatory  itl[bttli:Uiuii. 
(lie  research  commumly  is  potentially  at  risk  of  transJcmcg  personnel  who  mas  represent  a 
e count',  risk  from  one  Inb  to  tlic  next  Furthermore.  (he  WO  identified  that  oilier  ilinn  the 
restricted  and  prohibited  criteria.  ROs  have  not  been  provided  guidance  on  determining  an 
individual?  suitability  for  access  to  lib  A  7  ot  lor  determining  when  to  temporarily  suspend  or 
pcmianenth  terminate  that  access  For  this  reason,  the  WO  recommends  ihe  following: 

a.  I'stublish  u  u orkin«  group  (W<J>,  including  Federal  And  nun  Frdrml  Mtbjivt 
■nutter  rxpertt  riwu  the  scientific,  intelligence.  security.  human  resno rces  and  licaMhcaev 
(including  mental  hralth  profi-ssinriuts)  inmnuinitU-s.  that  will  investigate  and  rMithlivli 
guidance  and  training  on  suitability  criteria,  above  jnd  liryund  rrstrirtrd  and  putcntiul 
prohibited  uli'.sitin,  lot  u>i  by: 

1  ROs.  in  uddition  to  the  Security  Risk  Assessment,  to  determine  svlicthcr  to  gnat, 
an  individual  V  initial  access  to  BS  AT  or  to  tcnipmarils  iir  permanently  restrict  (or 
terminate)  an  individual's  access  to  MS  AT 

2  Pis.  researchers,  and  technicians  to  coiitfnuoiislv  muriilot  themselves  and  others 
fm  suitahihis  to  access  8SAT 

7  Occupational  hcolllt  professional*,  to  dcientmic  the  Mutability  lor  BSAT access 
based  on  activities  perfonnod  with  the  BbA'l  and  the  lndi\  idled’*  physical  and 
menial  health,  to  in  clink-  medications  that  mav  allect  an  individual's  ability  to 
petform  duties  with  US  A I 
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In  developing  suitability  crncria.  this  W'G  diould.  .11  a  minimum,  consider  aspects  of 
personal  and  ptafosioital  conduct,  plivsic.nl  and  menial  health,  and  behavior*  lhal 
indicate  an  individual  is  at  risk  of  harming  themselves  or  others. 

b.  A«m  I  hr  f«. nihility  4  the  follow  mg  rec'IHninendatinns: 

I  An  anirndinenl  to  the  S  VK  requiring  lhal  KOs  report  the  details  ul 

derogatory  Information  lending  10  pcrinuuciil  termination  of  RSAT  ncccs*  10 
f 'DC  or  APHIS  for  inclusion  in  a  registry  or  itpmlloty.  Derogatory 
information  may  he  related  to  suitability  criteria,  determined  by  Hie  WO  above,  or 
restrictive 'pruliibitive  categories  This  may  rc<|inre  a  lego;  I  alive  change 
2.  A  registry  nr  repository  cniilainine  denigatory  information  reported  by  the 
R<>  that  ran  be  used,  in  combination  w  ith  results  of  the  security  risk 
assessment,  for  determining  nhrtbrr  ail  individual  siionld  lee  grantnl  USAT 
ilexes*.  The  FBI -CHS  CDC.  APHIS,  DIIS,  Director  of  Notional  Intelligence. 
Homeland  Security  Council,  and  National  Security  Council  tliould  collaborate  us 
determine  it  adjudicalive  standards  should  he  used  tor  granting  HN  AT  access  It 
such  a  region  is  deemed  legal,  amend  ihc  SAR  to  allow  the  use  of  Hits  registry 
by  CDC  and  APHIS,  in  oombirwhon  with  Security  Risk  Vvsewtnent  result*,  to 
grant  or  deny  BSAT  access  Hits  will  require  a  legislative  change 

2.  Granting  Initial  Its  AT  Vm-w 

11.  Security  Risk  Aswurnb 

1.  Foreign  Naii, wills 

Screening:  Identity  a  Federal  agency  that  n  ill  I  >  develop  guidelines  lor 
veiling  F.Sv  iliul  require  K.Wf  ncce»  uud  2i  will  screen  FN*  according  to  these  newly 
nluhlivhnl  criteria.  Tltr  SAR  should  be  yin  toil  id  such  that  this  federal  agency . 

CJI-S  BRAG,  C IX'.  and  APHIS  collaborate  to  consider  both  the  Security  Risk 
Awuimnl  resiilts  »od  the  newly  ixtohlislu-d  criteria  to  grant  or  deny  BS.\T  access. 
This  screening  may  require  providing  Btroitnaliun  on  their  prior  history  m  their  country  of 
origin  as  welt  as  n|i  to  date  informasiou  on  their  occupation,  background.  and  rcsc.ir.1i  is 
well  as  include  results  from  prior  visa  .screen*  by  live  LX.-partnu.nl  of  State  tDOS}.  I  'sc  of 
die  Collective  Foreign  I  hr  rat  Asuaw-mcnt  tool  (Appendix  A-B)  may  be  considered 

Visas:  Require  that  the  IRIS  provide  a  list  ot  visa  types  that  a  it  appropriate 
Tor  work  w  ilia  Its. VI  to  the  Select  Agent  Program.  Require  the  Select  Agent  Program 
to  disseminate  till*  iiifuniiatioo  to  Responsible  Official*.  The  C1K  Mi  IIS  Select 
Again  Programs  will  provide  information  and  guidanev  to  mr-tiinlional  official:  (lOsf 
ROs\  ami  funding  agencies  on  list*  type*  of  visas  dial  are  adequate  for  work  with  BS  AT 
Inappropriate  visa  types  will  require  a  visa  change,  or  a  specific  waiver,  poor  to  Security 
Risk  Asscssmciii  processing.  Amend  lb  ITS.C.  175b  or  die  Biotcrrorism  Re.poitsc  Act  to 
include  "an  iti'ippinprute  vim  type”  as  ,1  lestueioi  for  access  to  BSAT 
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Provide  the  Reparation  of  Justice  and  the  Department  of  Homeland  Security  fDliSl  With 
the  yhduh authority  In  perform  inunija aliun  slams  checks  Stvui  iiv  Risk  AsscksiuciiI- 
approved  I'St  at  least  every  six  nyonlln 

2.  the  C.IIS.HRACJ  should  cither  a)  he  premded  the  statutory  authority  to 
access  the  menial  health  component  of  the  M<  s  database  or  tit  establish  a  separate 
ntrntal  health  database  to  at  lust  l  .IISBUAC  to  dttentilnr  Ifan  Indis  tsluul  Is  hu-liglblr 
to  lias  r  access  to  Its  VI*  for  mmtal  health  reasons.  Moreover,  in  either  instance 
an  increased  emphasis  nuesl  he  made  for  states  to  equip  uifnntmtivti  regarding  persons 
who  Itnw  been  '‘adjudicated  as  a  mental  defective  or  luvc  been  committed  to  a 
mental  institution"  m  a  trmcly  and  consistent  manner  to  immlam  the  inle^ily  and  uliltly  of 
any  such  database 

b.  Suitability  for  Initial  BKAT  Access 

I  Vssess  Hie  rrstsibilMy  of  ns|iiinns  drug  trsilng  (urinaly^s)  fur  luiiinl 
II. WT  access  and  determine  w  briber  such  a  testing  program  could  be  Ju.stirird 
under  a  Tuurfli  Amendment  analysis.  Pursuant  to  IX  U  S.C.J  l75b(dX2XDj,  .1  person 
who  i  >  an  unlawful  user  of  a  controlled  substance  is  a  restricted  person  lor  purposes  of 
access  to  BSAT 

2.  C  onsider  amending  the  'i  IK  sucii  tlial  personswith  duties  associated 
yy  itli  the  liijliesl  risk  BSA  T  and  based  on  llie  aetiv  Hies  pet  tunned  v»  itli  the  iigcnt  are 
rei|uirtil  lu  lie  in  an  occupational  heiillh  program.  Tile  occupational  health  program 
should  at  a  minimum  include  an  inihal  screening  that  assesses  an  mdividuaf  s  general 
hciltli  and  also  reviews  medications  lor  any  possible  conflict*  w>lh  USA  I  work 
Description  of  the  occupational  health  program  will  be  required  tn  the  biosafety  nr 
security  pint  of  die  entity  The  cost  of  implementing  this  cecotmnendaliou  slrould  1st 
weighed  ugaiusl  the  number  of  1 .1  burnt i nicy  it  yvill  affect  and  11k  benefit  that  n  ill  be 
gauiej  It  should  be  noted  tint  this  type  of  a  clumee  to  the  SAR  could  require  a 
legislative  amendment 

X  l*he  IXK'a  CDC,  and  APIIIS  should  determine  limy  10  best  Imptcmern 
dcriurd  export  regulations  yy  illy  respect  to  the  Select  Agent  Program-!  rguUtctl 
community  und  should  subsequently  establish  training  for  Kb,  UOs.  uml  fund  in; 
agencies  on  deemed  etpoti  regulation  reqiiireiiwnls  for  BSAT  Work. 

3.  C  nnllmml  Monltoting  of  Prryontiel 

a.  Amend  the  SAR  to  rryj ui re  that  a  Security  Risk  Aniwminl  he  perfiimud 
rsers  three'  y  ears  lor  all  Individuals  yy  itli  access  to  BSAT. 

b.  Assess  the  feasibility  of  random  drug  testing  (urinaly  sis)  fur  continued  1ISAT 
access  to  ensure  ib.il  an  individual  dors  not  fall  Into  a  restricted  category. 
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c.  Amt  ltd  file  SAR  (n  Include  a  tvquimnent  f hat  entitles  pro*  Ide  training  for 
ROs,  principal  bnnlipiNin> iwarduTf-  and  technicians  ini  suitability  criteria  as 
drtt-nnhtrd  by  tltr  AVG  Above;  mtchaulsuij  for  supervisor-,  »t If  and  peer- repotting  of 
wuti  rr  la  tine  to  the  suitability  criteria;  and  a  process  for  temporary  suspension  or 
pemianent  removal  of  access  in  (heir  s«x-itrir>  plans.  I  codcrsjop.  supervisors,  medical 
personnel,  peers,  mid  individuals  themselves  should  l>c  aware  of  personal,  professional,  and 
medical  (plrysieal  and  menial)  criteria  linn  maty  impact  pctvcptioti  01  pcffuttnuttcc  assocnecd 
with  working  with  or  around  BSAT.  'litis  may  require  a  legislative  change 

d.  I  nsure  that  all  individuals  w  ho  w  ork  w  ith  IIS  V  I'  have  access  to  an 
otcupalnin.il  bt-allh  professional  lor  referral  ol  pin  steal  or  menial  bralUi  issues  llut  arise 

aflrr  BSAT  access  Is  i>  nutted,  Ensure  tlmi  entities  mcludc  ct«iu»cf  inlhmiUiutl  tmd  procedural 
lor  referring  oirimdiutl.s  in  the  description  ol  their  occupational  health  programs 


4.  1  ertniiotthni  of  BSAT  Veers*  and  Grunting  Am*  Inks 

a.  Provide  guidance  to  the  RO  tegarding  tlirlr  role  In  removing  individuals 
from  BSAT  access  who  display  btliav  kies  indicating  they  are  at  risk  of  doing  harm  to 
themselves  nr  to  others,  Ensure  that  entities  mcludc  pr tccdurcs  for  rcfetTmi;  melts  iduals  who 
display  these  behavior*  m  iltc  descnptt.i’tol'lheiroccufMt  until  hcullh  pmgrnm 

b.  Ensure  that  entities  describe  procedures  I'orteinpuntn  or  peniiiuient 
rtitrat ol  front  aertst  due  to  physical,  occupal  soul,  ot  im-nt.il  liealtlt  concerns  nr  other 
issues  potentially  impacting  film-**  for  duty  with  respect  to  BSAT  possession  und  ate. 

c.  Ensure  that  procedure-*  are  in  place  for  the  RO  to  luimedtutcly  notify  the  local 
FBI  W capons  of  Mass  Destruction  f  oonllnator  In  order  to  Initiate  a  threat  assessment 
process  in  the  cv  ml  that  he,  site  tirctnm-v  aw  are  of  an  incident  or  action  that  may  indicate 
possible  ciirniii.il  activity  regarding  BSAT. 

5.  Other  Recommendations 

a.  I'erfuntiH  study  of  Chemical  and  S'udttU  Person ill  Reliability  Programs  to 
rvuniinc  Iltc  cost  of  individual  PRP  measures  and  the  value  of  eligibility,  ineligibility 
criteria,  siguiflruner  of  the  personal  interview,  and  c  (feet  Iv  cat  e»  of  continual 
rcvirwvmonltnring  to  idmtifv  potentially  dim|  notifying  information  or  reliahility  twins  that 
would  result  lit  an  individual's  penuaurnt  disqualification. 

C.  licCHnunetuitUiam  Jot  Improruijf  I  'hysiml  Semrily  Itrjfutotmm 

»*.  IV  *  * 

Develop  minimum  pliy  sical  security  staiiihmD  based  on  the  risk  of  the  agent  or  Invin  tmd 
elioraiteriMics  of  ktcUitirs  and  ly  pc  ol  work.  bring  done. 

Appendix  4-B.  provided  by  the  physical  sccutitv  subgroup  slums  aj|  example  of  Item  physical  secerns 
standards  could  b«  applied  to  a  stratified  list  ot  BSAT  taking  into  consideration  the  type  of  facility  and 
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ihc  yvork  th.it  is  done  fsing. »  standard  security  mX  assessment  will  allow  a  facility  to  build  upon  the 
baseline  m  iiiiiiiuuini  physical  sccunly  rvquiiciiK'ilt*  and  will  ensure  a  standard  approach  while  allnyemv 
for  additional  security  requirements  under  current  regulations. 


D.  Kecommmdatumi  Jtn  Imp  wing  BSAT  Transport 

The  SAft  have  been  adequate  in  ensuring  secure  transportation  of  BSAT.  there  it  currently  no 
evidence  lo substantiate  an  increase  in  Iransportalion  security  fre  BSAT,  Furthermore.  BSAT 
represent  i  tins  fraction  of  the  hazardous  mutcrul;  that  are  routinely  handled  in  daily  commerce 
Ihercforc,  the  key  reCommcnduban  oi  the  wc;  is  to 

I  ask  tin-  fS  in  pai  tueisliip  « ith  other  I  %  ugrurirs,  In  conduct  u  risk  aunwwiit  In  determine 
the  risk  posed  by  air  and  •round  transportation  of  BSAT. 

I  he  risk  assessment  should  consider- 

1.  The  tisk  tifilic  BsaT,  tlte  tltreat  of  an  uulrthtHional  release  of  tile  BSAT  during 
tianspuiutiioil  (lo  include  likelihood  dial  msidei  ui  external  llucah  may  compromise a  BSAT  shipment), 
ai.d  Ihc  vulnerabilities  in  physical.  personnel,  or  operational  security  during  transportation  and  at 
stopping  points  along  Ute  slopping  routes 

2.  file  rKk  posed  In  basing  the  technical  iihiiii  «fBSA  I  un  llie  shipping  paper,  balanced 
by  thr  luvd  to  provide  ctn tugli  inlomiation  to  meet  the  Information  needs  of  the  emergency 
responder. 

I  he  iwuHt  of  the  risk  assessment  run  be  used  to  determine; 

1.  If  high  risk  BSAT  shuulil  be  shipped  using  mure  stringent  security  controls  (eg.,  use  of 
restricted  senior)  or  an  enhanced  tracking  system  (it,  global  positioning  system*  (tiHS))  device 
In  shipments,  fhc  baseline  security  plan  requirements  contained  m  the  HMR  may  he  sitllicicnt  for  most 
BSAT.  Iiowcvci.  more  stringent  .security  control*  may  he  deemed  appropriate  for  BSAT  i  Jem  died  b' 

IT!  A  as  posing  a  more  serious  security  risk. 

2.  (f  additional  background  cheeks  should  be  perform oil  on  personnel  who  Itandle  BS.VT.  lo 
include  couriers  and  odters  in  tlie  transport  chain 

3.  ft  lighter  chain  of  custody  requirements  and  tracking  should  be  implemented 

Other  rv-cumme  relation*  by  thr  WG  inciudc  the  fuiliming: 

1.  Kstalilisli  a  ronununirulion  plan  tu  ensure  efTccth c  communication  among  entities, 
couriers,  IK)  I .  and  <  IH  7 AIM  IIS.  l'ns  plan  may  involve  creating  agreements  on  sccunty-bascd 
communications  prastioeOv  n  &  secure  well  imital  ili.a  would  enhance  tracking  capabilities  01  the 
provision  of  the  tracking  number  tuCDC  or  APHIS  (AHDSCDC  Foim  2,  line  37  requests  this 
informaliori)  in  order  to  give  those  agencies  the  ability  to  track  shipment  of  Ute  package^  \  through  the 
crturur's  system 

2.  Require  CDC/APHIS  lo  maintain  a  Us!  uf  BSAT  couriers.  This  Will  facilitate  DOT 
inspection*  of  BSAT  com  lets  so  that  compliance  svilh  cun  cut  tw/iiui  security  plan  requirements  can  tsc 
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determined.  In  turn.  DOT,  CDC.  :uk)  APHIS  should  ensure  ilui  hfunnanon on  BSAT  courier;  is 
protected  Irani  disclosure  tluu  could  ciMiipruimv:  security 

3.  Consider  inclusion  iif  plunl  \  |  in  ihc  II  MEL 
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Report  of  the  Trans-Federal  Task  Force  on  Optimizing 
Biosafety  and  Biocontainment  Oversight 

The  scope  of  activities  considered  by  the  Task  Force  included  those  that  occur  in  all 
high  and  maximum  containment  research  laboratories  in  all  sectors  (government 
[Federal,  State,  Tribal,  and  municipal],  academia,  privately  funded  research 
institutions,  and  private  industry]  using  potentially  hazardous  biological  agents. 
The  activities  covered  included  research  with  disease-causing  agents  (pathogens] 
that  can  infect  humans,  zoonotic  agents  that  can  infect  both  animals  and  humans, 
biologic  toxins,  and  agricultural  pathogens  and  pests.  Also  included  were  activities 
related  to  research,  such  as  the  maintenance  of  facilities  and  equipment  needed  for 
effective  biosafety  and  biocontainment,  incident-reporting,  and  public  outreach  and 
communication  efforts. 

The  Task  Force  was  co-chaired  by  HHS  and  USDA,  and  consisted  of  representatives 
from  the  Departments  of  Commerce,  Defense,  Energy,  Homeland  Security,  Labor, 
State,  Transportation,  Veterans'  Affairs,  and  the  Environmental  Protection  Agency 
and  National  Science  Foundation. 

The  Task  Force  analyzed  current  framework  for  biosafety  and  biocontainment 
oversight,  identified  eight  areas  in  which  oversight  could  be  improved,  and  defined 
eight  objectives  to  address  these  areas. 

In  the  short  term,  many  recommendations  require  compliance  and  implementation 
by  institutions  that  are  federally  owned  or  funded  by  the  Federal  Government; 
and  encourage  compliance  by  individuals  and  institutions  not  federally  owned  or 
receiving  Federal  support. 

In  the  long  term,  these  recommendations  should  lead  to  a  comprehensive 
national  strategy  for  biosafety  and  biocontainment  oversight,  and  compliance  and 
implementation  by  all  individuals  and  institutions  in  all  sectors.  The  Task  Force 
recognized  that  its  recommendations  also  could  be  applied  to  entities  outside  the 
scope  of  their  report,  and  that  legislation  or  rule-making  might  be  required  to 
implement  the  recommendations  in  all  sectors.  The  Task  Force  recommendations 
were  developed  without  consideration  of  potential  competing  priorities  across  the 
Federal  Government,  and  their  implementation  would  be  subject  to  the  availability 
of  funds. 
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The  Task  Force  explained  that  acting  on  the  objectives  and  recommendations  in 
the  report  required  enhanced  communication  and  collaboration  among  Federal 
entities  and  their  non-Federal  partners,  and,  in  some  cases,  addition  or  redirection 
of  resources  as  well  as  further  analysis. 

The  Task  Force  concluded  that  there  was  a  robust  system  for  laboratory  biosafety 
and  biocontainment  oversight  in  place.  The  objectives  and  recommendations  of  the 
Task  Force  reports  were  designed  to: 

•  optimize  local  biosafety  and  biocontainment  oversight  at  individual 
high  and  maximum  containment  research  facilities, 

•  improve  and  better  coordinate  Federal  oversight  of  these  facilities 
and  their  activities,  and 

•  help  increase  public  confidence  and  trust  that  high  and  maximum 
containment  research  laboratories  in  the  United  States  are  being 
operated  as  safely  as  possible. 

The  following  is  a  summary  of  the  Trans-Federal  Task  Force  on  Optimizing 
Biosafety  and  Biocontainment  Oversight  (July  2009  Report]  objectives 
and  recommendations. 

Objective  1 

Enhance  the  overarching  framework  for  biosafety  and  biocontainment  oversight 
of  high  and  maximum  containment  research  through  improved  coordination  of 
oversight  activities. 

Recommendations 

1.1:  Identify  or  establish  a  Federal  entity  to  coordinate  biosafety  and 

biocontainment  oversight  activities,  and  to  ensure  comprehensive  and 
effective  Federal  oversight  for  all  high  and  maximum  containment 
research  facilities  and  activities  in  all  sectors. 

1.2:  Develop  a  registry  of  all  high  and  maximum  containment  research 
facilities  in  the  United  States. 

1.3:  Require  that  all  institutions  conducting  high  and  maximum  containment 
research  designate: 

•  A  senior  official  with  the  appropriate  knowledge,  authority,  and 
accountability  who  is  responsible  for  institutional  compliance  with 
biosafety  and  biocontainment  regulations  and  guidelines. 

•  A  credentialed  biosafety  professional  (see  Recommendation  3.3]  who  is 
responsible  for  oversight  of  biosafety  and  biocontainment  programs. 
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1.4:  Require  that,  at  all  institutions  conducting  high  or  maximum  containment 
research,  an  appropriately  constituted  review  body  performs  a  thorough 
risk  assessment  of  all  laboratory  protocols  potentially  requiring  high  or 
maximum  containment. 

Objective  2 

Encourage  a  robust  culture  of  accountability  characterized  by  individual  and 
institutional  compliance  with  biosafety  and  biocontainment  regulations,  guidelines, 
standards,  and  policies. 

Recommendations 

2.1:  Mandate  compliance  with  Federal  biosafety  and  biocontainment  guidelines, 
including  the  Biosafety  in  Microbiological  and  Biomedical  Laboratories 
and  the  National  Institutes  of  Health  guidelines,  for  all  high  and  maximum 
containment  research  institutions  in  all  sectors. 

2.2:  Support  the  development  of  an  accreditation  system  for  biosafety/ 
biocontainment  management  programs  at  high  and  maximum 
containment  research  institutions. 

Objective  3 

Develop  a  national  strategy  to  enable  and  ensure  the  appropriate  training  and 
technical  competence  of  all  individuals  who  work  in,  oversee,  support,  or  manage 
high  or  maximum  containment  research  laboratories. 

Recommendations 

3.1:  Establish  national,  position-specific  training  standards  and  core 

competencies  in  biosafety  and  biocontainment  for  all  research,  managerial, 
and  support  personnel  at  high  and  maximum  containment  research 
laboratories  in  all  sectors. 

3.2:  Require  institutions  to  ensure  that  all  individuals  who  work  in,  oversee, 
support,  or  manage  high  or  maximum  containment  research  laboratories 
are  appropriately  trained  and  competent  in  biosafety  and  biocontainment. 

3.3:  Implement  a  phased-in  requirement  that  the  designated  biosafety 
professional  (Biological  Safety  Officer  or  equivalent]  at  all  high  and 
maximum  containment  research  facilities  be  credentialed. 
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Objective  4 

Obtain  and  analyze  information  about  laboratory  incidents  to  enable  trend  analysis, 
minimize  the  number  of  future  incidents,  and  share  lessons  learned  with  the 
overall  goals  of  optimizing  laboratory  safety  and  oversight. 

Recommendation 

4.1:  Establish: 

•  A  new  voluntary,  non-punitive  incident-reporting  system  for  high  and 
maximum  containment  research  laboratories  that  would  ensure  the 
protection  of  sensitive  and  private  information,  as  necessary. 

•  A  centralized,  integrated  mechanism  for  analyzing  incidents  and 
sharing  information  and  lessons  learned  from  both  current  mandatory 
reports  and  the  new  voluntary  reporting  system. 

Objective  5 

Ensure  that  biosafety  and  biocontainment  regulations  and  guidelines  cover  current 
and  emerging  hazardous  biological  agents,  and  develop  an  agricultural  equivalent 
of  the  Biosafety  in  Microbiological  and  Biomedical  Laboratories  guidelines. 

Recommendations 

5.1:  Develop  comprehensive  biocontainment  guidelines  comparable  to  those  of 
the  Biosafety  in  Microbiological  and  Biomedical  Laboratories  to  cover 
research,  including  high  and  maximum  containment  research,  on  plant, 
livestock,  and  other  agriculturally  significant  pests  and  pathogens. 

5.2:  Maintain  rigorous  and  comprehensive  processes  for  the  review  and 
updating  of  biosafety  and  biocontainment  regulations  and  guidelines, 
and  ensure  that  these  processes  include  broad-based  participation  by 
all  relevant  stakeholders. 

Objective  6 

Ensure  that  the  infrastructure  and  equipment  necessary  for  biosafety  and 
biocontainment  at  high  and  maximum  containment  research  facilities  are  in  place 
and  properly  maintained. 

Recommendations 

6.1:  Require  that  all  institutions  with  high  or  maximum  containment 

laboratories  ensure  proper  installation  of  and  preventive  and  ongoing 
maintenance  programs  for  biosafety  and  biocontainment  infrastructure 
and  equipment. 
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6.2:  Develop  a  mechanism  for  sharing  information  and  best  practices  about 

infrastructure  and  equipment  design,  operations,  and  maintenance  among 
all  high  and  maximum  containment  research  facilities. 

Objective  7 

Develop  and  support  a  national  research  agenda  for  applied  biosafety  and 

biocontainment  to  improve  the  management  of  biohazard  risks. 

Recommendation 

7.1:  Develop  and  maintain  a  robust  program  of  applied  biosafety  and 
biocontainment  research  to  create  additional  and  update  existing 
evidence-based  practices  and  technologies. 

Objective  8 

Improve  and  share  strategies  to  ensure  effective  public  communication,  outreach, 

and  transparency  about  biosafety  and  biocontainment  issues. 

Recommendation 

8.1:  Develop  comprehensive  strategies  to  improve  public  communication, 
outreach,  and  transparency  about  biosafety  and  biocontainment  issues 
and  activities  at  high  and  maximum  containment  research  facilities. 
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Appendix  H 

Dugway  Proving  Grounds  Shipping  Incidents 

The  following  documents  describe  two  errant  pathogen  shipping  incidents  we 
identified  during  our  evaluation. 

In  the  first  incident  described  on  pages  67-72,  incorrectly  labeled  Vaccinia  virus 
was  shipped  from  Dugway  Proving  Grounds  to  another  laboratory.  Vaccinia  virus 
is  managed  in  a  BSL-2  laboratory  when  alive,  and  in  a  BSL-1  laboratory  when  dead. 
In  this  shipping  incident,  dead  virus  was  mislabeled  as  live  and  was  shipped  to  the 
ordering  laboratory. 

In  the  second  incident  described  on  page  72,  a  package  of  Venezuelan  Equine 
Encephalitis  virus  (a  BSAT  agent  managed  in  a  BSL-3  laboratory)  was  apparently 
mislabeled  as  dead  Bacillis  anthracis  Sterne  strain.  When  the  shipment  was  opened 
by  the  ordering  laboratory  and  the  incorrect  contents  were  identified,  the  shipment 
was  secured. 
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Dugway  Proving  Grounds  Shipping  Incidents 
(Vaccinia  virus) 


W '  Vj«!n i»  t!xi-h:rit.  iiyi.Vl>J 

OH  7/22/14,  a  CRP  aider  was  sent  to  from  place  with  the  CRP  for 

purchase  of  inactivated  Jxrr,ts  to  br  used  in  thr  Shell  life  Ixlrmiun  lest  (Slf  I)  of  CILAs  ( Immunoassay 
panels  lh.il  are  contained  within  (lie  The project  was  funded  bvHH  On  file  aider  form,  36 

vials  of  AN&-VAVIEL  (Vaccinia  Virus  Elstree  (Lister  ||.  Lot  number  AG  000002 19  was  ordered  A  specific 
lot  was  or  deled  that  matched  the  inactivated  Vaccinia  lot  that  is  currents  being  used  >n  lhe^^l>oL> 
QA  laboratory  (known  previous  data  on  that  lot).  Each  vial  was  01979  94  for  a  total  ol  596  8  77  84  to 
purchase  the  licit  tivalr-d  Vaccinia,  Inattivation  incurs  by  (jrnnu  iuadialion  of  thr  live  strain  Of 
Vaioma  Live  Varonia  vuus  is  a  research  tool  used  in  a  variety  of  biomedical  atiplicaliuns  but  it  can  be  a 
human  pathogen  making  the  live  sti  jin  a  BSI  7  organism  - 

fhe  CMP  ordei  was  sent  to on  7/23/14  An  nrder  number  was  assigned  ficmi  the  CMP 
fur  this  order  by  HHHHh'f  ,,M*  L'HP)  on  8///14.  Tim  order  mimbei  was  141 V667  and  Ihe  Utcai 
number  was  10643  It  should  be  noted  that?  other  inactivated  agents  were  ordered  at  the  same  time 
tor  this  protect.  The  DD1 144  was  signed  on  8/25/14  by  and  the  CAP  accepted  the  funding 

on  8/26/14, 

An  email  was  sent  die  CUP  on  9/10/14  to  request  an  update  on  the  order  status, 

latc-i  that  afternoon imU^he  commodities  manager  (nr  the  agents  at  the  CMP  replied  that  tire 

order  would  be  slapped  the  following  week.  After  that  email,  multiple  phone  conversations 
occurred  between  and  regarding  the  lack  of  stock  for  inactivated 

Vaccinia  There  were  only  17  vials  left  of  lot  2 19  at  the  CRP  (leaving  19  short  tar  the  order).  It  was 
agreed  that  the  stock  should  not  completely  be  depleted  in  case  other  agencies  needed  It  so  it  was 
agreed  that  12  vials  be  sent  until  a  new  shipment  of  inactivated  agent  (of  the  same  lot)  could  be 
procured  from  Uteir  vendor  in  eatty  2015.  However  on  9/16/14,  an  email  was  sent  from  at 

the  CRP  stating  that  17  vials  of  Lot219  were  vent  to  m  and  19  vials  were  on  backorder. 

Certificate  Of  Analyses  (COAs)  for  the  lots  of  inactivated  agent  were  shipped  with  the  agent.  The  COA 
for  Vaccinia  included  In  the  package  was  lor  U>t2I9 


Ihemjctivjled  agents  anived  laic  on  9/15/14  and  stored  accoidlng  to  COA  instructions,  the  COA 
instructions  for  lot  219  (Vaccinia)  were  to  store  the  lubes  at  8trC.  A  laboratory  tec hnictan  stored  the 
mac  rivaled  agents  in  the  box  they  came  in  so  they  remained  separate  from  the  OA  inactivated  materials 
aho  located  in  the  -80’C  (reerr-r  m  the  BSI  1  The  COA  paperwork  was  left  h  ■  '*  Wet- 

cubicle  for  |  return  to  the  office  on  Monday,  9/22/14,  Unknown  to  the  laboratory  technician  and 

a  nialeiial  ronflimalian  sheer  should  have  at  mm  ponied  the  shipment  Ihrs  form  is  designed 
bi  confirm  the  siutimefil, as  well  asi.anfiun  that  the  customer  received  the  appropriate  product  This 
form  was  never  tequesled  from  the  CMP  for  this  shipment 

In  preparation  feu  the  upcoming  CHA  Sit  I  study,  used  9/22  and  9/23/14  as  days 

of  preparatmn,  doing  calculaUms  for  dilutions  and  grit  inn  CII4  luts  ready  for  testing  on  9/29/14  All 
calculations  were  based  on  COA  concentrations  and  tfie  vials  were  not  looked  at  until  9/29/14. 
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Dugway  Proving  Grounds  Shipping  incidents 
(Vaccinia  virus)  (cont'd) 


On  Monday.  9/29/^  the  shipment  box  of  inactivated  agents  tor  the  first 

time  and  moved  the  -80*0  inactivated  agents  to  a  tardboard  box  and  labeled  «t  as  CHA  SIFT  study  so  tl 
could  be  easily  identified  as  a  different  study  from  QA  T)«e  vials  were  counted  for  each  agent  and  tt<e 
name  on  the  each  vial  was  verified  to  sort  accordingly.  The  COA  was  not  referenced  during  this  sorting 
process,  as  it  was  assumed,  that  all  Vaccinia  was  inactivated  and  was  lot  219  as  ordered  two  vials  of 
tile  Vaccinia  weie  removed  (tom  the  inventory  and  placed  In  the  B5C  located  in  the  B51-1  laboratory 
ttie  vials  were  opened  and  the  appropriate  amount  (based  on  takulatiuns  tor  lot  219)  of  agent  was 
removed  fur  testing,  the  concentration  listed  on  tot  719  COA  was  7.91x10*7  Gt/ml  All  inactivated 
•gents  were  located  in  the  BSC  for  dilutions  but  only  one  agent  was  open  at  a  time.  During  the  process 
rn afclng  dilutions.  arrived  to  observe. 

With  lire  completion  ol  dilutions  in  the  ltt<  the  diluted  agents  werr  removed  from  the  HSC  amt  talren  to 
ttie  countertop  (in  the  Ifil  1 1  wtiere  the  S  COA  |ianels  were  located  Hie  CI1A  panels  were  moi.ulated  with 
ttXlul  of  each  agent  in  the  appiopnate  well  (CHA  panels  are  basically  smaller  IIHA  panels 
spec  ificalfy  designed  for  on  the  counter  top  and  the  solution  is  allowed  to  sit  for  1 5  minutes 

before  the  reside,  are  read.  PPf  dining  this  exercise  was  gloves  and  laboratory  coats.  Due  to 
observations  Uiat  the  CBA  s  were  manufactured  differently  further  testing  tor  the  day  was  abandoned 
The  CflA  panels  were  disposed  of  m  the  BSL  1  In  the  biohazard  trashcan,  wheh  would  be  removed  later 
ihai  day  lor  incineration  All  diluhonv  and  remaining  aiyerit  vials  were  relumed  lu  appropriate  storage 
temperatures. 


The  agents  remained  untouched  in  the  80'C  from  9/29/14  until  1/12/15,  when  a  request  for  2  viatsot 
was  i'on  in  be  sent 

to  |m||^m|H  Two  vials  of  Vaccinia  were  removed  from  die  end  of  the  series  of 
aliquot  numbers  and  placed  immediately  into  a  50  ml  conical  tube  widi  a  Simwipe  in  die  bottom  Ttie 
conical  tube  was  sealed  and  shipped  with  4  ice  bricks  overnight  vu  |H  to H  Ttie  COA  that  came 
With  the  ofujeial  shipment  was  copied  (along  with  the  death  certificate  of  the  agent)  and  shipped  to|$ 
w  ith  die  vials.  The  lot  numbers  on  the  vials  were  once  again  not  compared  to  die  COA. 

The  shipment  was  received  by  Hon  1/13/1S  and  an  email  confirmation  was  sent  At  1028.  another 
email  from  a'  H requested  a  COA  for  lot  182.  as  the  COA  was  for  lot  219  and  upon 

inspection  the  vial  s  lot  was  ATKHIQ00182  with  a  concentration  Ihu-d  as  1 48x10*8  pfo/ml.  [  *  * 

went  to  the  lab  to  inspect  die  vials  of  agent  for  Vaccinia  before  H  1100  meeting  and 
verified,  indeed  the  lot  number  for  all  the  tubes  were  182,  not  219.  At  11 18  from  the 

CRP  emailed  back  to  say,  'Can  you  hold  on  to  these  vials  and  keep  them  frozen  until  this  is  resolved  t  lot 
182  is  live  Virus  I  He  multiple  times  Unit  |m|||  viewed  Itic  lubes  and  H  chested  the 
label,  no  one  saw  the  red  letters  at  die  bottom  ol  the  label  saying  'IIVF*. 

ailed  m^H^Hat  1150  to  inquire  about  the  situation  II  was  conveyed  to 
|  that  according  to  die*  records,  17  tubes  of  lot  219  shipped  to  our  facility  in 

September  2014  explained  to  Hut  upon  r  loser  iieyiei  linn,  all  die  tube  labels  were  indeed 

tot  182  not  219  and  all  15  tubes  that  were  left  at  had  llVl  written  on  them. 
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Dugway  Proving  Grounds  Shipping  incidents 
( Vaccinia  virus)  (cont'd) 


notified  the  Laboratory  Director,  Branch  head  and  in  turn,  |  notified  the  RO.  There  were  13 
full  1  ml  vtals  left  of  Vaccinia  tot  181.  one  vial  containing  about  bOOpI  and  one  empty  vial  that  was  used 
(but  not  disposed  ofl-  Ail  IS  vials  were  removed  from  the  BSl-1  -80‘C  and  moved  in  to  a  sepaiate 
container  labeled  Vaccinia  and  placed  in  the  BSL2  -80‘C  freezer.  After  moving  the  agent  to  an 

appropriate  lm.lt  i  m  i  atedH^^|H  '•«  ipdate  on  investigation  tfleie  were 

updates  at  1300  was  asked  if  ^  could  just  use  the  stock  tubes  that  were  sent  of  Vaccinia 

foi  H  testing  in  January  i  espouse  was  no,  inactivated  agent  needed  to  be  used. 

An  email  was  sent  by  the  m  on  1/1  i/1  S  at  16S0  stating,  ‘I  want  to  uicdate  you  all  on  tins 
shipment.  The  material  shipped  is  indeed  killed  vittis  but  was  labelled  with  incorrect  l  IVf  labeh.  so  the 
material  you  have  is  inactivated.  I  w4l  let  you  know  how  we  will  best  address  this  by  COB  tomouow  ‘ 


Turther  information  Wits  provided  on  1/14/1  'i  at  1/11  horn  the  CRP.  llie  email  stated,  "the  slapping 
issues  have  been  resolved  and  as  stated  yesterday  the  vials  were  indeed  dead  antigen.  Per  pioicdur  es  I 
will  like  all  lb  unopened  vials  to  be  returned  toOPG  to  be  correctly  labelled  and  then  we  will  rrsliip.  the 
shipping  cost  will  be  charged  to  the  CRP  I  will  let  you  know  the  charging  code  and  I  am  sorty  for  this 
inconvenience." 


A  telecom  was  held  on  l/lb/lb  wrtb  mm  and  | 
root  cause  analysis  performed  at  CRP.  the  findings  were  as  follows: 


I  to  discuss  details  of  tfie 


1.  All  paperwork  documentation  correctly  specifies  17  tubes  of  AGD219  leaving  Dugway 

2.  17  dead  ARI  Vaccinia  lubes  were  removed  from  the  Freezer.  ABI  lotWCOOl?  labels  were  removed 
and  placed  on  the  back  of  the  order  form 
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Dugway  Proving  Grounds  Shipping  incidents 
( Vaccinia  virus)  (cont'd) 


3.  Al  qjot  1S-31  was  harvd-wrltteriortbackof  the  or  girul  OSCAR  form. 


4.  A  CRP Technician  accidently  grabbed  the  WRONG  labels  and  relabeled  the  tubes  with  the  live 
A6D182"  stickers. 
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Dugway  Proving  Grounds  Shipping  incidents 
( Vaccinia  virus)  (cont'd) 


5.  Ihe  correct  stickers  (which  the  CRP  si  ll  has)  should  have  beer  Aliquot  49  6S.  AGD219 

6.  The  staff  actua  ty  shipped  the  tubes  only  verified  that  17  tubes  of  Vaccinia  were  sh ipped  they  did 
rot  verify  the  lot  hjiriber  with  2  different  OPG  staff. 

/.  All  "UVt”  tubes  leaving  OPG  have  a  RID  cap  on  the  actual  vial.  Ihese  1/  tubes  that  were  shooed 
have  tlejf  taps,  winch  verifies  they  are  “Dead" 

I  he  cuslurner  is  safe. 

CRP  recommended  the  easiest/best  course  of  action  will  be  to  "KhCAlL*  all  tubes,  if  possible. 

It  has  been  determined  that  the  vials  of  Vaccinia  will  be  shipped  hack  to  Dugway  on  T  uesday,  January 
20, 201S.  The  vials  wll  be  re  labeled  with  the  correct  label  and  sent  hack  to  The  material 

confirmation  sheet  will  be  filled  out  upon  arrival  and  sent  back  to  the  CRP  immediately. 
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Dugway  Proving  Grounds  Shipping  Incident 
(Venezuelan  Equine  Encephalitis  virus) 


CRPSIliptnenl  incident  -22  Jt 1 1 .  V  2<>l  <» 


At  approximately  V-15  pm.ihc  | 
The  box  w  as  signed  for  by  | 


|  shipment  trout  I)!1'  ■  umved  ■>!  l-'iil.lin.-,  Jf*l 

|  and  taken  by  BHHBI  into  the  US  1^2 
lab  Tlic  sluin'tng  pit|icrx  mere  removed.  These  pullers  contained  mformutnni  pertaining  to 
the  expected  shipment  I  Willed  liacllhls  anlhrtnus  Sterne  -  eat  •HACI012J  An  inspection 
sticker  mi  llie  outside  of  Hit  hoy  read  "Dugway  Inspection  by  origin  DO  specialist  einp- 


Ihc  Itox  was  ojieucd  jnd  a  single  1 3ml  cull  leal  lulv.  w.es  pulled  out  from  the  dry  ice 
Inside  the  mbs  w  as  one  1 .5  ml  screw  cap  tube  with  the  follow  me  label  information 


R37X-I  Truml  Stock 
VKK  (TC83)  from  purified 
(1.25  mlfvial  St.ire  -7(lC 


0SMAR04  ILt' 
Expire*  0KMAK14 


Tbe  lulls  was  placed  back  in  the  boy  uml  the  bos  placed  in  the  -700  1 1  wc/cr  m  Ibe  TtSI.-J 
while  an  investigation  «  u  performed. 


iinroedidelv 


nptil'cd  In  cell  plume 

and  r 


were  notified 


notified 


assisted 


with  rc-\ onfitcalnui  oflhe  tulie  lain  I 


II  Wu*  decided  In  autoclave  the  lid's- with  the  '  ml  inside  and  all  [sickaymo  except  tile 
aeon  m  |um  ying  doeunicntai  ion 


enmaeled  |^^^^Hihc£ntic:i|  Reagents  Program  dtreenu 
provided  phone  numbers  the  commodits  manager,  mid 

IJugvvoy  I'OC  called  and  tct|UcsK«l  leeliineal  data  sheets  for  the  \  l-l- 
rc«j nested  Ills  technical  d.ila sheets  front  H  H  received  a  phone  call  from 
j  |f^3B  at  DPCi  w  ho  w  ill  fas  >i  death  ocrtilicalc  and  Icchnjcut  (lain  shed  for  the  \  I  I 
ijfldci  received  ait  email  wrlhtlie  attachments  containing  that  ntlomtiiitoti  ttwas 
determined  that  the  shipment  was  nucleic  acid  ofVEH.  not  a  viuhlc  organism. 


ill  Si) 


I  ulcr.  received  an  email  from  | 

shipment  had  been  sent  to  | 


| at  DPTi  slating  that  llu-  wrong 


|  rctiimcd  to  remove  Items  from  autoclave  so  that  this  sample  could  lie 
dost  toyed  Autoclave  was  started  on  dry  cycle  for  30  minutes.  Everyone  tell  fortbe  day 


2}  July  2010 

I  he  autoclave  register  confirmed  lime  and  temperature  for  the  tiulndavc  run  cycle  and 
the  items  were  removed  and  taken  back  to  the  BSL-2.  flic  bio-uidlcuJot  was  set  up  for 
b  y 


72  |  DODIG-2016-078 


Appendixes 


Appendix  I 

Committee  for  Comprehensive  Review  of  DoD 
Laboratory  Procedures,  Processes,  and  Protocols 
Associated  with  Inactivating  Bacillus  anthracis  Spores 
Findings  and  Recommendations 

Findings 

The  root  cause  for  the  incomplete  inactivation  o/Bacillus  anthracis  samples 
at  DoD  laboratories 

A  single  root  cause  for  shipping  viable  Bacillus  anthracis  could  not  be  identified. 
DoD  personnel  appear  to  have  followed  their  own  protocols  correctly.  However, 
the  committee  found  inherent  deficiencies  in  protocols  for  three  phases  in  the 
production  of  inactive  spores  that  could  lead  to  nonsterile  products: 

•  radiation  dosing, 

•  viability  testing,  and 

•  aseptic  operations  (contamination  prevention]. 

These  deficiencies  and  other  factors  contributed  to  the  establishment  of  protocols 
that  do  not  completely  or  permanently  sterilize  these  samples. 

Why  post  inactivation  viability  testing  did  not  detect  the  presence  of  live 
Bacillus  anthracis 

There  is  no  single  root  cause  to  explain  why  the  Bacillus  anthracis  samples 
were  incompletely  inactivated,  or  why  viability  testing  did  not  detect  live 
Bacillus  anthracis  spores.  Contributing  factors  that  may  have  resulted  in 
undetected  live  Bacillus  anthracis  spores  during  viability  testing  in  U.S.  Army 
Dugway  Proving  Ground's  samples  include  deficiencies  in  sample  sizes  and 
inadequate  incubation  periods  after  irradiation. 

Existing  DoD  laboratory  biological  safety  protocols  and  procedures 
The  committee  identified  existing  DoD  laboratory  safety  protocols  and 
procedures  in  each  location.  However,  these  procedures  are  not  standardized 
among  the  laboratories. 
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DoD  laboratory  adherence  to  established  procedures  and  protocols 
In  most  cases,  the  committee  observed  that  DoD  laboratories  followed  their 
own  established  procedures  and  protocols. 

Identification  of  systemic  problems  and  what  steps  should  be  taken  to  fix 
those  problems 

The  primary  systemic  issue  responsible  for  failures  in  the  preparation  of 
inactivated  Bacillus  anthracis  spores  is  the  lack  of  specific  validated  standards  to 
guide  the  development  of  protocols,  processes,  and  quality  assurance  measures. 

Recommendations  (abridged) 

Quality  assurance.  Enhance  quality  control  programs  at  DoD  laboratories 
working  with  hazardous  select  agents  and  other  pathogens. 

Standardize  Bacillus  anthracis  inactivation  protocols  across  laboratories. 

All  DoD  laboratories  should  follow  a  common  standard  operating  procedure  for 
such  practices  as  irradiation  and  viability  testing. 

Institute  more  rigorous  quality  procedures.  Establish  quality  assurance 
and  quality  control  procedures  for  inactivation  and  viability  testing  of 
Bacillus  anthracis  spores. 

Clarify  the  conditions  of  the  material  transfer  agreement.  Material  transfer 
agreements  enable  DoD  laboratories  to  communicate  potential  hazards  to  the 
customers  and  maintain  a  positive  inventory  tracking  for  potential  recalls  on 
all  select  agent  inactivated  materials. 

Perform  preventive  maintenance.  All  reusable  mechanical  equipment  employed 
throughout  the  process  should  be  routinely  maintained  and  calibrated,  from 
mechanical  pipettes  to  the  irradiator. 

Establish  and  manage  an  environmental  surface  sampling  program.  Some 
laboratories  lack  written  procedures  to  document,  investigate,  and  report 
contamination  found  outside  primary  containment  areas  during  environmental 
persistent  agent  sampling. 

Establish  validated  dose  curves.  Radiation  dose  curves  should  be  generated  for 
each  Bacillus  anthracis  strain  used  for  production  at  the  same  concentrations  used 
in  production,  and  performed  on  the  same  irradiator  as  used  for  inactivation  of 
spore  preparations. 
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Understand  the  end  users'  needs.  The  Chief  Science  Officer  of  the  laboratory, 
Army  or  Command,  should  work  with  individual  customers  to  understand  sample 
requirements  and  determine  the  appropriate  strains  and  material  needed  to 
support  the  objectives. 

Quantitate  spores  before  irradiation.  Spore  preparations  intended  for 
irradiation  should  be  quantified  as  precisely  as  possible  to  maximize  the  likelihood 
of  achieving  the  inactivation  levels  predicted  by  kill  curves  produced  with  the  same 
strain  in  the  same  irradiator. 

Peer  review.  Establish  Bacillus  anthracis  spore  inactivation  and  viability 
testing  protocols  that  are  based  on  relevant  scientific  data,  standards,  and 
studies  conducted  to  fill  knowledge  gaps.  All  protocols  and  subsequent  protocol 
modifications  should  be  subject  to  a  peer  review  process,  validated,  and 
implemented  uniformly  across  similar  operations. 

Program  management.  Program  managers  should  provide  adequate  laboratory 
space,  equipment,  and  time  to  conduct  relevant  safety  and  surety  research  for 
select  agents  and  other  pathogens.  Program  managers  should  develop  a  plan 
to  track  and  document  the  implementation  and  long-term  sustainability  of  the 
recommended  corrective  actions  identified  through  this  review  panel  as  well 
as  all  internal  and  external  audits. 
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Appendix  J 

USD(AT&L)  Action  Memorandum,  July  22,  2015 

Refer  to  page  three  and  four  of  the  action  memorandum  (pages  77-80]  for  the 
recommendations  that  USD(AT&L]  advocated  that  the  Deputy  Secretary  of 
Defense  direct. 
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USD(AT&L)  Action  Memorandum 


TCDUNOtOGV 
AMD  LCO0MCS 


THE.  UNDER  SECRETARY  OF  DEFENSE 
JO  ! 0  DEFENSE  PENTAGON 
WASHINGTON.  DC  3030 1  301 0 


ACTION  MEMO 


July  22, 201 5 


FOR:  DEPUTY  SECRET  ARY  OF  DEFENSE  S' 

PROM:  Frank  Kendall,  USD(A  T&L>  ' ' ' 


SUBJECT:  Report  of  tho  Comprehensive  Review  of  Department  of  Defense  Laboratory 

Procedure*.  Processes,  and  Protocob  Associated  with  Inactivating  Bacillus  anlhracls 
(Anthrax)  Spores 


•  In  response  to  your  direction  of  May  29, 201 S,  following  the  discovery  that  viable  anthrax 
spores,  which  were  supposed  to  lave  been  inactivated  by  irradiation,  had  beeo  shipped  to  a 
commercial  laboratory,  J  commissioned  an  independent,  39-day  review  of  the  Department  of 
Defense’s  (DoD)  procedures  for  inactivating  and  verifying  inactivation  of  anthrax  spores. 
Attached  at  Tab  B  is  Ihe  final  Report  of  the  Comprehensive  Review  Committee  of  DoD 
laboratory  procedures,  processes,  and  protocols  associated  with  inactivating  anthrax  spores. 
This  Report  is  the  consensus  product  of  a  team  that  included  subject  matter  experts  from  the 
Departments  of  Agriculture,  Defense,  Energy,  and  Homeland  Security,  and  the  Federal 
Bureau  of  Investigation.  A  list  of  team  members  is  in  Appendix  C  of  Tab  B. 

•  Tho  Comprehensive  Review  Committee’s  key  findings  arc: 

O  In  certain  cases,  DoD  procedures  to  irradiate  and  kill  live  anthrax  spores,  and  to  test  the 
viability  of  irradiated  (and  presumed  inactivated)  samples,  arc  ineffective. 

o  The  primary  systemic  issue  responsible  for  failures  in  the  preparation  of  inactivated 
anthrax  spores  is  the  lack  of  specific  validated  standards  to  guide  the  development  of 
protocols,  processes,  and  quality  assurance  measures  (Page  16). 

* 

a  The  development  and  implementation  of  ineffective  irradiation  and  viability  testing 
procedures  took  place  over  the  lost  decade;  this  represents  an  institutional  problem 
particularly  at  Dugway  Proving  Giound  (DPG;  Page  13). 

o  (nncrivntrd  anthrax  originating  from  DPG  are  the  only  samples  that  liave  tested  positive 
for  live  anthrax  (Page  12). 

o  The  confluence  of  targe  production  quantities  associated  with  DPG,  low  sampling  volume 
of  the  inactivated  material  for  viability  testing,  and  a  Very  short  time  period  between  the 
completed  irradiation  cycle  and  start  of  the  viability  resting  may  have  exacerbated  the 
likelihood  of  not  properly  identifying  live  anthrax  spores  in  inactivated  samples  (Page  12). 
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USD(AT&L)  Action  Memorandum  (cont'd) 


o  Laboratory  biosafety  protocols  and  procedures  are  not  st.uidftrdizeu  amongst  the  DoD 
laboratories  (Page  16);  this  is  potentially  due  to  the  fact  that  the  laboratories  ure  managed 
under  multiple  chains  of  command  (Page  1 8.  TAB  C). 

•  The  Comprehensive  Review  Committee's  recommendation*  are  grouped  into  three  broad 
areas.  The  Review  Committee  recommends  Dot)  laboratories  that  work  with  hazardous  select 
agents  and  other  pathogens: 

o  Enhance  quality  control  programs,  particularly  regarding  inactivation  and  viability  testing 
protocols. 

o  Establish  anthrax  spore  inactivation  and  viability  testing  protocols  that  are  based  on 
relevant  scientific  data,  standards,  and  studies  conducted  to  fill  knowledge  gups. 

o  Improve  program  management  to  ensure  adequate  laboratory  space,  equipment,  and  time 
to  conduct  relevant  research  for  select  agents  and  other  pathogens. 

•  After  a  careful  reading  of  fhe  Comprehensive  Review  Report  and  discussion  with  subject 
matter  experts,  my  conclusion  is  that  while  this  is  an  institutional  failure  that  spanned  more 
than  a  decade  and  involved  multiple  organizations  and  multiple  leadership  changes,  there  is 
nevertheless  significant  evidence  from  previous  incidents  dial  steps  should  have  been  taken  to 
address  the  problems  identified  by  the  Review  Committee,  particularly  at  DPG.  The  Review 
Committee's  findings  and  the  viability  testing  conducted  since  the  discovery  that  viable 
anthrax  spore*  had  mistakeuly  been  shipped,  confirms  that  the  only  institution  known  to  have 
experienced  a  failure  to  inactivate  and  detect  faded  inactivation  was  the  Army’s  DPG.  I  agree 
with  the  Review  Committee  that  the  combination  of  unique  characteristics  at  DPG,  to  include 
high  volume  production,  low  sampling  size,  intentionally  impure  products,  and  more 
immediate  past-inactivation  viability  testing  are  possible  contributing  factors.  However,  the 
Report  also  indicates  that  in  recent  years  DPG  has  had  a  relatively  high  moitien-v  (20%)  of 
past-inactivation  viability  tests  that  stowed  unsuccessful  inactivation,  but  failed  to  address  all 
the  root  causes  of  this  high  incidence 

•  In  my  opinion,  die  technical  leadership  at  DPG,  particularly  the  individuals  who  are 
responsible  tor  the  safe  processing  and  shipping  of  inactivated  anthrax  spores,  should  have 
bear  well  aware  of  the  statistical  natures  of  both  anthrax  spore  inactivation  by  irradiation  and 
post-inflctivntjon  viability  testing,  as  well  as  of  the  degree  to  which  DPQ  was  opera  ting 
outside  the  parameters  of  the  available  scientific  data  on  anthrax  inactivation,  specifically 
with  respect  to  apotc  concentration,  la  addition,  there  are  indications  in  the  Report  that  the 
Microbiology  Office  of  the  Life  Sciences  Division  at  DPG  was  not  keeping  adequate  records, 
failing  to  ensure  current  procedures  were  documented  correctly,  or  following  laboratory  best 
practices.  Although  the  Review  Committee  found  that  the  problems  at  DPG  did  "not 
necessarily  reflect  on  any  ooe  individual."  I  Wiese  that  individual  accountability  should  be 
investigated  more  completely.  As  a  result,  1  recommend  that  in  addition  to  implementation  of 
the  Review  Committee  recommendations,  you  direct  the  Array  to  conduct  a  thorough  forma! 
investigation  of  the  institutions  and  individuals  at  DPG,  including  the  chain  of  command,  that 
are  responsible  for  the  widespread,  unintended  viable  anthrax  spore  shipments. 
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•  I  agree  with  the  Review  Oommirtec’s  conclusion  liiat  the  science  of  imthrax  inactivation  is  not 
adequately  understood  and  that  additional  work  is  needed  to  establish  effective  standards  and 
protocols  for  inactivotioo  and  viability  testing;  this  is  an  institutional  problem  that  involves 
organizations  outside  the  Department,  The  problem  has  existed  for  ten  years,  and  the  Review 
Committee's  observations  and  recommendations  apply  to  all  DoD  labs  that  conduct 
inactivation  of  anthrax.  It  is  clear  that  the  situation  must  be  corrected  per  the 
recommendations  of  the  Review  Committee,  with  particular  focus  on  a  re-evaluation  of  both 
this  underlying  science  and  the  structure  of  the  DoD  molopcal  laboratory  system, 

•  To  ensure  that  the  recommendations  of  the  Report  are  effectively  implemented  and  that  a 
similar  incident  does  not  occur  in  the  future,  1  recommend  you  sign  the  Memorandum  a!  TAB 
A  that  directs: 

o  The  Secretary  of  the  Army,  in  coordination  with  the  Secretary  of  the  Navy,  to  develop  an 
implementation  plan  for  addressing  the  specific  recommendations  in  the  Report  on  quality 
assurance,  peer  review,  and  program  management;  provide  the  implementation  plan  to 
you  for  review  in  30  days,  with  periodic  updates  on  progress  quarterly  thereafter,  review 
laboratory  missions  and  chains  of  command  and  provide  policy  and  organizational 
rocommeodatioos  to  ensure  consistent  application  of  biosafety  and  biosecurity  policies 
across  the  laboratories;  and  assess  the  optimal  distribution  of  research,  development,  and 
production  activities  at  tbc  laboratories  in  support  of  the  Chemical  and  Biological  Defense 
Program  mission  to  develop  countermeasures  for  the  warfighter  against  chemical  and 
biological  threats. 

o  The  Secretary  of  the  Aimy  initiate  a  formal  investigation,  by  an  appropriate  investigative 
organization,  of  the  specific  actions  at  DPG  that  contributed  to  the  unintended  and 
utmckji  o  wledgcd  shipment  of  viable  anthrax  spores  to  a  largo  number  of  recipients. 

o  Designation  of  the  Secretory  of  tbc  Amy  as  the  DoD  Executive  Agent  for  tbc  DoD 
Biological  Select  Agcal  and  Toxin  (BSAT)  Biosafety  Program  As  the  DoD  Executive 
Agent  for  the  DoD  BSAT  Biosafety  Program,  the  Secretary  of  the  Army  shall  be 
responsible  for  tbc  technical  review,  inspection,  and  harmonization  of  biosafety  protocols 
and  procedures  across  DoD  laboratories  that  handle  BSAT  and  shall  have  tasking 
authority  of  all  DoD  components  for  this  purpose.  Tbc  Army  shall  designate  a  certified 
biological  safety  officer  to  execute  this  responsibility. 

o  My  office  to  work  with  DoD  stakeholders,  the  Centers  for  Disease  Control  and  Prevention 
(CDC),  and  other  relevant  departments  and  agencies  to  develop  a  plan  for  research  related 
to  the  development  of  standardized  irradiation  and  viability  testing  protocols;  establish 
standards,  in  coordination  with  DoD  stakeholders,  the  CDC,  and  other  relevant 
departments  and  agencies,  for  irradiation  and  viability  testing  using  the  results  of  research 
conducted,  ensure  sufficient  funding  is  available  through  the  Chemical  and  Biological 
Detense  Program  for  teseoreh  related  to  the  development  of  standardized  irradiation  and 
viability  testing  protocols;  review,  and  revise  as  necessity,  DoD  biosafety  and  biasecuriry 
policy  and  ensure  consistent  application  across  DoD  laboratories;  and  oversee  Military 
Deportment  and  Service  implementation  of  the  Review  Committee’s  recommendations. 
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o  Continuation  of  the  moratorium  on  the  production,  work  with,  and  shipment  of  inactivated 
anthrax  until  nil  reconunendrttiojis  are  addressed,  except  ns  required  for  the  development 
of  standardized,  peer-reviewed,  arid  validated  protocols  for  inactivation  and  viability 
testing. 

COORDINATION:  OGC 

RECOMMENDATION:  Sign  memorandum  at  TAB  A. 

Attachments: 

TAB  A:  DSD  Implementation  of  the  Recommendation*  in  the  Comprehensive  Review  Report: 
Inadvertent  Shipment  of  Live  Bacillus  unthraas  (Anthrax)  Spores  by  Department  of 
Defense 

TAB  B:  Comprehensive  Review  Report 

TAB  C:  DoD  Laboratory  Chains  of  Command 
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Deputy  Secretary  of  Defense  Memorandum, 

July  23,  2015 

The  five  Deputy  Secretary  of  Defense  directives  to  USD(AT&L]  are  listed  on 
page  two  of  the  following  memorandum  (pages  82-84}.  The  five  Deputy  Secretary 
of  Defense  directives  to  the  Secretary  of  the  Army,  as  well  as  the  designation  of  the 
Secretary  of  the  Army  as  DoD  Executive  Agent  for  the  DoD  BSAT  Biosafety  Program 
are  also  listed  on  page  two  of  the  memorandum. 


DODIG-2016-078  |  81 


Appendixes 


Deputy  Secretary  of  Defense  Memorandum 


DEPUTY  SECRETARY  OF  DEFENSE 
1010  DEFENSE  PENTAGON 
WASHINGTON,  OC  20301  IOIO 


JUL  2  3  2015 


MEMORANDUM  FOR  SECRETARY  OF  THE  ARMY 
SECRETARY  c»l  THE  NAVY 
SECRE !  ARY  OF  THE  AIR  FORCE 
UNDER  SECRE  I  ARY  OF  DEFENSE.  FOR  ACQUISITION, 
TECHNOLOGY  AND  LOG  IS  I  ICS 


SI  IBJFCT  Implementation  of  the  Recommendations  in  the  Comprehensive  Review  Report: 

Inadvertent  Shipment  of  Live  BthtHus  unihnkii  ( Anthrax)  Spores  hy  Department  rtf 
Defense 

On  May  21,  201 5,  the  Department  of  Defense  ( Dull)  became  aware  that  live  anthrax 
spores,  believed  to  have  been  inactivated,  had  been  shipped  to  a  commercial  laboratory  from  the 
Army's  Dug  way  Proving  Ground  (DPGi  The  Department  took  immediate  action  to  ensure  the 
safety  of  everyone  involved  and  to  understand  the  scope  of  the  problem  The  Centers  for 
Disease  Control  and  Prevention  i.CDC)  immediately  launched  an  Investigation  and  reported  their 
findings  to  DPfi  on  June  5,30)5.  On  May  2V,  201 5,  I  tasked  the  Under  Secretary  of  Defense  for 
Acquisition.  Technology  and  Logistics  (L'SDfA  l  &l.ti  to  lead  a  30-dav  comprehensive  review  of 
DoD  laboratory  procedures,  processes,  and  protocols  associated  with  inactivating  anthrax 
consisting  of  1 1  root  cause  analysis  for  the  incomplete  inactivation  of  anthrax;  21  DoD  laboratory 
biohazard  safety  procedures  and  protocols.  laboratory  adherence  to  established  procedures  and 
protocols,  and  4)  identification  of  systemic  problems  and  the  steps  necessary  to  fix  those 
problems.  This  review  was  conducted  by  a  team  of  technical  experts  Ihc  Comprehensive 
Review  Report  of  DoD  laboratory  procedures,  processes,  and  protocols  associated  With 
inactivating  Bacillus  ant  bach  spores  was  finalized  on  duly  1 3.  2015, 

I  have  reviewed  this  Report  as  well  as  the  CDC’s  report  and  the  recommendations  from 
the  USDi  A  I  &L>  I  hc  report  substantiates  that  DoD  sent  live  anthrax  to  86  labs  in  20  states,  the 
District  ol  Columbia,  and  seven  countries  I  take  no  comfort  in  the  fact  that  no  one  was  infected, 
und  that  public  safety  risks  were  Very  low  as  a  result  of  these  shipments.  Ibis  was  an 
inexcusable  mslilutiuna!  failure  The  CDC  found  that  DPfi  failed  to  adequately  inactivate 
anthrax  spores  und  failed  to  validate  that  the  inucttvalian  was  xucccsslul  before  creating  samples 
that  would  be  released  from  the  facility.  I  hr  Review  Committee  s  key  finding  is  that  there  is  a 
lack  of  specific  validated  standards  to  guide  the  development  or  protocols,  processes,  and  quality 
assurance  measures  for  the  irtadialion  and  viability  testing  of  inactivated  anthrax  spores. 

Further,  the  Review  l  ommittee  found  that  laboratory  protocols  and  procedures  are  not 
standardized  amongst  the  DoD  laboratories  and  recommended  that «  standardization  effort  be 
pursued 

USD(ATdkL)  has  endorsed  the  findings  recommendations  of  the  Review  Committee  In 
addition,  he  recommended  lhal  the  Amty  conduct  a  formal  investigation  of  the  institutions  and 
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individuals  at  DPG.  including  the  chain  of  command,  as  well  as  the  actions  of  DPG  that  led  to 
the  inadvertent  w  idespread  shipments  of  viable  anthrax  spores. 

To  ensure  that  the  recommendations  of  the  Report  arc  effectively  implemented  and  that  a 
similar  incident  docs  not  occur  in  the  future,  I  direct  the  following: 

The  USD(AT&L)  will: 

•  Work  with  DoD  stakeholders,  the  CDC.  and  other  relevant  departments  and  agencies 
to  develop  a  plan  for  research  related  to  the  development  of  standardized  irradiation 
and  viability  testing  protocols: 

•  Establish  standards,  in  coordination  with  DoD  stakeholders,  the  CDC.  and  other 
relevant  departments  and  agencies,  for  irradiation  and  viability  testing  using  the 
results  of  research  conducted: 

•  Ensure  sufficient  funding  is  available  through  the  Chemical  and  Biological  Defense 
Program  for  research  related  to  the  development  of  standardized  irradiation  and 
viability  testing  protocols. 

•  Review,  and  revise  as  necessary.  DoD  biosafety  and  biosecurity  policy  and  ensure 
consistent  application  across  DoD  laboratories:  and 

•  Oversee  Military  Department  and  Service  implementation  of  the  Review 
Committee's  recommendations. 

The  Secretary  of  the  Army  will: 

•  Conduct  a  full  accountability  assessment  of  the  responsible  institutions  and 
individuals  at  DPG,  including  the  chain  of  command,  to  include  initiating  a  formal 
investigation  by  an  appropriate  investigative  organization,  of  the  specific  actions  at 
DPG  that  contributed  to  the  unintended  and  unacknowledged  shipment  of  viable 
anthrax  spores  to  a  large  number  of  recipients: 

•  In  coordination  with  the  Secretary  of  the  Navy,  dev  elop  an  implementation  plan  for 
addressing  the  specific  recommendations  in  the  Report  on  quality  assurance,  peer 
review,  and  program  management: 

•  Provide  the  implementation  plan  to  me  for  review  in  30  days,  with  quarterly  updates 
on  progress  thereafter; 

•  Review  laboratory  missions  and  chains  of  command  and  provide  policy  and 
organizational  recommendations  to  ensure  consistent  application  of  biosafety  and 
biosccurity  policies  across  the  laboratories:  and 

•  Assess  the  optimal  distribution  of  research,  development,  and  production  activities  at 
the  laboratories  that  support  the  Chemical  and  Biological  Defense  Program  mission  to 
develop  countermeasures  for  the  warfighter  against  chemical  and  biological  threats. 

In  addition.  I  am  designating  the  Secretary  of  the  Army  as  the  DoD  Executive  Agent  for 
the  DoD  Biological  Select  Agent  and  Toxin  (BSAT)  Biosafety  Program.  As  the  DoD  Executive 
Agent  for  the  DoD  BSAT  Biosafety  Program,  the  Secretary  of  the  Army  shall  be  responsible  for 
the  technical  review,  inspection,  and  harmonization  of  biosafety  protocols  and  procedures  across 
DoD  laboratories  that  handle  BSAT  and  shall  have  tasking  authority  of  all  DoD  components  for 
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this  purpose.  The  Army  shall  designate  a  certified  biological  safety  officer  to  execute  this 
responsibility. 

Until  all  the  recommendations  in  the  Report  arc  addressed.  1  direct  the  moratorium  on  the 
production,  handling,  testing,  and  shipment  of  inactivated  anthrax,  except  as  required  for  the 
development  of  standardized,  peer-reviewed.  validated  protocols  for  inactivation  and  viability 
testing.  USD(AT&L)  will  work  with  all  DoD  and  interagency  stakeholders  to  mitigate  the 
impacts  of  the  continuing  moratorium  on  important  research,  development,  and  production 
activities  related  to  the  development  of  countermeasures  to  protect  the  warfighter  and  the  Nation 
from  biological  threats. 


cc: 

Chairman  of  the  Joint  Chiefs  of  Staff 

Under  Secretary  of  Defense  for  Policy 

Under  Secretary  of  Defense  for  Personnel  and  Readiness 
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The  Centers  for  Disease  Control  and  Prevention 
Division  of  Select  Agent  and  Toxins  cited  requirements 
from  42  CFR,  Part  73  and  Report  Observations  Based 
on  the  Cited  Requirements 

(Refer  to  pages  87-89  for  the  full  report] 

Requirement:  The  biosafety  plan  must  contain  sufficient  information  and 
documentation  to  describe  the  biosafety  and  containment  procedures  for 
the  select  agent  or  toxin,  including  any  animals  (including  arthropods]  or 
plants  intentionally  or  accidently  exposed  to,  or  infected  with  a  select  agent. 

42  CFR,  Part  73  [Section  12(a]] 

Observation:  The  standard  operating  procedures  for  the  irradiation  of 
Bacillus  anthracis  spore  suspensions  did  not  account  for  the  variable  amounts  of 
spores  treated  in  the  gamma  cell  irradiator.  This  resulted  in  inactivation  failures 
that  led  to  the  transfer  of  viable  Bacillus  anthracis  to  nonregistered  entities. 

Provide  an  updated  standard  operating  procedure,  as  part  of  or  referenced  in  the 
U.S.  Army  Dugway  Proving  Grounds  Life  Science  Test  Facility  (LSTF]  biosafety  plan, 
in  which  all  steps  in  the  preparation  of  the  spore  suspensions  have  been  verified  to 
not  inhibit  their  inactivation. 

Requirement:  The  biosafety  and  containment  procedures  must  be  sufficient  to 
contain  the  select  agent  or  toxin  (e.g.,  physical  structure  and  features  of  the  entity, 
and  operational  and  procedural  safeguards],  42  C.F.R.,  Part  73  [Section  12(b]] 

Observation:  The  method  used  for  inactivation  of  the  Bacillus  anthracis  spore 
suspensions,  Cobalt  60  gamma  irradiation,  was  not  validated  using  standardized 
control  spore  samples  at  varying  concentrations,  volumes,  and  levels  of  irradiation 
before  creating  spore  suspensions  that  would  be  released  from  the  facility.  As 
a  result,  viable  Bacillus  anthracis  spore  suspensions  were  shipped  from  LSTF  as 
inactivated  samples  in  April  2015,  December  2014,  October  2014,  and  March  2014. 
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Provide  documentation  validating  the  method  of  inactivation  to  ensure  that  each 
preparation  does  not  contain  viable  spores  or  cells  after  irradiation.  Please  include, 
but  not  limited  to,  the  following: 

•  How  LSTF  will  determine  that  the  parameters  of  the  irradiation 
are  adequate. 

•  How  LSTF  will  determine  that  post-irradiation  sample  preparations  are 
completely  sterile. 

Requirement:  Except  as  provided  in  paragraphs  (c]  and  (d]  of  this  section,  a 
select  agent  or  toxin  may  only  be  transferred  to  individuals  or  entities  registered 
to  possess,  use,  or  transfer  that  agent  or  toxin.  A  select  agent  or  toxin  may  only  be 
transferred  under  the  conditions  of  this  section  and  must  be  authorized  by  CDC  or 
APHIS  prior  to  the  transfer.  42  C.F.R.,  Part  73  [Section  16(a]J 

Observation:  As  of  June  5,  2015,  LSTF  has  sent  unauthorized  shipments 
of  live  Bacillus  anthracis  to  52  laboratories  located  across  19  U.S.  states 
(including  the  District  of  Columbia],  from  January  2005  to  May  2015,  totaling 
74  unauthorized  shipments. 

Effective  immediately  (presumably  at  the  date  of  the  report]  all  shipments  of 
"inactivated"  Bacillus  anthracis  preparations  were  suspended.  Any  "inactivated” 
Bacillus  anthracis  preparations  were  to  be  considered  a  select  agent  until  proven 
otherwise.  Before  any  shipments  of  inactivated  preparations  could  occur,  LSTF  had 
to  submit  definitive  proof  that  the  procedures  implemented  ensured  that  no  viable 
organisms  were  present  in  the  preparations. 
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reperrment  <V  Meafm  an d  K/n«n  Service* 
Centers  to'  [>s»jw  Contra  i*r<i  Prevention 
Cwision  of  Se'fdf  Agents  and  Towns 
Abanca  George 


S  Department  <rt»gr.;  ftrre  (J5[)A 
Anirai  ano  Plant  HcaW>  Irepection  Service 
Agrvajlbae  Salad  Agent  Services 
Rtverda*  Meryend 


StaBC-^B(R>->>i»irtvU(.  nftr.it.tj 
life  SrenaeTesi  Fealty 
3029  Bums  Rofct 


At# t*06  201? 


CKvwoy  UT  6-102? -5003 


RE:  Entity  Inspection  Report:  Life  Science  Test  Facility  (LSTF) 

Plr»u«v  i«|i»Pi#lic  Meailh  Security  and  Baoterrtvtsm  Ptepeir-a—ci  iid  Renpnrw  Act  of  300?  thellnfmi  Flouts 
Department  of  Health  and  Human  Se-vioe*  (HHS)  and  the  United  States  Department  cf  Agncu*ure  (USDAI  nave 
cstscirshedieguatoryrotjjircme’-'tttornepeotejvon  use  and  transfer  ol  bo ogewagenw  ana tonne  mat  nave  tnc 
poterrttal  to  pose  a  severe  threat  to  pubbe  health  and  safety  animal  arc  part  heath  and  animal  and  mart  products 
these  rem. 'e-nenfscar.ee toondBi  <2Gf R Part  73 (HHS)  i  ON Kart  331  KJSUARKQI  and 9 OK 
p«rl  131  (USDA-VSf  The  Centers  ter  Owe sseConfrol  and  Prevent.™*  (CPC)  Divsinn  nf  Smed  Agent*  and  Tnmna 
(PSA*  |  inspects  ertAlcs  to  cvauetc  whether  they  m»l  Ihu  regulatory  mturemerts  set  torth  m  CFR  Part  73  sod 

the  Animal  and  mart  Health  Inspection  Service  IAOIIS]  Agncuiture  Salad  Agent  Servian*  JAgSAS)  inspects  entit.ee 
to  evakrare  ivnetre.  they  meet  the  reyjlatcry  recrements  set  forth  in  I  CFR  Part  331  and  S  CF  P  Fart  121  the 
serve  wtonnwrl  •wbilalv.n*  anosi#)portiiy)  guidance  irfnrmafon  may  be  found  el  rrmiw*  selertAoenits  no »l 

DSAT  rspectors  verted  yoi#  facinty  located  et  3020  Bum*  Road  Pvrgway,  UT  64002-5000  'tom  May  ?e  2015  fo 
May  28  2015  A  list  of  inheritor.*  Impeded  On  these  dates  son  Vc  wifhlh*  letter  at  COG 

Tne  foKming  personnel  Hum  the  CDC  Select  Agent  Program  inspected  the  faeu’y 


Tts-(oS?i»r^per»c#i  trwnl.’e  F«*ieie>  Bmeeuof  InvesHualun  inspected  He  facilrlv 
Speoei  Agere 


IncUr  duaty  *iam  Lie  Ectmce  Test  Facility  pnesenl  djirgiue  inspection  'C  XWC 
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CnJiWfl  (nr.  inspection,  dopamines  a  vn  ragLieloryredcirements  cited  above  nota  notnd  IkiM  Mcrva  -nn  o’  thn 
itms  jeacnbad  in Ancnment  *  lust  o*  tntityL'aparturws)  and  include  in  your  response  me  ornate  ictions  or 
clierhl*4  taw  rUatmtornriii't trim*  'lnpartiira»  A  detailed  recpuhso  should be renewed  Oy line  »li<  »  m 4  l«tu> 
lh»i  It  calendar  days  Iron,  rir-jv.pl  ct  in  1C  letti*  An  electronic  copy  ill  your  rvspon-.e  Sh Ould  Dv  w»W  to  Ih*  lend 
inspe>tor  *  allure  to  lullv respond  may  resrif  in  tne  i!«',ial>'U>  ol  pmce— linji  to’  the  withdrawal  nt  vnurfncilly 
ipgistralionlopossess  use  ar  transfer  select  agents  and  twins 

Effective  Immediately  all  shipments  of  "Inacttvatad"  B  anthraos  preparations  are  to  be  auipended,  esceptin 
support  of  the  ongoing  Investigation  Any  "inactivated'  B  amhraels  preparations  srs  to  be  considered  a 
select  agent  undl  proven  otherwise  Before  any  shipments  of  Inactivated  preparations  can  occur,  LSTP  must 
submit  definitive  proof  that  the  procedures  Implemented  ensure  that  no  viable  organisms  are  preaentmthe 
preparations 

Please  be  advised  that  all  newly  discovered  spore  preparations  determined  to  be  viable  must  be  added  to 
LSTF's  inventory  as  required  in  Section  IT  of  the  Select  Agent  Regulations 


II  you  have  euynueyivms  co'v-enunglhi*  cormHonrSenoe  |.leote  corend  HHHHI  " 
a>  nrproly. 


BohljinS  WAjCUlt,  Pf©  i?0P(«eSA| 
cJOt»n,  LivPHoitrrt  i 
tVnCtof .  Or  man  of  Select 
•“cents  «wJ  1  oems 
r«eoorlm»nl  nl  l  lefll'h  jnd  I  Inmnn 
SetviCn- 

Came"  for  Pttuste  Corf'll  wv> 
Prevei  tloi  i 


Mtdcrmtrt.  i 

List  01  tony  Departure's 
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Centers  for  Disease  Control  and  Prevention 
Report  (cont'd) 


Entity  Inspection  Report  Attachment  1 

Life  Son  nee  Test  Facility  P*y»  3 

Attachment  1:  Entity  Departures 


Cefortnrvs  nourddui-ng  Ihe  pe»->J  ot  May  26.  201 5  lo  May  25  3015  at  UteEcierue  Test  FiliMy  (LSTFI  (cxtalruro 
Hwi  42  CFR  Pun  73  *p*otyllly  (Wr-dteqjreinent  am  ;wen  •"  brackets) 


1  Reouuement:  no  exesafety  ptan  must  contain  s  JtrCiert  irYotmatori  and  otjaurncro-.ior  to  describe  the  Biosafety 
anfl  containment  procedures  ‘or  the  select  agent  or  tox.p  including  any  aomal*  (uniudrg  arthropods)  or  plants 
ir-rie'tiona&y  or  accidentally  exposed  to  or  infected  with  a  setect  agent  [Section  1I|ai] 

Observation  the  standard  Operalng  Procedures  tot  trx?  naostcoctu  anlfirscfs  spore  suspensions  do  not 
account  (ui  the  variable  amount*  of  spores  treated  in  Its-  ijnrnnuj  r.eX  nrwfcjloc  This  'esullod  in  inactivation  failiees 
Mat  led  to  tie  Ira'sfer  ol  viable  9  anth-atie  to  rcirvregistento  ers.-Jes 

Pease  provrOe  an  ipdated  standard  ope  rating  procedure  as  port  of  or  referenced  in  LSTFs  biosafety  plan,  in  wren 
an  steps  n  the  preparation  ot  the  spwe  suepemions  hove  been  veriMI  to  riot  I’Ovtxt  tfiec  vwctivetton 


2  Requirement:  ’he  ciosa fety  ana  containment  pi  •  eduies  riusl  be  sufficient  to  contain tr*  select  agent  oi  tox.i 
(e  g  physical  stnuclcie  and  features  of  the  entity,  ana  operational  and  procedural  safeguards),  [Secbon  12(d)) 

Observation;  The  method  used  to"  mnctrvution  ot  the  fl  anfftroers  *crc  suspensory,  Cooart  60  gamme  rirodobon 
was  not  validated  using  sunasroaeacortioi  score  sempies  3t  varying  corcentrations  volumes  and  leveis  of 
irradiation  Before  erecting  spore  stepensont  tnat  world  be  released  from  tbetacAty  Asare6  j«  v.awefl  arfnr arts 
sipore  suspensions  were  shipped  horn  LSTF  as  inachvaled  samples  <n  Apoi  201-  Cecemtocr  20 14  OctoOei 
201-t  and  March  201‘! 

Pteesrr  provide  dopumcryotion  vimdoting  (he  method  of  'lucbvaton'o  ensue  tha'  each  pttKWMtoh  done  not  cento*' 
wj'.fe  spo>«  or  oelts after  I'tadator  Please  Inoude,  but  not  limited  to  the  lohoveng  (1)  How  LSTF  will  determine 
that  trie  parameters  ot  tfie  utaoal'On  protocols  are  aoeqtate  and  (2)  How  LSTF  win  determine  thet  post  irradaban 
sample  pfetxMahuns  aie  completely  sterile 


3  Requirement:  thieve*  as  piov«A'il’<  paragraphii  (cl  Mrdfdj  of  lh«  sect  on  asulhct  agent  O'  town  may  only  tv 
transfeoed  to  mdrvidi«l6  or  ertAes  mastered  to  posses*  i*b  P*  transfer  that  agent «  toxin  A  select  agent  or 
tanrirray  only  be  transferred  unuer  the  conditions  at  Pus  section  and  must  be  authorised  by  CDC  or  APHIS  prior  tc 
Ire  transfer  [Section  IQfaj] 

Observation.  As  U  June  5. 2015.  Lfe  Science  Test  facoly  has  sent  uneutfrxiyedsrnprTierlso'  live  B  enlnracijlo 
52  laboratories  locate!  acmss  IB  U  S  steles  (inducing  tie  Dsi'ict  ot  Columoia;  trom  cartery  2CG&  to  May  2016 
towing *4  jiiaudwtaed shipments  T>*8  orufirocnr txeperalwns lf»i  era ouivntly known  to  contort v'oljle 
organisms  alter  gamma  eradiation  inactivation  inouoe  Ar-vs  ot  '66?  Ames  lot  70.  Antes  lot  516  Canada n  bison 
lot  822  .Jamaican  tor  BID  Scotland  ot  60G  «rvt?irr.tiabive>ot  ?sa 

Effective  immediately,  all  shipments  of ’Inactivated'  B.  antnracis  prepa radons  are  to  be  suspended.  Any 
'inaetlvataMT  B  anlhmcl*  preparation*  are  to  be  considered  a  sated  agent  until  proven  otherwise.  Before 
any  shipments  of  Inactivated  preparations  can  occur,  LSTF  must  submit  definitive  proof  that  the  procedures 
Implemented  ensure  that  no  viable  organisms  are  present  In  the  preparations 
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Appendix  M 

BSAT  Laboratory  Inspection  Requirements 
(Vulnerability  Assessments) 

Army 

According  to  Army  Regulation  190-17,  Military  Police,  Biological  Select  Agents  and 
Toxins  Security  Program,  3  December  2009,  Chapter  4  states: 

All  biological  select  agents  and  toxins  facilities:  A  vulnerability 
assessment  (VA)  will  be  conducted  at  each  BSAT  facility  and 
laboratory  (Laboratory  Response  Network  facilities  that  do  not 
store  BSAT  are  exempt)  to: 

a.  Determine  the  facility’s  vulnerability  to  sabotage,  theft,  loss, 
seizure,  or  unauthorized  access,  use,  or  diversion  of  BSAT 
materiels  from  both  external  and  internal  threats. 

b.  Counter  the  identified  vulnerabilities. 

Department  of  the  Army  (DA)  Implementing  Instructions  to  the  DoD 
Postulated  Threat:  The  VA  team  will  utilize  the  DA  implementing 
instructions  on  threats  to  BSAT  based  on  the  DA  Implementing 
Instructions  to  the  DoD  Postulated  Threat  when  assessing  the 
facility’s  vulnerabilities. 

Conducting  vulnerability  assessments  and  reviews 
a.  The  VA  will  be  conducted — 

(1)  When  a  BSAT  facility  is  activated. 

(2)  When  no  record  exists  of  a  prior  VA. 

(3)  When  significant  changes/modifications  to  the  facility 
have  taken  place  since  the  last  VA  that  may  have 
an  impact  on  the  site  security  posture,  (that  is,  the 
construction  of  facilities,  loss  of  intrusion  detection 
system,  and  so  forth) 

(4)  When  significant  changes  have  been  made  to  the  DA 
Implementing  Instructions  to  the  DoD  Postulated 
Threat  that  would  affect  security  forces. 

(5)  When  the  commander  determines  greater  frequency 
is  required. 
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b.  The  VA  will  be  formally  reviewed  annually  (every  12  months) 
and  forwarded  through  command  channels  for  review. 

c.  The  Senior  Commander  (SC)  will  ensure  BSAT  facilities 
complete  the  required  VA,  updates,  and  annual  reviews  and 
submit  them  through  command  channels  in  a  timely  manner. 
A  courtesy  copy  will  be  provided  to  the  garrison  commander. 
The  SC  is  the  approval  authority  for  all  VAs  and  VA  updates. 


Navy 

According  to  Office  of  the  Chief  of  Naval  Instruction  5530. 16A,  Minimum  Security 

Standards  for  Safeguarding  Biological  Select  Agents  and  Toxins,  11  May  2011,  3. 

Responsibilities  states: 

The  Commander,  Navy  Installations  Command  shall  submit 
program  objective  memorandum  requirements.  The  review  will 
use  a  risk-based  decision-making  process  that  incorporates 
threat  and  vulnerability,  representative  loss  estimates,  and  cost 
of  implementation  to  provide  a  meaningful  benefit  and  cost  index 
for  relative  ranking  in  order  to  substantiate  requested  physical 
security  upgrades.  Upgrade  reviews  may  include  physical  security 
of  facilities,  secured  storage  equipment,  secured  transportation 
of  BSAT  materials,  surveillance  systems,  personal  security 
processes,  or  other  substantiated  requests  to  assure  that  only  the 
most  reliable  and  skilled  personnel  have  access  to  the  materials 
necessary  to  conduct  research  appropriate  to  the  mission. 

Air  Force 

According  to  Air  Force  Directive  10-39,  Operations,  Safeguarding  Biological  Select 

agents  and  Toxins,  19  August  2011,  3.  Responsibilities  and  Authorities: 

The  Deputy  Chief  of  Staff  for  Logistics,  Installations,  and  Mission 
Support  (AF/A4/7)  will  ensure  a  security  baseline  vulnerability 
assessment  is  conducted  annually  and  reviewed  or  updated  as 
necessary  when  new  threats  or  vulnerabilities  become  apparent. 
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Under  Secretary  of  Defense  for  Acquisition, 
Technology,  and  Logistics  response  on  behalf  of  the 
Deputy  Secretary  of  Defense  (Pages  92  -  96) 


THE  UNDER  SECRETARY  OF  DEFENSE 

30 » O  OFFENSE  PENTAGON 
WASHINGTON  DC  20301 30 iQ 


ACQUISITION, 

TTCm*OLOOY, 

ANOLOCifTieft 


APR  0  I  2016 


MEMORANDUM  FOR  DEPUTY  INSPECTOR  GENERAL.  SPECIAL  PLANS  AND 
OPERATIONS.  OFFICE  OF  INSPEC  TOR  GENERAL 


SUBJECT:  Evaluation  of  DoD  Biological  Safety  and  Security  Implementation  (Project  No. 
D201 5-DOOSPO-OO 54.00(1) 


I  his  is  in  response  to  y  our  March  4, 2016.  memorandum  requesting  comments  on 
recommendations  made  in  the  Department  of  Defense  Office  of  the  Inspector  General  (Dot)IC) 
report  on  the  “Evaluation  of  DoD  Biological  Safety  and  Security  Implementation."  I  am 
responding  on  behalf  of  the  Deputy  Secretary  of  Defense:  the  attachment  responds  to  all  of  the 
recommendations  requesting  comment.  I  he  Department  appreciates  (lie  opportunity  to  review 
the  report  and  agrees  with  the  DoDIG  recommendations. 


Attachment: 
As  stated 
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DODIG  DRAFT  REPORT  DATED  MARCH  4,  201ft 
PROJECT  NO.  D20 1 S- 1)00  S PO-0054 .000 

-EVALUATION  OF  DOD  BIOLOGICAL  SAFETY  AND  SECURITY 
IMPLEMENTATION- 

DEPARTMENT  OF  DEFENSE  RESPONSES 
TO  THE  DODIG  RECOMMENDATIONS 


RECOMMENDATION  La:  Deputy  Secretary  of  Defense  appoint  a  single  Executive 
Agent  responsible  (or  biosafety  and  blosecurlty. 

Dol)  RESPONSE:  Agree  Tbe  Secretary  of  the  Atmy  was  designated  as  the  Executive  Agent 
(EA)  for  the  Deportment  of  Defense  (DoD)  Biological  Select  Agent  and  Toxins  (BSAT) 
Biosafety  Program  in  a  July  23,  2015,  memorandum.  That  designation  was  included  as  a 
responsibility  for  the  Secretary  of  the  Army  in  the  DoD  Instruction  5210.88,  "Security  Standards 
for  Safeguarding  Biological  Select  Agents  and  Toxins  (BSAT),"  published  on  January  1 9,  2016. 
(he  DoD  Instruction  specifically  states  that  tbe  Secretary  of  the  Army  "serves  as  DoD  Executive 
Agent  for  the  DoD  BSAT  Biosafety  Program... with  responsibility  for  the  technical  review, 
inspection,  and  harmonization  of  biosafety  protocols  and  procedures  across  DoD  laboratories 
that  handle  BSAT  and  tasking  authority  of  all  DoD  Components  for  this  purpose,” 

Tbe  Army  Biosafety  Task  Fotce,  established  in  July  201 5  tn  comprehensively  address  tbe  issues 
identified  as  a  result  of  (he  inadvertent  shipment  of  live  anthrax,  came  to  the  conclusion  that 
biosafety  and  biosccurity  are  inextricably  linked  Tbe  Task  Force  work  highlighted  that  the 
separation  of  these  programs  creates  gaps  that  make  the  consistent  application  and  ov  ersight  of 
bioafety  and  biosecurity  policies  across  the  Services  and  labs  difficult.  To  make  the  program 
mure  effective  and  reduce  the  risk  to  DoD,  tbe  EA  authority  will  be  expanded  to  oversee  both  tbe 
biosafety  and  biosccurity  programs  for  the  Department  The  Office  of  the  Under  Secretary  of 
Defense  for  Acquisition,  Technology,  ami  Logistics  (OUSD(ATdtL))  has  been  directed  to  draft 
and  coordinate  a  DoD  Directive  outlining  ibe  roles  and  responsibilities  of  the  Army  EA. 

RECOMMENDATION  l.b.a:  Deputy  Secretary  of  Defense  direct  the  Executive 
Agent  for  biosafety  and  blosecurity  to  conduct  standardized  oversight  and 
Inspections  In  accordance  with  applicable  Federal  regulations  of  Department  of 
Defense  Biological  Select  Agent  and  Toxins  laboratories. 

DoD  RESPONSE:  Agree.  The  OUSD(AT&L)  is  drafting  a  DoD  Directive  for  the  DoD  BSAT 
Biosafety  and  Biosccurity  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
the  Secretary  of  the  Army  as  the  DoD  EA  for  the  DoD  BSAT  Biosafety  and  Biosecurity 
Program.  The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive. 

RECOMMENDATION  I  Ji.b:  Deputy  Secretary  of  Defense  direct  the  Executive  Agent  for 
biosafety  and  blosecurlty  to  track  all  internal  and  external  Inspection  results  and  report 
status  of  all  findings,  recommendations,  and  actions  taken  to  address  deficiencies  to  the 
appropriate  Department  of  Defense  management  level. 
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Dol)  RESPONSE  Agree  The  OlfSD(AT&L)  is  drafting  a  DoD  Directive  for  the  DoD  (IS AT 
Biosafety  and  Biosecurily  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
the  Secretary  of  the  Army  as  the  DoD  EA  for  the  DoD  BSAT  Biosafety  and  Biosccurity 
Program.  The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive. 

RECOMMENDATION  l.b.c:  Deputy  Secretary  of  Defense  direct  the  Executive  Agent  tor 
biosafety  and  biosecurity  to  develop  and  implement  training  for  Biological  Select  Agent 
and  Toxins  laboratory  inspectors  and  subject  matter  expert  Inspection  team  augmentees. 

DoD  RESPONSE:  Agree  The  OUSD(AT&L)  is  drafting  a  DoD  Directive  for  the  DoD  BSAT 
Biosafety  and  Biosccurity  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
the  Secretary  of  the  Army  os  the  DoD  EA  for  the  DoD  BSAT  Biosafety  and  Biosccurity 
Program.  The  role  identified  in  this  recommendation  is  listed  tn  the  draft  directive. 

RECOMMENDATION  l.b.d:  Deputy  Secretary  of  Defense  direct  the  Executive 
Agent  for  biosafety  and  biosccurity  to  ensure  that  all  personnel  Included  In 
inspection  teams  have  sufficient  scientific  expertise  and  experience. 

DoD  RESPONSE:  Agree.  The  OUSD(AT&L)  is  drafting  a  DoD  Directive  for  the  DoD  BSAT 
Biosafety  and  Biosccurity  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
the  Secretary  of  the  Atmy  as  the  DoD  EA  (or  the  DoD  BSAT  Biosafety  and  Biosccurity 
Program  The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive 

RECOMMENDATION  2.a:  Deputy  Secretary  of  Defense  direct  the  Deportment  o( 

Defense  Executive  Agent  for  Biosafety  and  Biosccurity  (Recommendation  l  a)  to 
Implement  an  externa)  technical  and  scientific  peer  review  function  that  addresses 
both  biosafety  and  biosecurity  Issues  to  support  aft  Department  of  Defense  Biological 
Select  Agent  and  Toxins  laboratories. 

DoD  RESPONSE:  Agree  The  OUSD(AT&L>  is  drafting  a  DoD  Directive  for  ihc  DoD  BSAT 
Biosafety  And  Biosccurity  Program  that  establishes  policy  and  designates  and  defines  live  role  of 
the  Secretary  of  the  Army  as  the  DoD  EA  for  the  DoD  BSAT  Biosafety  and  Biosecurily 
Program.  The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive 

RECOMMENDATION  2.b:  Undersecretary  of  Defense  for  Acquisitions,  Technology, 
and  Logistics  Issue  guidance  that  all  Department  of  Defense  Biological  Select  Agent  and 
Toxins  laboratories  implement  an  Internal  technical  and  scientific  peer  review  function 
that  addresses  both  biosafety  and  biosecurity  Issues. 

DoD  RESPONSE:  Agree.  The  OllSDfAT&L)  is  drafting  a  DoD  Directive  for  ihc  DoD  BSAT 
Biosafety  and  Biosccurity  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
the  Secretary  of  the  Army  as  the  DoD  EA  for  the  DoD  BSAT  Biosafety  and  Biosccurity 
Program  The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive. 

RECOMMENDATION  Is  Deputy  Secretary  of  Defense  direct  the  Department  of 
Defense  Executive  Agent  lor  Biosafety  and  Bfosecurtty  to  serve  as  the  single 
Department  of  Defense  point  of  contact  with  the  Centers  for  Disease  Control  and 


•> 
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Prevention  and  the  Animal  and  Plant  Health  Inspection  Service  Tor  coordinating  and 
participating  In  inspections  of  Department  of  Defense  Biological  Select  Agents  and 
Toxins  laboratories. 

OoD  RESPONSE:  Agree  The  OUSDiAT&L)  is  dialling  a  DoD  Directive  for  the  DoD  BSAT 
Biosafety  and  Biosecurity  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
the  Secretary  of  the  .Army  as  the  DoD  EA  for  the  DoD  BSAT  Biosafety  and  Biosecurity 
Program.  The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive. 

RECOMMENDATION  3.b:  Deputy  Secretary  of  Defense  direct  the  Department  of 
Defense  Executive  Agent  for  Biosafety  and  Biosecurity  to  develop  and  Implement  an 
agreement  with  the  Centers  for  Disease  Control  and  Prevention  and  the  Animat  and  Plant 
Health  Inspection  Service  for  scheduling  combined  inspections  of  Department  of  Defense 
Biological  Select  Agents  and  Toxins  laboratories. 

DoD  RESPONSE:  Agree.  The  OUSD(AT&L)  is  drafting  a  DoD  Directive  for  the  DoD  BSAT 
Biosafety  and  Biosecurity  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
the  Secretary  of  die  Aimy  as  the  DoD  EA  for  the  DoD  BSAT  Biosafety  and  Biosecurity 
Program  The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive. 

RECOMMENDATION  3.c.  Deputy  Secretary  of  Defense  direct  the  Department  of 
Defense  Executive  Agent  for  Biosafety  and  Biosecurity  to  define  combined  inspection 
criteria  and  guidance  with  the  Centers  for  Disease  Control  and  Prevention  and  the  Animal 
and  Plant  Health  Inspection  Service  for  Department  of  Defense  Biological  Select  Agents 
and  Toxins  laboratories. 

DoD  RESPONSE:  Agree.  The  OUSDiAT&l.)  is  drafting  a  DoD  Directive  for  the  DoD  BSAT 
Biosafety  and  Biooccuritv  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
the  Secretary  of  the  Atmy  as  the  DoD  EA  for  the  DoD  BSAT  Biosafety  and  Biosecurity 
Program.  The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive. 

RECOMMENDATION  3.d;  Deputy  Secretary  of  Defense  direct  the  Department  of 
Defense  Executive  Agent  for  Biosafety  and  Biosecurity  to  serve  as  the  formal 
communication  entity  with  the  Federal  Select  Agent  Program  regarding  findings  and 
lessons  learned  from  the  Centers  for  Disease  Control  and  Prevention  and  the  Animal  and 
Plant  Health  Inspection  Service  relevant  to  the  Department  of  Defense  Biological  Select 
Agents  and  Toxins  program. 

DoD  RESPONSE:  Agree,  The  OUSDiAT&L)  is  drafting  a  DoD  Directive  tor  the  DoD  BSAT 
Biosafety  nnd  Biosecurity  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
the  Secretary  of  the  Army  as  the  DoD  EA  fot  the  DoD  BSAT  Biosafety  and  Biosecurity 
Program  The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive 

RECOMMENDATION  4.»  Deputy  Secretary  of  Defense  direct  the  Department  of 
Defense  Executive  Agent  for  Biosafety  and  Biosecurity  to  Implement  criteria  for  Inclusion 
of  site-specific  security  vulnerability  assessment  findings  Into  Department  of  Defense 
Biological  Select  Agent  and  Toxins  laboratory  biosafety  and  biosecurity  inspections. 
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Management  Comments 


Management  Comments  (cont'd) 


DoD  RESPONSE  Agree.  The  OUSCX  A  1/tL)  is  drafting  a  DoD  Directive  for  the  DoD  BSAT 
Biosafety  and  Biosecurity  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
tbc  Secretary  of  the  Artny  as  the  DoD  EA  for  the  DoD  BSAT  Biosafety  and  Biosecurity 
Program.  The  role  identified  in  this  recommendation  is  listed  in  the  draft  directive 

RECOMMENDATION  4.b  Under  Secretary  of  Defense  for  Acquisitions,  Technology, 
end  Logistics  develop  implementing  guidance  that  requires  site-specific  laboratory 
security  vulnerability  assessment  findings  be  Included  during  Biological  Select  Agent  and 
Toxins  laboratory  inspections. 

DoD  RESPONSE:  Agree.  The  OUSD(Ar&L)  is  drafting  a  DoD  Directive  for  the  DoD  BSAT 
Biosafety'  and  Biosccurity  Program  that  establishes  policy  and  designates  and  defines  the  role  of 
the  Secretary  of  the  Army  as  the  DoD  EA  for  the  DoD  BSAT  Biosafety  and  Biosecurity 
Program.  The  EA  role  includes  harmonization  across  sites  to  ensure  site-specific  vulnerability 
assessments  are  considered  during  security  inspections  Tlie  Assistant  Secretary  of  Defense  for 
Nuclear,  Chemical,  and  Biological  Defense  Programs  ts  also  reviewing  the  DoD  Instruction 
$210.88  to  reinforce  this  issue 
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Acronyms  and  Abbreviations 


Acronyms  and  Abbreviations 


APHIS 

AT&L 

BSAT 

BSL 

BSL-4 

BUMED 

CDC 

CFR 

DAIG 

DPG 

DSD 

ECBC 

FESAP 

FTAC 

HHS 

JP 

LSTF 


Animal  and  Plant  Health  Inspection  Service  (USDA) 
Acquisition,  Technology  &  Logistics 
Biological  Select  Agents  and  Toxins 
Biological  Safety  Level 

Biosafety  level  4  which  is  the  maximum  level 

Bureau  of  Medicine  and  Surgery 

Centers  for  Disease  Control  and  Prevention 

Code  of  Federal  Regulations 

Department  of  the  Army  Inspector  General 

Dugway  Proving  Ground 

Deputy  Secretary  of  Defense 

Edgewood  Chemical  and  Biological  Center 

Federal  Experts  Security  Advisory  Panel, 

Fast  Track  Action  Committee 
Department  of  Health  and  Human  Services 
Joint  Publication 
Life  Science  Test  Facility 
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Whistleblower  Protection 

U.S.  Department  of  Defense 


The  Whistleblower  Protection  Enhancement  Act  of  2012  requires 
the  Inspector  General  to  designate  a  Whistleblower  Protection 
Ombudsman  to  educate  agency  employees  about  prohibitions 
on  retaliation,  and  rights  and  remedies  against  retaliation  for 
protected  disclosures.  The  designated  ombudsman  is  the  DoD  Hotline 
Director.  For  more  information  on  your  rights  and  remedies  against 
retaliation,  visit  www.dodig.mil/programs/whistleblower. 


For  more  information  about  DoD  IG 
reports  or  activities,  please  contact  us: 

Congressional  Liaison 

congressional@dodig.mil;  703.604.8324 

Media  Contact 

public.affairs@dodig.mil;  703.604.8324 

For  Report  Notifications 

http://www.dodig.mil/pubs/email_update.cfm 

Twitter 

twitter.com/DoD_IG 


DoD  Hotline 

dodig.mil/hotline 
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